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About the BRIDGE Project: 
 
BRIDGE (Building Radio frequency IDentification for the Global Environment) is a 13 million Euro 
RFID project running over 3 years and partly funded (� 7,5 million) by the European Union. The 
objective of the BRIDGE project is to research, develop and implement tools to enable the 
deployment of EPCglobal applications in Europe. Thirty interdisciplinary partners from 12 
countries (Europe and Asia) are working together on : Hardware development, Serial Look-up 
Service, Serial-Level Supply Chain Control, Security; Anti-counterfeiting, Drug Pedigree, Supply 
Chain Management, Manufacturing Process, Reusable Asset Management, Products in Service, 
Item Level Tagging for non-food items as well as Dissemination tools, Education material and 
Policy recommendations. 
 
For more information on the BRIDGE project: www.bridge-project.eu  
 
This document: 
 
Tracking and tracing of objects across the supply chain is a key enabler for effective and efficient 
business operations and decisions. High quality information about the past, present and 
potentially the future state of an object is the cornerstone for effective decision making in 
business applications such as inventory control, distribution planning, manufacturing control and 
maintenance operations. The emergence of the new generation product information network 
based on serial-level information provides a new potential for enabling enhanced tracking and 
tracing applications.  This report proposes a track and trace information layer which sits between 
the EPC network and the business applications, providing enriched tracking and tracing 
information to the latter based on serial-level product information retrieved from the former. The 
novelty of the proposed model stems not only from the fact that it is based on serial-level 
information, but also from the use of probabilistic tracking and tracing algorithms which provide 
high quality object state information, enabling intelligence that was not feasible with the traditional 
track and trace applications.  
 
Disclaimer: 
 
This document results from work being done in the framework of the BRIDGE project. It does not 
represent an official deliverable formally approved by the European Commission.  
 
Copyright 2007 by Cambridge University, BT Research, SAP Research, All rights reserved. The information 
in this document is proprietary to these BRIDGE consortium members. 
This document contains preliminary information and is not subject to any license agreement or any other 
agreement as between with respect to the above referenced consortium members. This document contains 
only intended strategies, developments, and/or functionalities and is not intended to be binding on any of the 
above referenced consortium members (either jointly or severally) with respect to any particular course of 
business, product strategy, and/or development of the above referenced consortium members. To the 
maximum extent allowed under applicable law, the above referenced consortium members assume no 
responsibility for errors or omissions in this document. The above referenced consortium members do not 
warrant the accuracy or completeness of the information, text, graphics, links, or other items contained 
within this material. This document is provided without a warranty of any kind, either express or implied, 
including but not limited to the implied warranties of merchantability, satisfactory quality, fitness for a 
particular purpose, or non-infringement. No licence to any underlying IPR is granted or to be implied from 
any use or reliance on the information contained within or accessed through this document. The above 
referenced consortium members shall have no liability for damages of any kind including without limitation 
direct, special, indirect, or consequential damages that may result from the use of these materials. This 
limitation shall not apply in cases of intentional or gross negligence. Because some jurisdictions do not allow 
the exclusion or limitation of liability for consequential or incidental damages, the above limitation may not 
apply to you. The statutory liability for personal injury and defective products is not affected. The above 
referenced consortium members have no control over the information that you may access through the use 
of hot links contained in these materials and does not endorse your use of third-party Web pages nor 
provide any warranty whatsoever relating to third-party Web pages. 
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Executive Summary 
 
Tracking and tracing of objects across the supply chain is a key enabler for effective and efficient 
business operations and decisions. High quality information about the past, present and 
potentially the future state of an object is the cornerstone for effective decision making in 
business applications such as inventory control, distribution planning, manufacturing control and 
maintenance operations. The emergence of the new generation product information network 
based on serial-level information provides a new potential for enabling enhanced tracking and 
tracing applications.  
 
This report proposes a track and trace information layer which sits between the EPC network and 
the business applications, providing enriched tracking and tracing information to the latter based 
on serial-level product information retrieved from the former. The novelty of the proposed model 
stems not only from the fact that it is based on serial-level information, but also from the use of 
probabilistic tracking and tracing algorithms which provide high quality object state information, 
enabling intelligence that was not feasible with the traditional track and trace applications.  
 
The design of the model was based on requirements regarding track and trace applications 
captured from companies (most of which were members of the BRIDGE consortium). Based on 
these, the model consists of three main components, which in combination aim at providing 
answers to the end user track and trace queries. These are: 

·  A supply network structure modelling database: which stores information regarding the 
structure of the supply network that the model is deployed for. This information includes 
the location hierarchies along the supply chain and the object flows between different 
locations together with some additional information such as transition times.  

·  The track and trace probabilistic algorithms: which can be used to estimate the past, 
present and future state of an object. The algorithms can estimate the degree of certainty 
of the generated output (in terms of probability). Also, taking into account the structure of 
the supply network, the algorithms can infer missing observation information that might 
be caused by false negatives across the supply chain. 

·  Access to Discovery Services and EPC Information Service (EPCIS) and end user 
queries components: object observation information is accessed through the standard 
EPCIS [1] and Discovery Service query interfaces. Then, using the supply network 
structure and the probabilistic algorithms, the model is able to provide answers to a set of 
track and trace queries. 

 
The track and trace queries described in this report refer to queries regarding, among others, the 
full object location history, the present location and estimation of the future path of an object, 
possibly regarding multiple alternatives in cases of supply chain disruptions. The above are a 
basis upon which more complex queries can be built depending on the industrial context.  
 
The proposed model is designed in a way that can be deployed either centrally (serving a supply 
network as a managed services for example) or in distributed manner, in which case every 
company has an instance of the model running locally. Of course, in the latter case, the company 
might not have access to detailed location of objects in other companies’ premises, but only at a 
higher level. In the same way, a centralized deployment would mean that companies have to 
publish their products’ information to a central repository where access control becomes a critical 
issue.  
 
In all cases, the proposed track and trace model, building on top of serial-level product 
information, provides a basis for enabling intelligent business applications to run on top of it. 
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Glossary  
 
B2B  Business-to-Business 
DNS  Domain Name Service 
DS  Discovery Service 
EDI  Electronic Data Interchange 
EPC  Electronic Product Code 
EPCIS  Electronic Product Code Information Service 
ONS  Object Name Service 
URI  Uniform Resource Identifier 
URL  Uniform Resource Locator 
URN  Uniform Resource Name 
VAN  Value Added Network 
XML  eXtensible Markup Language  
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1 Introduction 
 
Supply chain inventory tracking applications so far have been based on class-level product 
information. As a consequence, companies have been tracking and managing inventory along 
their supply chain in terms of quantities of products that belong to a specific class (for example 
200 LCD 24’’ televisions of a specific brand have been delivered to distribution centre X) rather 
than tracking the unique instance of each product. This has prevented the companies from being 
able to treat each product instance individually and make decisions at instance level. Moreover, 
the nature of the identification technologies that have been used so far (such as human readable 
codes and barcodes) have had an important impact on the quality of tracking information 
available to companies. Identification inaccuracies and delays in products’ processing and system 
updates are only some of the problems that seriously affect the quality of this information.  
 
The development of Auto-ID technologies combined with new-generation product information 
networks (such as the EPC network) can provide companies with innovative features and 
opportunities such as: 

·  Unique serial-level product identification. 
·  Timely and effective communication of identification information and event-based 

messaging within and between companies through the use of the EPC network 
architecture.  

·  Network interoperability and reconfigurability through the use of standardized interfaces 
for discovering and accessing information about individual objects, (including 
observations of them), which allows seamless integration of enterprise information 
systems and additional/removal of new information-exchange partners with minimal 
costs. 

 
The EPC Network architecture is designed to be neutral regarding the choice of Auto-ID 
technology used for the data carrier; serial-level events can be generated using either Radio-
Frequency Identification (RFID) or barcodes (both linear and two-dimensional) for the unique 
identification of objects to be tracked.  The choice of data carrier technology depends on the 
business application, operating conditions, throughput of items to be tracked and the need for 
automation of the process.  Many companies are seeking to replace manual barcode-scanning 
processes with automated data capture at multiple locations, without requiring human 
intervention.  Radio-Frequency Identification (RFID) is often considered to offer the following 
advantages: 

·  Automatic identification with no need for line-of-sight, with the ability to directly read and 
identify the tagged contents of a shipment without needing to unpack the shipment. 

·  Rapid, almost simultaneous observation and identification of multiple objects actually 
present at a given location using a single reading device 

·  Finer granularity of product location information through automated data capture that 
does not require human intervention. Removing the need for human intervention allows 
the installation of a larger number of read points to provide greater location coverage. 

 
Deliverable 3.1 is the output of task 3.1, whose aim is to develop track and trace models based 
on serialized information derived from serial-level lookup services and the EPC network in 
general, in order to be able to construct a meaningful representation of the products’ state in the 
real world.  
 

1.1 Aims  
The aim of this report is to describe the track and trace model. The model’s architecture and the 
functionality of each of its components is analyzed in the proceeding sections.  
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The track and trace model sits between the business applications and the EPC network 
architecture, as shown in Figure 1. Its purpose is to provide meaningful tracking and tracing data 
to the business applications layer in a seamless manner. In particular, the model’s aims are to: 

·  Provide a set of standard tracking queries which will return product tracking and tracing 
information in a standard format 

·  Be able to represent the structure of a supply network and infer knowledge about a 
product’s past, present and future state, based on historical information about products’ 
movement across the network 

·  Query the serial-level lookup services (or discovery services) and EPC Information 
Service (EPCIS) interfaces to retrieve product information. 

 

 

Figure 1, Conceptual representation of the track an d trace model integrating the EPC 
network with the business applications 

1.2 Rationale 
 
In a market of strong competition, efficient and effective business operations are a prerequisite for 
a successful business. The success of SMEs in particular, highly depends on the productive use 
of available resources and capital. A key enabler for efficient business operations is an effective 
tracking and tracing application, which will provide the companies all necessary information for 
making the correct decisions at the right time. Moreover, a serial-level track and trace application 
would be able to provide timely and accurate traceability information at the point of sale to the 
consumer. 
 
Critical to a company’s success is the determination of an item status (identity, precise location, 
physical status (e.g. perished/damaged/expired etc.)) and history of its path throughout the supply 
chain.  
 
In fact, the lack of visibility and the inventory inaccuracy defined as the discrepancy between the 
physical and the information system flows can be a major obstacle to improvements in firms' 
performance [2]. While companies have undertaken large investments to automate and improve 
their inventory management processes, inventory information system and physical inventory are 
rarely aligned [3] which leads to poor performance of the supply chain. 
 
In investigations concerning the inventory inaccuracy issue, several factors are identified: 
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1. Transaction errors : transaction errors are unintentional errors occurring during inventory 
transactions. Some of these transactions happen when counting the inventory, receiving 
an order or checking out at the cash register. 

2. Misplacement errors : Misplacement errors occurs when a fraction of the inventory is 
misplaced; it is not available to meet a customer demand until it is found. According to 
Chappell et al. [4], there are several sources generating misplacement errors such as: i) 
Consumers picking up products and then putting them down in another location, ii) Clerks 
not storing products on the correct shelf at the right time and iii) Clerks losing products in 
the backroom. 

3. Damage and spoilage : For supermarkets, perishables are the driving force behind the 
industry's profitability and represent a significant opportunity for improvement, accounting 
for up to $200 billion in U.S. sales a year but subjecting firms to losses of up to 15% due 
to damage and spoilage [5]. Drugs and food products are examples of products with 
limited lifetimes. In retail stores, customers can cause damage to products and as a 
consequence, make them unavailable for sale. 

4. Theft : Inventory theft is defined as a combination of employee theft, shoplifting, internal 
and external theft, vendor fraud and administrative error. The ECR Europe [6] project on 
shrinkage subsequently analyzed the causes of stock loss and proposed a systematic 
and collaborative approach to reducing the phenomenon throughout the supply chain. 
ECR defines 'Shrinkage' as the process errors, deceptions and internal and external 
thefts. The results of the research carried by ECR Europe have shown that the scale of 
shrinkage in fast moving consumer goods sector is estimated to 24 billion EUR in 2003 
(465 million EUR is lost irreparably within fast moving consumer goods turnover weekly), 
which represents 2,41% of the whole turnover value of the sector. 

5. Supply errors: product quality, yield and supply pr ocess : When the product quality is 
low or a production process has a low yield or a supply process is unreliable, the physical 
inventory may not be known and as a consequence may be different from the inventory in 
the information system 

 
The search for increased efficiency, improved inventory accuracy, better monitoring of items and 
timely response to inquiries is generating a need for an efficient and effective traceability system 
which enables the transmission of accurate, timely, complete and consistent information between 
supply chain actors.  
 
The functionalities of this system are to capture data from transactions, process data to obtain 
relevant information about items, store and share this information among actors concerned.  
 
This deliverable describes a model to improve the quality of tracking information at the level of 
individual serialized objects.  This is a pre-requisite for addressing the macroscopic supply chain 
issues described above.  Subsequent tasks within WP3 will provide further detail about how this 
‘microscopic’ tracking model can be mapped to deal with these issues. 
 

1.3 Novelty of research 
 
The availability of serial-level product information in combination with probabilistic reasoning 
provides the basis for innovative tracking and tracing applications. Traditional track and trace 
applications deliver information in a “stiff”, non-critical manner without taking into account possible 
inaccuracies and incomplete information that might have a significant impact on the effectiveness 
of the decisions. Moreover, their ability to deal with supply chain disruptions and predicting future 
object states is limited.  
 
The tracking model described in this report builds on top of the serial-level information provided 
by the EPC network and uses a probabilistic framework to distinguish between the actual object 
state and the observed state by the tracking system. It adopts a probabilistic model that describes 
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the relation between successive object states and their relation to the system’s observations. 
Having this as a basis, the model can deliver an estimate about the current or past state of an 
object along with the associated probability that this estimate is actually true, based on past 
system behaviour and accuracy. Moreover, the above features enable the track and trace model 
to provide intelligence about the path likely to have been taken by an object, especially where 
there are missing observations, providing the alternative paths that a product may have taken 
along the supply chain along with the probabilities for each of them. The feature of building the 
history of states for a product (this consisting either by actual or missing observations) is very 
useful for validating the object’s path to the market and capturing any deviations from legitimate 
paths. Validating the pedigree of a drug is only an example of this application. Finally, the 
probabilistic approach enables the prediction – to a certain extent – of the future object state, the 
estimated arrival time to the next location and exploration of alternative paths in case of supply 
chain disruptions.  
 
The model described in this document refers to information about the location of an object in the 
supply chain and how this is captured by the tracking application (the latter is reflected through 
the sensor model that is presented in section 4.2.2). However, the proposed principles could be 
applied to other information, such as sensor data, and enable intelligent reasoning for 
applications that are based on this information. For example the sensor model, can be adapted in 
a way to describe how a temperature sensor network can capture the actual temperature of 
shipments across the supply chain. In this document we only touch on how the proposed model 
could couple location information with external sensor information, as described in section 5.5.5. 
 
The above demonstrate that serial-level product information together with the use of probabilistic 
reasoning reveal a new potential for track and trace applications.  
 

1.4 Methodology 
 
The methodology used for designing the track and trace model in question should make sure that 
the model meets the industrial requirements of this kind of an application. For this reason, the 
research team conducted a series of interviews in order to capture the industrial requirements in 
terms of track and trace queries that the model should be able to answer. After the analysis of the 
requirements, the design of the overall model was split into three parts.  
 
The first part refers to the design of a data model (in this report represented by a relational 
database) that should be able to describe the structure of a supply network, the hierarchy of 
locations in it and possible connections between nodes that an object can follow. Also, this part of 
the model should be able to provide additional information regarding spatial separations between 
nodes and other information that would support the probabilistic reasoning, described later. 
 
The second part of the model consists of the algorithms that will produce the answer to the 
tracking queries, taking as input observation information from the EPC network and supply 
network configuration information from the database described earlier. These algorithms will 
produce an estimate about the past, present or future state of an object based on probabilistic 
reasoning. 
 
The final part of the model puts all pieces of information together in order to answer the end user 
track and trace queries. In this part we define how the algorithms should retrieve information from 
the discovery services, the EPCISs and the supply network database in order to produce the 
required output.  
 
The methodology described above points out the business rationale for the development of the 
model in question and provides a good design basis for the development of a prototype 
application that would demonstrate its use.  
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1.5 Document structure 
 
This document is structured in accordance with the methodology used for the development of the 
track and trace model to be described: section 2 presents the results of the requirements capture 
and analysis process. The supply network structure model is analyzed in section 3. In section 4 
we describe the probabilistic algorithms that will be used to answer track and trace queries and 
demonstrate their use through a number of examples. In section 5, we define how the end user 
track and trace queries, emerging from the requirements analysis process, shall be answered. 
We define the interaction of the track and trace application with the discovery services, the 
multiple EPCIS query interfaces, the supply network database and we show where and how the 
probabilistic algorithms should be used. We conclude this report in section 6. 

2 Track and Trace Requirements  

2.1 Introduction  
This section is structured as follows. We proceed with an introduction to the questionnaire, stating 
its precise intent and we also list our interview partners. Note that listing the interview partners 
does not allow for associating answers with respondents. We continue with presenting the state 
of the art with respect to location information in the current information systems. Then, we 
describe some general requirements together with specific requirements for supply chain control, 
as they came out of the questionnaire. The last section presents some equally valid requirements 
for a track-and-trace solution. However, they have not been directly addressed by the 
questionnaire but rather elicited from desk research. We close with a summary and conclusion.  

2.1.1 Questionnaire and Interview Partners 

2.1.1.1 Aim of the Questionnaire 
The clear goal of the questionnaire was to elicit requirements for a Track & Trace application that 
will be based on serial-level product information. In this respect, we have conducted semi-
structured interviews with end-user companies from the business application work packages of 
BRIDGE. The questionnaire answers shall be used for the definition of a standard set of tracking 
queries that will be able to cover the information needs with regard to product tracking. 

2.1.1.2 Questionnaire Questions 
 
Q1. Please describe the business context in which you would use the tracking information 

provided by the EPC network (business operations, decisions to be made, integration with 
enterprise systems etc.) 

 
Q2. What is the granularity of location information that you wish to have access to, regarding 

the location of an item, when this is under the custody of your supply chain partners?  
a. Company level (e.g. “Item 123 was last detected by company xyz”) 
b. Company site level (e.g. “Item 123 was last detected at the distribution center 

xyz”) 
c. Site sub location (SSLT) level (e.g. “Item 123 was last detected at the shipping 

area of  distribution center xyz”) 
d. Site sub location extension level (e.g. “Item 123 was last detected at dock door 

678 of the shipping area of distribution center xyz”) 
If different location granularity is required in different cases, please describe what the 
factors that affect this are. 
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Q3. In what level of location granularity would you be willing to provide item detection data to 
your supply chain partners through an EPCIS query?  

e. Company level (e.g. “Item 123 was seen in my company”) 
f. Company site level (e.g. “Item 123 was last detected at the distribution center 

xyz”) 
g. Site sub location (SSLT) level (e.g. “Item 123 was last detected at the shipping 

area of  distribution center xyz”) 
h. Site sub location extension level (e.g. “Item 123 was last detected at dock door 

678 of the shipping area of distribution center xyz”) 

 
Q4. Taking into account the EPC network architecture, would a list of EPCISs that have 

further information for a specific EPC provide useful tracking information (without 
accessing these EPCISs for further information)? Note that a company may choose to 
provide an EPCIS for each of its geographic sites – or it may choose to provide a single 
corporate EPCIS that holds information from multiple geographic sites.  In the latter case, 
the EPCIS address does not usually reveal which of its geographic sites observed the 
object, so an additional EPCIS query would be needed in order to determine this. 

 
Q5. What would be the parameters that you want to be able to provide to a tracking query 

(addressed to either a DS or an EPCIS) in order to filter the returned results?  
a. List of EPC numbers 
b. Time of observations (e.g. return products that were observed at dock door xyz 

between 8:00am and 5:00pm) 
c. Location of observations (e.g. return products that were observed the receiving 

area of distribution centre xyz) 
d. Business step (e.g. products that were shipped, received etc.) 
e. Sensor data (e.g. products that have been exposed to temperature higher than 

X) 
f. Exception events (e.g. products that should not be in the place they are) 
g. Other 

 
Q6. Please indicate which of the following tracking queries (possibly more than one) would be 

useful for your business applications (supporting all the parameters described in the 
previous question) 

a. What is the full history of detections of item 123? 
b. Where and when was item 123 last detected? 
c. Which companies have had item 123 under their custody? 
d. When will item 123 is likely to arrive at location xyz?  
e. What is the most probable next location of item 123 (based on historic 

observation data)? 
f. Which products have been exposed to temperature higher than X? 
g. Has product 123 suffered any shock during its lifetime? 
h. Raise warning if any products deviate from their permitted/legitimate route. 
i. Other 
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Q7. What kind of product tracking information do you currently keep in your information 
systems? 

a. Location and quantity of product types (e.g. quantity of each product type in a 
specific location at a specific time) 

b. Location of product batches/lots (e.g. Location of a specific product batch at a 
specific time) 

c. Location of product orders (e.g. Location of a specific product order at a specific 
time) 

d. Location of each serialized product (e.g. Location of a specific product at a 
specific time 

 
Q8. Please describe the information systems’ architecture, including the interfaces (if any) 

with your partners’ information systems, that capture and store product tracking 
information. Do these systems support EPCIS communication? If not, do you plan to 
deploy an EPCIS interface to communicate EPC information to your partners? 

 

2.1.1.3 Interview Partners  

Work Package 6 
Industry: Pharma 
Interview Partners:  John Jenkins – JJ Associates 
 Paul Mills – Melior Solutions 

Work Package 7 
Industry: Retail 
Interview Partners:  Judith Dörfers – GS1 Germany 
 Javier del Álamo - El Corte Inglés 
 Uwe Quiede – Kaufhof 

Work Package 8 
Industry: Food Products 
Interview Partner:  Paul Roberts – Nestlé UK 

Work Package 9 
Industry: Returnable Assets 
Interview Partner:  Michel Ten Bok – Euro Pool System International .BV  

Work Package 10 
Industry: Products in Service 
Interview Partner:  Alex Wong – University of Cambridge 

2.1.2 State of the Art regarding Location Informati on in Existing 
Information Systems 

This aspect was addressed by the last two questions of our questionnaire, that is, Q7 and Q8. On 
one hand, we tried to find out to which extent and detail is location information currently stored in 
the companies’ IT systems. On the other hand, we were interested to learn the employed 
methods to exchange this location information with other business partners.  
Today, the traceability of individual items is limited. Typically, item-level information is not 
recorded and the technical infrastructure for doing so is not widely available. In general, there is a 
limited tracking on the lot or batch level after items have reached the company’s distribution 
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centre. From that point on, information about the site location of product types and quantities are 
normally available. Moreover, for different types of products, records are kept regarding location 
and quantity, as well as product orders. However, serialized information is recorded at pallet 
level. In this case, all mentioned kinds of product tracking information are stored in current 
information systems. 
To communicate with business partners the Electronic Data Interchange (EDI) standard is often 
used. There are agreements between partners that establish point-to-point communication. 
Current systems typically do not support EPCIS communication. However, software vendors 
already provide such software. Some companies use different integration solutions for different 
supplier classes – Value-added network (VAN) for big suppliers, B2B platform for medium 
suppliers and proprietary EDI-based solutions for small suppliers. There is also telephone 
ordering for some customers. 

2.2 General Information extracted from Questionnair e 

2.2.1 Business Applications of Track & Trace 
This was the addressed by the first question in our questionnaire, namely Q1. The interview 
partners have identified track and trace to be especially useful in the following applications: 

·  Asset Management 

1. Billing system.  

o Tracking the Returnable Transport Items (RTIs) in and out of the distribution centre 

- Rental charging is started when pallets are out and stopped when pallets are in. 

2. Lost and Damaged RTI 

o Counting pallets in order to determine the quantity of lost or damaged pallets. 

Currently, broken pallets are accounted for by visual inspection.  

·  Order / Delivery Management 

·  Inventory Management 

·  Product Recall and Warranty Management 

·  Repair and Maintenance Management 

·  Supply Chain Optimization / Visibility 

·  Manufacturing Optimization 

The EPCglobal Network would be used for supply chain operations (i.e. logistics etc) rather than 
internal company operations. Current ERP systems support very well internal operations and 
information flows within companies. EPC network information would be needed only to support 
information exchange with partner companies and mostly in cases of exceptions, since things 
seem to be working quite well so far under normal operation.  

2.2.2 Information Sharing 
The third question in our questionnaire, Q3, aimed at obtaining a description of what information 
are companies willing to share with other companies, possibly their supply chain partners, in 
order to enable Track & Trace application between them. Generally, location information is 
regarded as highly commercially sensitive information and therefore companies would like to 
share as little information as possible, ideally, none at all. Yet, for certain applications, some 
companies are willing to share company or company site level location information. Based on this 
background, location information is only shared with key business partners based on a contract. 
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One key requirement is the existence of access control mechanisms. Concretely, a role based 
concept to distinguish between the access rights of different entities, for example, wholesaler as 
opposed to retailer, has been suggested by one interview partner. 

2.3 Requirements for Serial-Level Supply Chain Cont rol 

2.3.1 Required Granularity of Location Information 
These issues have been addressed in the second and fourth questions in our questionnaire, that 
is Q2 and Q4. Location granularity refers to the level of precision in the location information. The 
suitable location granularity of RFID-based Track & Trace applications is still under heavy debate. 
It is indeed very much application dependent. For logistics operations, company site level 
information would be enough to monitor the movement of pallets, split pallets etc. For other 
operations, such as monitoring store operations, SSLT level information would be required in 
order to monitor items’ location in the back-store, the shelf, the warehouse etc. Only for some 
sensitive products (e.g. ice-cream) would SSLT extension be needed, but this is a distant goal for 
the moment. Thus, different applications require different levels of location granularity.  
An overview of the required location granularity, as indicated by our interview partners is 
illustrated in Table 1.  
 

 Number of responses  

Company Level 2 

Company Site Level 7 

Company Sub-Site Level 4 

Company Sub-Site Extension Level 4 

 

Table 1: Required Location Granularity  

 
Taking into account the EPC network architecture, it may be possible to associate the link to an 
EPCIS with the company running the service. Therefore a list of links to EPCISs that have further 
information for a specific EPC may be used to extract some basic tracking information. Such a list 
may be obtained from a future EPC Discovery Service [7]. This kind of information would be 
useful only as confirmation of transactional data that is already available in the ERP system; it 
would have a complementary rather than operational role. In the case of exceptions it would be 
useful in the sense that it would indicate possible errors, but in order to resolve the exact cause of 
the error the company would still need to go down to the EPCIS information. To conclude, in 
order to be useful, most applications would require additional business location data, at least at 
the company site level.  
From the above answers we may extract the following requirements: 

1. The solution SHALL support company-site level in formation. 

2. The solution MAY support higher granularity loca tion information, like sub-site 
level or sub-site extension level. 

2.3.2 Relevant Tracking Queries and Query Parameter s 
The sixth questionnaire question, Q6, has inquired about the relevant query types while the fifth 
one, Q5, about the query parameters. Some companies have good business relations with their 
partners and things work fine. Particularly, the following queries would be used to resolve 
exceptions:  

o What is the full history of detections of item 123?  
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o Where and when was item 123 last detected?  

o Which companies have had item 123 under their custody?  

However, it is yet to be defined as to what exactly is needed. It also depends on the supply chain 
business model that is used (push vs. pull) in which different companies have different needs. 
Thus, all given types of queries (full history, last detection, custody history, probable next 
location) are useful for at least some applications. In the future there might be even more. Based 
on this background, the system should be scaleable.  
In order to filter the returned results, companies would like to be able to provide the following 
parameters to a tracking query   

o a list of EPC numbers,  

o a time interval of observations,  

o the location of observations,  

o a business step,  

o sensor data,  

o exception events,  

o others, such as assembly information or quality test results.  

Some manufacturers deliver against orders and receive confirmations of deliveries. This process 
works fine. In such cases, EPC network information would be needed only to resolve exceptions. 
In that case all the above information, probably apart from sensor data, is relevant. At least for the 
moment, sensor data are generally of less importance. 
From the abovementioned answers we may extract the following requirements: 

1. The solution SHALL support queries that reveal b oth the full history of detections 
as well as only the last detection. 

2. The solution SHALL provide the means to filter t he query results according to 
some predetermined criteria. 

2.3.3 Integration with Existing Enterprise Applicat ions 
There is a need for an efficient integration with existing information systems. On one hand, 
information such as orders or deliveries needs to be extracted and provided to the track & trace 
solution for cross-checking with expected orders or deliveries. On the other hand, existing 
systems need to be updated with track & trace information, for example, for optimization of 
manufacturing. 
Presently, the existing information systems do not usually support EPCIS interfaces. It is far too 
early for that. Communication with customers is managed through EDI, B2B platforms and VANs. 
There is also telephone ordering for other customers. 
A somewhat obvious yet necessary remark here is that the success of the EPCglobal Network is 
a prerequisite for the success of a serial-level product information based track and trace solution. 
Purely from the perspective of the track & trace solution, this may be regarded as a risk. 
The requirement regarding the integration does not directly concern the Track & Trace application 
as such, but functions rather as a precondition to enable it. That is: 

1. The location information SHALL be integrated int o the enterprise applications and 
made available to the Track & Trace application. 

2.4 Other Requirements  
We present here some additional requirements for the Track & Trace application that were not 
directly addressed by our developed questionnaire, but extracted from literature research. The 
first three are related to data quality and the fourth is related to security and privacy aspects of 
the track and trace solution. 
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Information quality and user satisfaction are two major criteria for evaluation of an information 
system [8]. These two dimensions comprise more specific attributes like: accuracy, timeliness, 
precision, reliability, currency, completeness, and relevancy [9]. Other attributes such as 
accessibility and interpretability are also used in the quality literature [10]. Some of the most 
notable data quality dimensions as indicated in [11] are accuracy, correctness, completeness, 
and timeliness. We will analyze these for the Track & Trace application.  

2.4.1 Timeliness 
Timeliness has been defined in terms of whether the data is up-to-date [12] and the availability of 
output on time [13]. The data provided by a track & trace solution should be timely. For some 
applications timeliness means within a second, for other applications it means within one day. In 
any case, lack of timeliness leads to a state of the information system that reflects a past state of 
the real world. This might have serious negative implications in the time-critical decision making 
processes. For example, in logistics, a company might not manage its fleet optimally if it uses 
information that is not properly updated in a timely manner.  

2.4.2 Completeness 
A set of data is complete if all the necessary values are included [10]. A track & trace solution 
should provide a complete record for an item. Again, this varies from application to application 
and can include the exact current location, the last few locations of custody or the complete 
history of the locations or conditions within the lifetime of an item. A challenge to ensuring 
completion is posed in case of aggregated products. If a supply chain partner does not release 
the aggregation information, it becomes prohibitive to follow a single item across the supply 
chain.  

2.4.3 Accuracy 
In general terms, accuracy refers to the property of an information system to represent a real-
world state exactly as it occurred [10]. The accuracy in a track & trace solution mainly refers to 
the information about time and location of an item’s observations across the supply chain. The 
lack of accuracy may lead to ambiguity. Also, a deficiency in precision is also viewed as 
inaccuracy. In our concrete scenario, precision is directly connected to the granularity of location 
information. As already stated, the level of granularity varies from application to application and 
can be very detailed; locating items in specific facility sections or even specific shelves depending 
or can be high level, e.g. company level information. 

2.4.4 Security and Privacy 
Companies are generally concerned with providing sensitive information. Presently, information 
exchange is usually based on one-to-one contracts. Thus, security features and access-control 
policies should be implemented in order to protect track and trace information and allow for the 
automation of the data exchange. 

2.5 Summary and Conclusion 
In this section we have presented the necessary requirements for an inter-company Track & 
Trace solution. They were elicited with the help of a questionnaire conducted over a group of end-
users interested in employing the envisioned global Track & Trace application.  
Using the abovementioned questionnaire we were able to extract requirements in three 
directions. Each of these directions is listed below with its pertinent requirements:  

1. Required granularity of location information 

a. The solution SHALL support company-site level information. 

b. The solution MAY support higher granularity location information, like sub-site 
level or sub-site extension level. 
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2. Necessary tracking queries 

a. The solution SHALL support queries that reveal both the full history of detections 
as well as only the last detection. 

b. The solution SHALL provide the means to filter the query results after some 
predetermined criteria. 

3. Integration with existing enterprise applications 

a. The location information SHALL be integrated into the enterprise applications 
and made available to the Track & Trace application. 

In addition, by performing literature research, we have identified other requirements for a Track & 
Trace solution. Three of them are related to data quality; more precisely timeliness, completeness 
and accuracy. The fourth one concerns security and privacy aspects of a Track & Trace solution.  
 

3 Supply Network Modelling 

3.1 Aims 
The aim of this section is to describe a physical supply chain as a network or graph in terms of 
nodes and connections. A relational database structure is used to represent the underlying 
network and is ultimately used to capture data relating to parameters that describe the nodes and 
connections both physically and logically. 
 
The supply network model is to be used in conjunction with the tracking and tracing model, 
presented in the following section, to answer end user track and trace queries. 
 

3.2 Example scenario 
In order to facilitate the description of the network model, a simple scenario illustrating the 
passage of an item between two companies A and B is used. Company A, shown in Figure 2 
below has three main areas: receiving, storage and shipping. The receiving area has three doors, 
one of which is an internal connecting door or portal through which all received goods must pass. 
The storage area has three shelves and the shipping area has two docks. 
 

 

Figure 2, A valid path for an item passing through Company A (black) and an invalid path 
(red) 
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In this example, items received at Door #1 are not permitted to pass through Door #2. All of the 
doors, shelves and docks are equipped with RFID readers. 
 
Company B has a similar layout but has a forklift truck with RFID readers in the receiving area 
and a cold storage area. 
 
The following Figure 3 shows the path of an item through the supply chain that is made up of 
individual connections, i.e. at points where there is an RFID reader. 
 

 

Figure 3, A valid path of an item through the suppl y chain from Company A to Company B 

 

3.3 Nodes (vertices) and connections (arcs) 
In the context of a supply chain, nodes are defined as physical locations where an item has been 
identified, typically using an RFID reader, at a specific time. Nodes are also associated with 
corresponding connections that represent a physical route or path that an item can travel along. 
Although a logical relationship may exist describing how items are to be moved across a supply 
chain, it should be noted that: 
 

·  There could be more than one connection between any two nodes which might indicate 
that although the same physical route might be taken in terms of distance travelled the 
mode of transport could be significantly different in terms of speed. 

·  A connection between nodes two, from A to B does not imply there is a corresponding 
reverse connection from B to A (e.g. one-way flow) 

·  Connections between two nodes A and B might involve the same route and means of 
transport but could have other costs that could have an impact how and when items are 
transported. This might be due to scheduling availability of labour, day of week, time of 
day, etc. 

 

3.4 Supply Network Nodes 
The nodes represent possible locations where an item can be at any time. The nodes are 
structured hierarchically, as shown in Figure 4 below. At the highest level, the Global Location 
Number (GLN) is a thirteen-digit number used to identify a company and that company’s location 
reference to identify the site at which the item is located. Every site may have a number of sub-
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locations, which are denoted by Site Sub-Location Type (SSLT) numbers. These could be the 
receiving dock, storage area, sales floor, etc. Each SSLT may have several Site Sub-Location 
Type Attributes (SSLTA) associated with it. For example, the attribute could indicate the fresh 
products section in the sales floor. 
 
Finally, the Site Sub-Location Extension indicates a very specific instance of a sub-location, e.g. 
shelf XYZ in a specific storage area. 
 

 

Figure 4, GLN, SSLT and SSLTA hierarchy 

3.5 Supply Network Model – Relational Database 
Representation 
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Figure 5, Database schema to describe a supply chai n 

 
The above Figure outlines a database schema that can be used to represent the underlying 
supply chain network and is ultimately used to capture data relating to parameters that describe 
the nodes and connections both physically and logically. The individual entities are described 
below. 
 

Note: The tables, CONNECTION_OBSERVATIONS and SPATIAL_SEPARATIONS should 
(according to normalization rules) be in the same table but have been kept separate for the sake 
of distinguishing between their intended uses. 

 

3.5.1 Database entities 
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Figure 6 Nodes 

An ObservationNode is a node within the supply chain where an item can be read and identified. 
The vision is that this will be carried out using RFID but need not be limited to RFID as a unique 
barcode could achieve a similar function and even a manually recorded entry might be the only 
means of data capture. 

Nodes have a unique ID, NodeID, which is hierarchical and has NodeLevels as follows: 

NodeLevel 0: GLN (Highest level, has no parent so ParentID = 0) 

NodeLevel 1: SSLT (Has parent (GLN) with associated ParentID) 

NodeLevel 2: SSLTA (Has parent (SSLTA) with associated ParentID) 

IsLeaf is single bit flag to indicate that there are no further child connections from the node. 

IsObservationNode is a single bit flag to indicate that the associated node has an RFID reader 
and permits the inclusion of nodes that are not observation nodes at all, as the algorithms could 
fill in the observation gaps in this sense and provide the possible paths even through nodes with 
no observations. 

The example scenario outlined is Section 3.2 is further developed in Figure 7 below to show the 
Node’s attributes and is also tabulated in Figure 8. 
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Figure 7, Illustrative example: Nodes’ attributes 

 

 

Figure 8, Illustrative example - Data in Nodes tabl e 
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Figure 9, Spatial Separations 

 
The Spatial_Separations table describes the parameters relating to a connection. A spatial 
separation defines a one-directional physical connection between two nodes in terms of distance, 
which is measured as the actual distance along the connection rather than the line of sight 
distance. The connection direction is from the StartNodeID to the EndNodeID 

PathNumber and PathDescription are provided to cater for the possibility of multiple ‘legitimate’ 
connections between two nodes, where there is a need to distinguish between them or provide a 
connection description, e.g.: 

 An alternative road route 

 Different means of transport: air, road, rail, etc 

Velocity defines the nominal mean velocity over the specific connection for a given means of 
transport. Velocity is defined from (Distance and Connection_Observations: AvgTransitionTime) 

The Cost field is an added alternative metric to possibly support some cost information or 
optimisation (either in monetary or other terms such as carbon cost) for the connection. 

The potential for the Permitted connection field is to flag observations of items that are suspected 
of having either bypassed a necessary node (perhaps for quality checks/QA, etc.) or to identify 
items that are not permitted at a node (perhaps for safety, local legislation or no contractual 
agreement, etc). 
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Figure 10 Connection Observations 

The connections observations table contains aggregated data recording average transition time 
with an associated standard deviation over a number of observations and can be used to enable 
estimation of arrival time of an object at a node, given the time that it left the last node. 

As the data in this table should be constantly updated as new observations are fed into the 
system, in order to produce a new value for the AverageTransitionTime and StandardDeviation, 
ObservationCount is a supporting field that logs the corresponding number of observations. 

The benefits of this data are to potentially identify movements of goods along a section of a 
supply chain (between a specific StartNodeID and EndNodeID) that fall outside specific limits. 
These exceptions could play a crucial part in alerting to possible interception of items in transit or 
indicate that items have travelled along an unscheduled route that might be inferred from the 
standard deviation as being out of the expected. 

 

 

Figure 11 Transitions 

The aim of the Transitions table shown above is to store the transition probabilities between the 
StartNodeID and the EndNodeID and these can be differentiated per ProductClassID, SupplierID, 
etc. 
 
In this schema only the start and end nodes, supplier and product have been taken into account. 
More fields could be added depending on the application and business needs. 
 

ObservationCount is a supporting field that logs the corresponding number of observations. 

3.6 Summary 
This section describes a method of characterising the topology of a physical supply chain as a 
network or graph in terms of nodes and connections so that a relational database structure can 
be used to represent the underlying network. 
 
When the supply network has been decomposed in terms of individual connections between 
nodes and items begin to be observed as they pass through the nodes in the network then a 
more comprehensive statistical description of the items flowing through the network is made 
possible. 
 
This supply network model is to be used in conjunction with the tracking and tracing model, 
presented in the following section, to answer end user track and trace queries. 
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4 Tracking and Tracing Modelling 

4.1 Aims 
The aim of this section is to provide a model that will describe the actual ongoing state of a 
product as well as the observed state, as this was captured by the tracking information system. 
The model shall also describe the relation between successive states of an object and model the 
uncertainty under which the observed state reflects the actual state of the object. Using these as 
a basis, the model enables the inference of tracking information based on the available object 
observations that the tracking system provides, as described in section 4.3. The tracking and 
tracing model, in conjunction with the supply network structure model, presented in section 3, will 
be used to answer the end user track and trace queries. 

4.2 States and observations 
The state of an object in the supply chain can be defined by a number of parameters such as its 
location X, its environmental temperature � , its environmental humidity H and so on. Therefore, 
at any given time t an object’s state S is defined by a vector S=(P1,P2,…,Pk), where Pi is the i-th 
state parameter. In this report we will consider the simple case of a single-parameter state, taking 
into consideration only the object’s location, denoted by S=(X).  
 
Clearly, an object could be at any point in a supply network, which makes X a continuous 
variable. However, business decisions are based on more “discrete” location information rather 
than the exact location of an object in the supply network. For example, it only matters for the 
production manager if the raw materials order has been dispatched from the supplier or not, in 
order to make production scheduling decisions. For this reason, we will consider X to be a 
discrete variable which takes values from the set X={xa,xb,…,xi}. The states that constitute set X 
are all states that make a difference in any decision made in the supply chain (these states are 
called payoff adequate states; for more information and formal definitions please refer to [14, 15]). 
Also, the states in X are mutually exclusive; therefore an object cannot be at any two different 
states xa, xb at the same time. 

4.2.1 The transition model 
An object’s location changes as it moves across the supply chain. When an object is in a certain 
location, there is a set of locations (subset of X) in which the object is more probable to be next, 
than to be in any other of the states in X. For example, an object that is at the shipping area of a 
manufacturer is more likely to be sent to one of the distribution centers rather than a retail store. 
Let Xt represent the state of the object1 at time t. In order to represent this in the model, we define 
the transition probability p(Xt|Xt-1) between states Xt and Xt-1 that the object is at time periods t 
and t-1 respectively, where Xt can takes values from the set X={xa,xb,…,xi}. The probability 
p(Xt|Xt-1) is the conditional probability of an object being at state Xt given the fact that it was 
previously at state Xt-1 (for more information on conditional probabilities please refer to [16]). 
Assuming that set X has n states, the transition model can be represented by an n´ n matrix T  
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where the element )|( ijij xxpT =  denotes the transition probability from state ix  to state jx . 

Note that it should hold 1)|( =�
j

ij xxp , i.e. the object should be in some  state after state xi. It 

                                                      
1 Capital letters, such as Xt, indicate variables. Small letters, such as x1, indicate their respective values at 
time t=1. Finally possible values are indicated with letter subscripts, e.g. xa 
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will be shown in section 4.3 that the transition probabilities can be used both to infer the present 
state of an object (based on observations so far) and to estimate the future state of an object. 
Note that we also define a transition probability for the object staying at the same state 

)|( ii xxp . It is sensible to assume that this probability changes over time (one could say that the 

more an object spends in some state, the higher the probability of leaving it in the next time 
period), but in order to model this we should define a time-dependent transition model. In this 
report we will describe the static case. For more information on the time-dependent transition 
model case refer to [17]. 
 
In what was described above, the probability of an object being at state xi depends only on the 
previous state the object was.  

)|()|( 11:0 -- = tttt XXpXXp     (4.2) 

We use the notation bax :  to denote the sequence of all variables from ax  to bx . (4.2) defines a 

first-order Markov process [18]. In a similar way, an object’s state estimation can depend on the 
two or more previous states that the object has been. In that case, the transition model would be 
defined as a second-order or n-order Markov process respectively. For example, for objects being 
shipped from a distribution centre, the probability of the retail store they might be next may 
depend not only on the distribution centre they currently are but also on the manufacturer they 
come from. Transition models of order greater than one cannot be represented in a matrix form 
as that of (4.1); a relational database representation would seem more appropriate in this case.  
 
Apart from previous states that the object has been in, other variables could also be taken into 
account in defining the transition probabilities. For example the transition probability between 

)|( ij xxp  might be different for different classes of products (e.g. soft drinks and textile are 

shipped to different locations), therefore defining a product-class dependent transition probability 
),|( classproductxxp ij . In the general case, one could define the transition model as an n-

order Markov process, taking also into account a set of parameters that would further distinguish 
the transition probabilities for different values of their combinations.  

xa xe xd xf xc xb xg 

Supplier Freight Forwarder Customs Manufacturer 

X 

Payoff adequate states 

Y 

Checkpoints 

ya ye yd yf yc yb yg 

Information signals 

Figure 12, States and information signal along a su pply chain 
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4.2.2 The sensor model 
The aim of a tracking system is to capture, store and communicate to the decision maker the 
latest observed state of an object. However, the state that the tracking system indicates may not 
always be accurate. This may happen for many different reasons such as inaccurate object 
identification, missed reads in checkpoints or the information being outdated. Kelepouris et al [19] 
analyze the reasons why the actual state can be different from what the information system 
indicates. For this reason, the actual state of an object and the observed state should be clearly 
distinguished in the model.  
 
Let Y={ya,yb,…,yj} be the set of possible information signals that the tracking system sends to the 
end user. Information signal yi indicates that the object has been observed at checkpoint i but has 
not yet been observed at any of the checkpoints further down the supply chain, therefore 
indicating the object’s location range. In the context of this report we will assume that there is a 
one-to-one relation between set X and set Y, that is, the configuration of checkpoints along the 
supply chain defines the set Y so that it exactly corresponds to the possible payoff equivalent 
states of the set X that an object can be in, as shown in the example of Figure 12. However, this 
might not be the case, but for the purpose of this report this assumption is valid. For more 
information regarding the mapping from states to information signals please refer to [17].  
We assume that the information signal at time t depends only on the current state: 

)|(),|( 1:0:0 ttttt XYpYXYp =-     (4.3) 

 
The conditional distribution )|( tt XYP  is called the sensor model or observation model of the 

system [18] and indicates the probability that the system will indicate information signal Yt given 
that the object is in actual state Xt. The sensor model can be represented in matrix form, similarly 

to the transition model. For each information signal jy  we define a matrix jO  whose diagonal 

entities are given by the values )|( ij xyp  and whose other entries are 0. As mentioned earlier, 

among others, identification inaccuracies and processing delays may lead to the information 
signal being inaccurate [19]. Should the tracking system be perfect, then matrix O would have all 

entries equal to zero except for elements jjO , which would all be one. The transition and sensor 

model are illustrated in Figure 13. Also note that 1)|( =�
j

ij xyp , that is, when the object is at 

state xi , the system must indicate some  signal. 
 

Figure 13, Transition and sensor model for supply c hain tracking 
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For the example of Figure 12, a transition matrix T could be 

�
�
�
�
�
�
�
�
�

�

�

�
�
�
�
�
�
�
�
�

�

�

=

1000000

9.01.000000

1.08.01.00000

01.07.02.0000

004.05.01.000

001.01.06.02.00

00001.08.01.0

T    (4.4) 

 
In this example, the third row of T indicates that when the object is in state xc there is a 10% 
chance that it will stay in that state, a 50% chance that the object will next be at xd and a 40% 
chance that it will next be at xe. Note that we assume in our example that we have a forward 
logistics flow of objects only, this is why all entries below the diagonal are 0. Should we have 
reverse logistics flow, there would be some non-zero entries below the diagonal as well.  
 
Assuming that at time t we receive information signal yc, the sensor matrix Oc would be 

�
�
�
�
�
�
�
�
�

�

�

�
�
�
�
�
�
�
�
�

�

�

=

0000000

0000000

0003.00000

00012.0000

000085.000

0000000

0000000

cO    (4.5) 

 
indicating that when information signal yc is received then probably (with an 85% chance) the 
object is in state xc but there is a slight chance that the object is in states xd or xe  with a chance 
of 12% and 3% respectively, for the same reasons that were mentioned earlier.  

4.3 Inference algorithms 
Using the model described above, we can now describe the inference algorithms that can be 
used for the following tasks, which are also illustrated in Figure 14: 

·  Filtering : refers to the task of computing ),( :0 tt yXp , the posterior distribution (i.e. the 

belief) over the current state, given all observations so far. In simple words, estimating 
the current state of the object taking into account the information signals so far. 

·  Prediction : refers to the task of computing ),( :0 tkt yXp + , the posterior distribution over 

a future state, given all observations so far. In other words, estimating a future state of 
the object given all information signals so far. 

·  Smoothing : refers to the task of computing ),( :0 tk yXp , the posterior distribution over a 

past state Xk, 0£ k < t , given all observations so far. That is, we want to estimate the 
object’s past state at time t=k given all information signals so far.  

·  Most likely explanation : given a sequence of observations we want to find a sequence 
of state that is most likely to have generated those observations. That is we wish to 
compute )|(maxarg :1:1

:1

tt
x

yxp
t

. 
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Figure 14, Logical representation of track and trac e algorithms 
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In the following sections we describe how to calculate each of the above and how these can be 
used to answer end user tracking and tracing queries.  

4.3.1 Filtering  
As mentioned earlier, filtering refers to the task of estimating the current state of an object, given 
all observations so far. We will show that we can calculate the posterior distribution 

),( 1:01 ++ tt yXp  using recursive estimation. This estimation can be viewed as a two-step process. 

First we calculate the prediction of the next state Xt+1 based on the previous state and then 
update this estimation with the current evidence Yt. 

),|()|( 1:111:11 ++++ = ttttt yyXpyXp  (dividing up the evidence) 

)|(),|( :11:111 ttttt yXpyXypa +++=  (using Baye’s Rule) 

)|()|( :1111 tttt yXpXypa +++=  (by the Markov property of evidence)   (4.6) 

 
where �  is a normalizing constant used to make probabilities sum up to 1. The second term 
represents the one-step prediction of the next step and the first term updates that with new 
evidence. The first term is directly obtained from the sensor model. The one-step prediction for 
the next state will be 

�

�

+++

+++++

=

=

t

t

x
tttttt

x
ttttttttt

expxXpXypa

expyxXpXypayXp

)|()|()|(

)|(),|()|()|(

:1111

:1:11111:11

   (4.7) 

 
within the summation, the first factor is the transition model and the second is the current state 
distribution. In other words, we calculate the probability of the next state by taking into account 
the current state distribution and multiply that with transition probabilities in order to get an 
estimate of the next state. 

4.3.1.1 Example 
Let us illustrate the above with a simple example. We will keep the complexity low for the sake of 
calculations. We assume that in a simple supply chain, an object can be at any time in three 
states, therefore X={x� ,xb,xc}. The tracking system can send information signals Y={ya,yb,yc}. Let 
the transition matrix T and observation matrices O� ,Ob,Oc be  

�
�
�

�

�

�
�
�

�

�
=

100

7.03.00

05.05.0

T , 

�
�
�

�

�

�
�
�

�

�
=

000

01.00

009.0

aO ,

�
�
�

�

�

�
�
�

�

�
=

2.000

08.00

001.0

bO ,

�
�
�

�

�

�
�
�

�

�
=

8.000

01.00

000

cO  

 
Let us also assume that the prior probability distribution over X is 

=)( 0Xp < )()(),( cba xpxpxp >= (0.4, 0.3, 0.3) 

Assuming that the end user receives the information signal sequence y1,y2,y3, let us calculate the 

posterior over the current state )|( 3:13 yXp . 

·  At time t=1, we get y1. The prediction from t=0 to t=1 is 

== �
0

)()|()( 0011
x

xpxXpXp  (0.5, 0.5, 0)´  0.4 + (0, 0.3, 0.7)´ 0.3 + (0, 0, 1) ´ 0.3 = 

(0.2, 0.29, 0.51) 
Updating this with evidence y1=ya gives 

)()|()|( 11111 XpXypayXp = = �  (0.9, 0.1, 0)(0.2, 0.29, 0.51) = �  (0.18, 0.029, 0) » 

(0.86, 0.14, 0), where in this case )0029.018.0/(1 ++=a . 
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We can see that evidence ya significantly changes our belief for the objects state from the 
prior (0.4,0.3, 0.3) to the posterior (0.86, 0.14, 0), providing some serious indication that 
the object is probably at xa. 

·  At time t=2, we get yb. The prediction from t=1 to t=2 is 

== �
1

)|()|()|( 111212
x

yxpxXpyXp  (0.5, 0.5, 0)´  0.86 + (0, 0.3, 0.7)´ 0.14 + (0, 0, 

1) ´ 0 » (0.43, 0.472, 0.097) 
Updating this with evidence y2=yb gives 

)|()|(),|( 1222212 yXpXypayyXp = = �  (0.1, 0.8, 0.2)(0.43, 0.472, 0.097) = �  

(0.043, 0.377, 0.019) » (0.097, 0.858, 0.044), which shows that information signal y2=yb 
changes our belief towards state xb. 

·  At time t=3, we get yc. The prediction from t=2 to t=3 is 

== �
2

),|()|(),|( 21223213
x

yyxpxXpyyXp  (0.5, 0.5, 0)´  0.097 + (0, 0.3, 

0.7)´ 0.858 + (0, 0, 1) ´ 0.044 » (0.048, 0.306, 0.644) 
Updating this with evidence y3=yc gives 

),|()|(),,|( 213333213 yyXpXypayyyXp = = �  (0, 0.1, 0.8) ´  (0.048, 0.306, 0.644) = 

�  (0, 0.030, 0.515) » (0, 0.05, 0.95), which shows that information signal y3=yc changes 
our belief to 95% that the object is at state xc. 

Table 2 summarizes the steps analyzed above. We can think of the filtered estimate )|( :1tt yXp  

of (4.7) as a message f1:t that is propagated forward along the sequence, modified by each 
transition and updated by each new information signal [18]: f1:t+1=�  FORWARD(f1:t,yt+1) , where 
FORWARD implements the update described in (4.7).  
 
Using the matrix notation, we can write the above as  

f1:t+1=�  Ot+1T
T f1:t      (4.8) 

for the first step of the previous example, the above would be 

f1:t+1= 

�
�
�

�

�

�
�
�

�

�
=

�
�
�

�

�

�
�
�

�

�
=

�
�
�

�

�

�
�
�

�

�

�
�
�

�

�

�
�
�

�

�

�
�
�

�

�

�
�
�

�

�

0

14.0

86.0

0

029.0

18.0

3.0

3.0

4.0

17.00

03.05.0

005.0

000

01.00

009.0

aa  

Matrix calculations make filtering (and other inference tasks as will be shown later) very efficient, 
especially when dealing with complex supply networks with a large number of nodes and possible 
states.  
Step Task Result < )()(),( cba xpxpxp > 

Step 0, t=0 Prior distribution  )( 0Xp  = (0.4, 0.3, 0.3) 

Step 1, t=1   

 Prediction of X1 )( 1Xp  = (0.2, 0.29, 0.51) 

 Update X1 with evidence ya )|( 11 yXp » (0.86, 0.14, 0) 

Step 2, t=2   
 Prediction of X2 )|( 12 yXp  » (0.43, 0.472, 0.097) 

 Update X2 with evidence yb ),|( 212 yyXp  » (0.097, 0.858, 0.044) 

Step 3, t=3   

 Prediction of X3 ),|( 213 yyXp  » (0.048, 0.306, 0.644) 

 Update X3 with evidence yc ),,|( 3213 yyyXp  » (0, 0.05, 0.95) 

Final Output ),,|( 3213 yyyXp  »»»» (0, 0.05, 0.95) 
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Table 2, Filtering steps 

 

4.3.2 Prediction 
Prediction refers to estimating the future state of an object, that is the distribution )|( :11 tt yXp +  of 

the next state Xt given all observations so far, which is the first part of the filtering process that we 
have already described in 4.3.1. In the general case, we want to predict some future state Xt+k+1 , 
in which case we will use 

�
+

++++++ =
ktx

tktktkttkt yxpxXpyXp )|()|()|( :11:11    (4.9) 

4.3.2.1 Example 
Using the same calculations, assuming that we are at time t=1 in the previous example, 
prediction for steps 2 and 3 will return the results shown in Table 3 
 
Step Task Result < )()(),( cba xpxpxp > 

Step 0, t=0 Prior distribution  )( 0Xp  = (0.4, 0.3, 0.3) 

Step 1, t=1   

 Prediction of X1 )( 1Xp  = (0.2, 0.29, 0.51) 

 Update X1 with evidence ya )|( 11 yXp » (0.86, 0.14, 0) 

Step 2, t=2   
 Prediction of X2 )|( 12 yXp  » (0.43, 0.472, 0.097) 

Step 3, t=3   

 Prediction of X3 )|( 13 yXp  » (0.215, 0.356, 0.427) 

Table 3, Prediction steps 

Note that the filtering produced much more accurate results for steps 2 and 3 since information 
signals were available. Also, the further ahead we predict, the worse the accuracy of the 
prediction, which is illustrated by the difference between the very last lines of Table 2 and Table 
3. 
 
As mentioned in section 4.2.1, the transition model describes the probability that an object is in 
any state given its previous state. In order to estimate whether an object is still in the same state 
or has moved to the next one (or estimate when it should be expected to arrive in the next state) 
time should be taken into account. We will demonstrate this case in section 5 when we describe 
the estimated arrival time query.  
 
In the case that the transition model is used to estimate the future path, regardless of the time 
that this will be realized (e.g. which companies are likely to handle this product next?), the 
prediction task should be slightly redefined. In this case, we are only interested in estimating the 
future states of the object, therefore ignoring the probability that the object will stay at the same 
state. For this reason, if we only want to estimate an object’s future path, regardless of time, we 
should use a revised transition model, in which each row of matrix T should be revised as  

)](,...,0)(),...,,([ 1
'

iniiii xxpxxpxxpaT ==    (4,.10) 

Where a  is a normalizing constant, so that the in the revised distribution 1)|( =�
j

ij xxp . In our 

previous example, if we want to calculate the future path that the object will take, then the 
transition matrix T should be revised to  
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�

�

�
=

�
�
�

�

�

�
�
�

�

�
=

000

100

010

000

7.000

05.00

' aT     (4.11) 

The respective results of the prediction algorithm are shown in Table 4. Note that the revised 
transition table is only used for steps 2 and 3, since for step 1 we have an information signal ya. 
Therefore, starting from the prior belief (0.4, 0.3, 0.3) we use information signal ya to refine it to (0.86, 
0.14, 0), which indicates that the object is probably at state xa and then using the revised transition matrix T’ 
we get path estimates for t=2 (0, 0.86, 0.14) and t=3 (0, 0, 1), which indicate that the most likely future path 
is xa� xb� xc , where xb,xc are estimates. If we assume that information signal ya indicates that the object has 
been at state xa , at some point in time, with 100% reliability, then we could revise the step 1 filtered 
estimate to t=1 (1,0,0) which would result to the future path estimate vectors of t=2 (0,1,0) and t=3 (0,0,1). 
However, the above assumption implies that if we get an information signal yi then the object must have 
been at state xi at some point of time2.  
 
 
Step Task Result < )()(),( cba xpxpxp > 

Step 0, t=0 Prior distribution  )( 0Xp  = (0.4, 0.3, 0.3) 

Step 1, t=1   

 Prediction of X1 )( 1Xp  = (0.2, 0.29, 0.51) 

 Update X1 with evidence ya )|( 11 yXp » (0.86, 0.14, 0) 

Step 2, t=2   
 Prediction of X2 )|( 12 yXp  » (0, 0.86, 0.14) 

Step 3, t=3   

 Prediction of X3 )|( 13 yXp  » (0, 0, 1) 

Table 4, Path prediction using revised transition t able 

In the above example we have assumed a single possible path between nodes, as indicated by 
(4.11). In a real case, matrix T’ would indicate multiple possible paths (therefore would not have 
only one non-zero element per line) and the results of the path prediction of Table 4 would be 
distributed along multiple paths.  
 

4.3.3 Smoothing 
As we have mentioned, smoothing is the task of estimating an object’s past state given evidence 

up to the present, that is )|( :1tk yXp  for 0�  k < t. In order to do this, we split the calculation in 

two parts, first using the evidence up to k and then using the evidence from k+1 up to t. 

),|()|( :1:1:1 tkkktk yyXpyXp +=  

),|()|( :1:1:1 kktkkk yXypyXpa +=  (using Baye’s rule) 

)|()|( :1:1 ktkkk XypyXpa += (conditional independence) 

tkkbfa :1:1 +=         (4.12) 

Where we have defined a “backward” message bk+1:t = p(yk+1:t|Xk). analogous to the forward 
message f1:k. The backward message can be computed by a recursive process that runs 
backwards from t: 

�
+

++++ =
1

)|(),|()|( 11:1:1

kx
kkkktkktk XxpxXypXyp  (conditioning on Xk+1) 

                                                      
2 This is different from the sensor model assumption reflected by matrix Oi (e.g. 4.5). Matrix Oi 
indicates the probability that the object is at a specific state the moment we receive information 
signal yi. 
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�
+

+++=
1

)|()|( 11:1

kx
kkktk Xxpxyp (by conditional independence) 

�
+

++++=
1

)|()|,( 11:21

kx
kkktkk Xxpxyyp  

�
+

+++++=
1

)|()|()|( 11:211

kx
kkktkkk Xxpxypxyp     (4.13) 

Where the first and third factor of the last sum are directly retrieved from the sensor and transition 
model respectively and the middle factor is the recursive call. Note that the backward process is 
initialized with bt+1:t = p(yt+1:t|Xt)=1. 
 
In a similar way to the forward message f calculation, the backward message can be calculated 
with a matrix calculation, therefore according to (4.13) this would be 

tkktk bTOb :21:1 +++ =      (4.14) 

4.3.3.1 Example 
In order to demonstrate the smoothing task through an example, let us make the example of the 
previous sections a bit more complicated, introducing one more possible state that an object 
could be in. Let the set of the possible states that an object could be in be X={xa,xb.xc,xd} and the 
transition matrix T  

�
�
�
�

�

�

�
�
�
�

�

�

=

1000

7.03.000

5.03.02.00

02.05.03.0

T      (4.15) 

 
which defines the network that is shown in Figure 15. 

 

Figure 15, Four-state transition example 

Let also the sensor model of this example be described by the following matrices  

Xa 

Xb 

Xc 

Xd 
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�

=

0000

0000

001.00

0008.0

aO

�
�
�
�

�

�

�
�
�
�

�

�

=

0000

0000

008.00

0001.0

bO

�
�
�
�

�

�

�
�
�
�

�

�

=

0000

09.000

001.00

0001.0

cO

�
�
�
�

�

�

�
�
�
�

�

�

=

1000

01.000

0000

0000

dO          (4.16) 

 
Let us assume that we have received a sequence of information signals y1:4 = {ya,yb,yc,yd}. Also, 
our prior distribution over the possible states is (0.4, 0.3, 0.3, 0), i.e. where we believe that the 
object originally was. We want to compute the state estimation for the object at t=2. Combining 
4.12 with 4.8 and 4.14 we have  

4:50:14:41:14:32:14:12 )|( bTOTOfTOTaObTOfTaObafyXp dc
T

a
T

bc
T

b ´=´=´=  

=

�
�
�
�

�

�

�
�
�
�

�

�

´

�
�
�
�

�

�

�
�
�
�

�

�

=

1

1

1

1

0

3.0

3.0

4.0

dc
T

a
T

b TOTOTOTaO (0.04, 0.96, 0, 0)     (4.17) 

Which indicates that there is a 96% chance that the object was in state xb at time t=2. 
 
If we assume that information signals are 100% with respect to past states that an object has 
been in, we can refine the observation matrices Oa-Od so that all entries are zero except for entry 
Oii which should be equal to one. In that case, the same calculation would result in the estimate 
(0, 1, 0, 0), indicating that the object was surely in state xb at time t=2. 
 
Missing Reads  
 
Let us assume that the tracking system returns the sequence of information signals ya,yd as an 
answer to our query regarding all past object observations. Taking into account the sensor 
matrices Oa and Od, we can directly assume that these correspond to the object being at state xa 
and xd with a chance of 80% and 100% respectively.  Clearly, we can tell that there is (at least) 
one observation missing from the above sequence, since there is no direct path from state xa to 
state xd as defined by the transition model of (4.15) 3. From our transition model we can infer that 
we have either one or two observations missing. In order to make an estimate of the missing 
nodes, we can apply the smoothing process two times, first assuming one missing information 
signal ym1 and then two missing information signals ym1,ym2.  
 
We will now calculate the estimate for one information signal missing. In that case, we introduce a 
hypothetic information signal ym1 in the sequence, therefore we can assume that the tracking 
system indicates ya,ym1,yd, The sensor matrix for ym1 will be the result of the aggregation of all 
possible information signals that could take place between the received information signals. In 
our example these signals are yb and yc therefore  

                                                      
3 If we had received a sequence ya,yc,yd unfortunately there is no way to detect a potentially 
missing detection yb, as the sequence ya,yc,yd is indeed feasible according to our transition 
model.  
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=+=

0000

09.000

009.00

0002.0

1 cbm OOO     (4.18) 

Also, since we assume there is only one information signal missing, we should refine our 
transition model (temporarily, for this calculation only) so that it reflects a network of states in 
which there are only one step paths from xa to xd. The refined transition table Tm1 would be 

�
�
�
�

�

�

�
�
�
�

�

�

=

1000

7.03.000

8.002.00

02.05.03.0

1mT     (4.19) 

, which reflects the network shown in Figure 16. 

 

Figure 16, Refined transition matrix for one missin g read  

Assuming the same prior distribution, we can now calculate the estimate for the state at t=2 given 
the information signal sequence ya,ym1,yd, using the smoothing process 
 

3:410:11113:411:1113:32:13:12 )|( bOTfTOTaObOTfTaObafyXp dm
T

ma
T

mmdm
T

mm ´=´=´=  

= (0, 0.75, 0.24, 0.01)         (4.20) 
 
Which indicates that there is a 75% chance that the object passed through path xa�  xb �  xd and 
a 24% chance that the object passes through path xa�  xc �  xd. (This is because our transition 
model suggests that an object is more probable to go to state xb from xa rather that to xc) 
 
Using the same reasoning for the case of two missing reads, if we refine our transition model 
accordingly so that it reflects only a two step path between xa and xd we will get a 100% chance 
that the object passed through path xa�  xb �   xc �  xd. If we weight the two above cases with the 
probability that we have one missing read and two missing reads, for example 2% and 0.2% 
respectively, and we normalize the result so that it adds up to 1 we will get the following 
probabilities for the respective paths, as shown in Figure 17: 
 
xa�  xb �  xd : 69% 
xa�  xc �  xd : 22% 
xa�  xb �   xc �  xd : 9% 

Xa 

Xb 

Xc 

Xd 
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Figure 17, Smoothing in the case of missing reads 

It should be noted that this algorithm does not generate ‘synthetic’ observations in the event 
repositories which might be confused with genuine observations.  Rather, it provides applications 
with additional information to supplement the partially incomplete event information retrieved from 
networked databases such as EPC Information Services (EPCIS), to assist applications in 
decisions about the most likely path taken. 

4.3.4 Most likely path 
The task of finding the most likely path refers to the task of finding the sequence of states x1:t that 
“best fit” the observations y1:t that the tracking system user has received so far. It is different from 
smoothing in the sense that while smoothing aims at estimating a specific past state, the most-
likely-path task aims at estimating the most likely path that produced the received information 
signal sequence.  
 
Similarly to the filtering tasks, we can use a recursive calculation to infer the most likely path that 
an object has been through. In order to do that, we can think that the most likely path through 
states x1:t consists of the most likely path through states x1:t-1 followed by a transition to state xt. 
State xt-1 will be part of the overall path and it is the state that maximizes the likelihood of that 
path. We can write the above as,  

))|,,...,(max)|((max)|(

)|,,...,(max

:111
...

111

1:111
...

11

1

ttt
xx

tt
x

tt

ttt
xx

yXxxpxXpXypa

yXxxp

tt

t

-+++

++

-

=
    (4.21) 

Equation 4.21 is identical to the filtering equation (4.7) except that  
1. The forward message f1:t=p(Xt|y1:t) is replaced by message  

m1:t= )|,,...,(max :111
... 11

ttt
xx

yXxxp
t

-
-

, that is the probabilities of the most likely path to each 

state xt and 
2. the summation over xt is replaced by the maximization over xt. 

4.3.4.1 Example 
Let us demonstrate the use of the most-likely-path algorithm through an example using the state 
structure and sensor model described by (4.15) and (4.16) respectively.  Let us assume that we 
receive the information signal sequence ya,yb,yc,yd . We want to calculate what the most probable 
path that the object went through is, given the above information signal sequence and the 
transition model.  
 
According to (4.21), we have  

))|,,(max)|((max)|()|,,,(max 3:1321
,

34444:14321
... 21331

yXxxpxXpXypayXxxxp
xxxxx

=  

 

9% 

69% 

Xa 

Xb 

Xc 

Xd 

22% 
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))|,(max)|((max)|()|,,(max 2:12123333:1321
, 1221

yXxpxXpXypayXxxp
xxxx

=  

 
))|()|((max)|()|,(max 1112222:121

11

yXpxXpXypayXxp
xx

=  

 
 
The recursive calculation process is shown in Figure 18. The process starts with the posterior 
over the first state )|( 11 yxp  which is also the first message m1:1. In each step we calculate the 
probabilities of the next state using the transition table T. The ovals indicate the maximum 
probability at each time step which in turn define the most likely state in the previous time step 
that is marked with a bold-lined rectangle. After this, we update the posterior over the next state 
with the information signal we have received for each time step. The sequence of the bold 
rectangles indicates the most likely path given the information signal sequence ya,yb,yc,yd, which 
in this case is xa,xb,xc,xd. 
 
We should point out the difference between the filtering task and finding the most likely path task. 
Filtering is focused on estimating the latest state given all observations so far, therefore it does 
not aim at making a good estimate of the overall path but rather of the latest state. On the other 
hand, the most-likely-path task aims at maximizing the probabilities of the individual states for 
each time step that constitute the overall path, given all past observations. Also, in the case of 
missing reads, as in the example of the previous section, multiple “temporary” supply networks 
should be considered in order to estimate the possible paths given the missing reads. 
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Figure 18, Example of most-likely-path calculation
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4.4 Summary 
 
In this section we have described a model that can be used to answer a set of queries that refer 
to the past, present and future state of an object along a supply chain. We have described how 
we can describe separately the actual state of an object and the observation that a tracking 
system makes. The relation between an object’s successive states was defined through the 
transition model. Moreover, the reliability under which the tracking system detects an object’s 
state is defined by the sensor model. 
 
Using the tracking model described in this question, we have described how we can answers four 
important queries, given all observations from tracking system: 

·  What is the current state of an object? Filtering  task can estimate the probability 
distribution over the current state, indicating the most probable current state of an object 
in the supply network.  

·  What is/are the most probable next state(s) for an object? The task of prediction  can 
estimate the future state or path for an object, assigning the respective probabilities at 
each option. This task can also be used for finding alternative routes in case of supply 
chain disruptions. 

·  What was the state of the object at some point in the past? The task of smoothing can 
estimate the most probable state of an object at a specific point in the past given all 
observations so far. Moreover, maybe the most useful application of this process would 
be the estimation of past states in cases where we have missing observations in the 
route of an object. This task can reconstruct the possible paths and assign respective 
probabilities to each of them, as described in section 4.3.3. 

·  What is an object’s full path? The task of finding the most likely path can define the 
sequence of states that the object has been through that best fit the received 
observations. This task can be used to determine the full pedigree of an object, for 
traceability purposes.  

 
In section 5, we will describe how we can use each of the above, in combination with information 
retrieved from EPCIS and serial-level lookup services, in order to answer end user track and 
trace queries. 
 

5 End User Track and Trace Queries 

5.1 Aims 
 
The aim of this section is to define a set of end user track and trace queries and the way that 
these should be answered by a tracking application using serial-level product information 
provided by serial-level lookup services (or discovery services, from now on denoted by DS), 
EPC Information Services (EPCIS) and probabilistic inference algorithms.  
 
In the following sections we will describe the pseudo algorithms that should be used for each of 
the queries in order to retrieve the necessary information from the DS and EPCISs, process it 
according to the algorithms described in section 4 and finally deliver the output to the end user in 
a meaningful way. We will analyze the queries that are important for industrial use as indicated by 
the requirements analysis process (described in section 2), which are: 

a) What is the full history of detections of item 123? 
b) Where and when was item 123 last detected? 
c) Which companies have had item 123 under their custody? 
d) When will item 123 is likely to arrive at location xyz?  
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e) What is the most probable next location of item 123 (based on historic observation data)? 
f) Which products have been exposed to temperature higher than X? 
g) Has product 123 suffered any shock during its lifetime? 
h) Raise warning if any products deviate from their permitted/legitimate route. 

 
 

5.2 Query input/output 
 
In this section, we will describe what the track and trace queries will get as input and what the 
format of the produced output will be.  
 
The EPC Network is designed to support distributed collection, storage and retrieval of event-
based data.  Many companies express a preference to keep control of the data that they collect 
within their organization and to store this either on-site in their own databases and information 
systems or via a trusted third party hosting service that provides data storage and connectivity on 
their behalf.  The EPC Information Services (EPCIS) standard provides standardized interfaces 
for capture (input) and query (retrieval) of event data, to enable organizations to make queries for 
data from other organizations using a standard query mechanism and data format, irrespective of 
which organization they are querying, so long as they all support the EPCIS query interface.   
 
As an object passes through multiple organizations within the supply chain or throughout its 
lifecycle, the fine-grained event data may therefore be fragmented across several organizations.  
EPC Discovery Services will provide a mechanism to allow client applications to identify multiple 
potential providers of information for a given individual object with a unique serial number.  
Typically a client application will query a Discovery Service with the unique ID (or EPC) of an 
object in order to retrieve a list of URLs of information services (e.g. EPCIS) that claim to hold 
some information about that particular object.  The client application can then iteratively query 
each of those information services to retrieve more granular event data, including detailed 
location information (although the EPCIS may provide some clients with less granular location 
information). 
 
The input to both the Discovery Service and to EPC Information Services is typically a query for 
records or events respectively, in which the unique ID (or EPC) of the object is specified as one of 
the constraint parameters of the query. 
 
Additionally, as part of the client authentication mechanism, the client may present an 
authentication token (such as a digital certificate) to a Discovery Service and Information 
Services, in order to assert their identity and perhaps also their role within the supply chain or 
business relationship with the information providers. 
 
Both Discovery Services and EPC Information Services return structured data consisting of lists 
of records or events, where each event may consist of multiple data fields, such as timestamps, 
unique identifiers (or EPCs) and additional meta-data that describe the business context of the 
event.  As well as defining an abstract data model for the events, the EPCIS standard provides a 
concrete binding in terms of XML schema for its event types. 
 
The tracking model software will therefore need to parse the XML data returned to it by Discovery 
Services and multiple EPCIS instances, extract the events and relevant data fields such as 
timestamps. 
 
Each EPCIS event may include two timestamps – a recordTime (which is the time when the event 
was added to the EPCIS database) and an eventTime (which is the real-world time generated by 
the application that generated the event).  The recordTime timestamp can always be trusted but 
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may differ from the real-world eventTime of the actual event.  The eventTime may be more 
accurate but might not be completely trustworthy. 
 
The EPCIS standard supports subscriptions to standing queries, through which the client is 
notified of all future events received by that EPCIS, which match the query criteria set by the 
client.  It is likely that most tracking models would want to subscribe to standing queries on 
Discovery Services and EPCIS instances, as well as creating new subscriptions when additional 
information providers publish a record to a Discovery Service to assert that they also hold data 
about the object of interest. 
 
The recordTime timestamp is used internally by EPCIS to ensure completeness of the results it 
sends to clients subscribed to standing queries; an EPCIS only needs to maintain state 
information for the timestamp of the last recordTime of the events it has already sent for each 
subscription ID; any events with a later recordTime are sent with the next batch of results for the 
standing query; even if a ‘late-arriving’ event with a much earlier eventTime timestamp is 
subsequently by an EPCIS, its current recordTime timestamp ensures that it will de delivered to 
all clients having appropriate standing queries. 

 
 

Figure 19, Indicative input and output of a generic  track/trace query 

5.3 Query logic 
As mentioned earlier, the queries listed in 5.1 will be answered using information from the 
following sources:  

·  Discovery Services, which will provide pointers (i.e. network addresses) to all registered 
EPCISs that have further information about a specific object.    

·  EPCIS, which will provide detailed object observation information (subject to access 
control) 

·  Supply Network Structure Database, which will store information regarding the structure 
of the supply network, the hierarchy of locations, connections between different locations 
and information regarding spatial distance and average transition time between the 
locations. 

For each query, the information retrieved from the above sources will be fed into the appropriate 
algorithm of those described in section 4 (where applicable) that will produce the query answer. 
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Figure 20 illustrates the flow of steps that need to take place in order to retrieve all necessary 
information for each of the queries listed above. Given a list of EPCs that we need to make a 
track or trace query, the first step is to execute a standard DS query that will return all addresses 
of EPCIS that have been registered to have further information about those EPCs. If there are 
any aggregation records among the returned results, then the individual EPCISs should be 
queried in order to retrieve all “parents” or “children” EPCs for which the same query should be 
executed as well. This loop should be executed until all levels of aggregation are explored. This 
will result a list of EPCIS addresses, which is the answer to query (c) in the aforementioned list 
and will be analyzed in section 5.5.1. In order to retrieve the full detailed location history for a list 
of EPCs, each EPCIS address should be queried. The returned result will be the answer to query 
(a) of the list. Using the filtering algorithm and the full location history already obtained, we can 
answer the track query (b) referring to the current location of an object. Also, combining an 
object’s full location history with sensor data along that route we can infer answers for sensor-
related queries of the type (f) and (g) from the above list. Using an object’s estimated current 
location and the information about the spatial distance between nodes along with past data on 
transitions and average transition times, we can infer the possible locations that the object might 
be in as well as the expected time to get there. These will provide answers to queries (d) and (e). 
Moreover, using a prediction for n-steps ahead, we can elicit a list of possible future paths that an 
object can take, which, for example, can be used to re-route an order in case of supply chain 
disruptions. Finally, using the full history of locations, any possible deviations from the legitimate 
paths that an object may take can be detected and appropriate alarms may be raised. The 
allowed paths for objects can be recorded in the supply network structure database.  
 
In order to realize the above process, we define a set of functions, each of which implements a 
specific operation and retrieves information from the appropriate source. These functions will be 
then used to answer the end user queries, as presented in the following sub-section. These 
functions are 

·  IterativeDSQuery 
·  IterativeEPCISQuery 
·  Supply chain network structure database update functions 

o UpdateTransitionTimeInformation 
o UpdateTransitionProbabilities 

·  Supply chain network structure database lookup functions 
o GetNodeTransitionTime 
o GetNodeTransitionProbabilities 

 
The next sub-section describes the implementation of these functions. 
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Figure 20, Track and trace query flowchart 

5.4 Information retrieval/update functions 
  
We describe the implementation of the aforementioned information functions in form of pseudo-
algorithms or SQL queries. 

5.4.1 Resolution of Discovery Services addresses 
To date, there is no standardized interface for serial-level supply-chain lookup services/registries 
(also known as ‘Discovery Services’).  BRIDGE WP2 is developing an interface design and data 
model for its prototype, that is intended to be closely aligned with the EPCIS interface and data 
model.  Afilias [20] have documented their interface design and submitted this to IETF as a straw 
man for an IETF protocol entitled ‘Extensible SupplyChain Discovery Services’[21-23].   
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The getLinks()  method that appears below is not yet standardized – although any future 
standardized interface is likely to provide a method with similar functionality in the sense that it 
takes an input parameter consisting of the unique ID of an object (and possibly some additional 
constraints to limit which addresses should be selected) and returns a list of addresses to 
information services. 
 

 

Figure 21, Discovery service query 

 
In the simplest form, an example of query to a Discovery Service might look something like 
 
 getLinks(MATCH_anyEPC=urn:epc:id:sgtin:0614141.107340.3) 
 
where urn:epc:id:sgtin:0614141.107340.3 is a pure-identity EPC URI for an object having a GTIN 
code 10614141073402  and serial number 3 
 
In the WP2 design for Discovery Services, each ‘link’ may point to either an EPC Information 
Service (EPCIS) or to another Discovery Service (DS).  A serviceType field indicates whether the 
address points to an EPCIS or a DS. 
 
The results obtained from a getLinks() query to a Discovery Service will be available as a 
structured document, most likely as XML, according to a schema to be defined.  The WP2 high-
level design document will provide formal details of the schema.  A tentative example of the XML 
markup of the results is shown below: 
 
<?xml version="1.0" encoding="UTF-8"?> 
<ds_response> 
    <epc>urn:epc:id:sgtin:0614141.107340.1</epc> 
    <nodelist> 
        <node noderef="586822F278C1C92DD40F53298FD2 602582D2FA72" status="OK-Verified"> 
           <serviceType>EPCIS</serviceType> 
           <serviceAddress>http://www.factorycorp.c om/gateway/epcis.wsdl</serviceAddress> 
           <publisherID> 
               <GLN>0614141000007</GLN> 
           </publisherID> 
        </node> 
        <node noderef="758EC127AD9A6A6FB459EBE0210A B7C380062A7B" status="Access Denied"/> 
    </nodelist> 
</ds_response> 
 
From this XML response, we can extract a number of nodes (n) for example using the following 
XPath [24] expression 
 
 count(/ds_response/nodelist/node) 
 
We can then iterate through each node in turn, to extract details of the serviceAddress and 
serviceType from each node, for example using a for loop such as  
 
 for (i=0; i< n; i++) { 
 ... 
 } 
 
The following XPath expressions could be used to extract these values: 
 
 /ds_response/nodelist/node[i]/serviceAddress/text() 
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 /ds_response/nodelist/node[i]/serviceType/text() 
 
We need to add the serviceAddress URL to one of two lists, depending on the serviceType: 
 

·  a list of addresses to EPCIS services of organizations that have information about the 
object 

·  a list of addresses to additional Discovery Services that provide further links 
 
(i.e. if serviceType=’EPCIS’, we add it to the list of EPCIS addresses; if serviceType=’DS’, we add 
it to the list of additional Discovery Services.) 
 
If the list of Discovery Services is not empty, then we repeat the same process for each Discovery 
Service in turn and add to the list of EPCIS addresses to query. 
 
It is not yet well defined how the address of the initial Discovery Service might be found.  It might 
simply be known ‘a priori’ as a relevant Discovery Service for a particular industry sector – or it 
might be that another lookup service, such as the Object Name Service (ONS) [25] [which is 
based on DNS] provides a link to the address of the Discovery Service when queried for a 
particular unique ID or EPC.    
 
The process described above is illustrated graphically in Figure 22 and also in the flowchart in 
Figure 23. 
 

 

Figure 22, Discovery service query process 

It should be noted that this procedure is only one approach to extracting information from the 
results obtained from a Discovery Service; XPath is not the only technique for extracting data 
values from XML documents – a number of other ‘data binding’ technologies [e.g. JAXB, Castor, 
etc.] exist, which can easily convert an XML document into a structured data object or list of 
structured data objects, allowing the data fields to be accessed programmatically. 
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Figure 23, Iterative discovery service flowchart 

 

5.4.2 EPCIS Query 
Whereas Discovery Services primarily provide rather coarse-grained pointers to companies, the 
EPC Information Service (EPCIS) of each company can provide more detailed information about 
several events that were captured within their organization, with location granularity as far as 
individual shelves and dock doors within particular sites. 
 
The EPCIS v1.0 standard has recently been ratified and defines amongst other things a standard 
interface and data format for retrieving such event data.  The method SimpleEventQuery  can 
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be used to request multiple events.  The input parameters of SimpleEventQuery  can be used 
to select the type of event, as well as to select which events are returned, according to various 
constraints, such as requiring that each of the events returned must involve a particular EPC or 
unique ID of an object or must be concerned with a specific business step, such as ‘shipping’. 
 
The following EPCIS query will return either ObjectEvents or AggregationEvents matching a 
particular EPC and sort them into real time order, with the most recent events listed first: 
 
 SimpleEventQuery(MATCH_anyEPC=<epc> 
        eventType=ObjectEvent,AggregationEvent 
        orderBy=eventTime 
        orderDirection=DESC) 
 
The result will be a block of XML similar to that in 5.4.1, consisting of a mixture of ObjectEvents 
and AggregationEvents involving the specified epc, where <epc> should be substituted for the 
unique identifier for the object expressed as a Pure Identity EPC URI, as described in EPCglobal 
Tag Data Standards.  
 
As in section 5.4.1, it is necessary to extract information from the events concerning timestamps, 
readPoint locations, as well as bizLocations (which are assertions made by an EPCIS Capture 
Application about where an object is likely to be, after being read at a particular readPoint). 
 
The following XPath expressions can be used to count the number of ObjectEvents and 
AggregationEvents returned in the XML message returned by the EPCIS. 
 
 count(/eventList/ObjectEvent)  n, number of object events 
 count(/eventList/AggregationEvent) m, number of aggregation events 
 
The following XPath expressions can be used to extract data values from object events: 
 
 /eventList/ObjectEvent[i]/eventTime/text()  eventTime 
 /eventList/ObjectEvent[i]/epcList/epc/text()  epc 
 /eventList/ObjectEvent[i]/readPoint/text()   readPoint 
 /eventList/ObjectEvent[i]/bizLocation/text()  bizLocation 
 
and i is an integer taking values in the range 0 to (n-1) 
 
For aggregation events, it may also be important to extract not only the eventTime, readPoint and 
bizLocation fields – but also the parentID and childEPCs.  Note that there is no epcList field in 
aggregation events – EPCs appear either as the parentID or within a list of childEPCs that are 
associated with that parent.  The following XPath expressions extract data fields from aggregation 
events: 
 
 /eventList/AggregationEvent[i]/eventTime/text()  eventTime 
 /eventList/AggregationEvent[i]/parentID/epc/text() parentID 
 /eventList/AggregationEvent[i]/childEPCs/epc/text() childEPCs 
 /eventList/AggregationEvent[i]/readPoint/text()  readPoint 
 /eventList/AggregationEvent[i]/bizLocation/text()  bizLocation 
 
As in section 5.4.1, it may be necessary to recursively iterate through any aggregation events in 
order to obtain a complete trace of an object, even when it is temporarily contained or 
permanently embedded within another object (identified by the parentID) or is broken down into a 
number of smaller objects (identified by the childEPCs). 
A flowchart showing an iterative EPCIS query is shown below in Figure 24.  
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Figure 24, Iterative EPCIS query 
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The result of performing the procedures described in this section are to extract event tuples of 
information containing timestamps and fine-grained location information, which can then be used 
to update the supply chain network models, as described in section 5.4.3 – and also to gather 
historical data about the observed flow of an individual object, which is used as input to the 
tracking models and processing of end-user queries described in section 5.5.  The data gathered 
from multiple EPCIS queries might be stored temporarily either in memory as a list of structured 
data objects or alternatively as temporary database tables.  
 
It is clear that object read points might be different from the business locations that these are 
associated with. In this report we make the assumption that information signals refer to read 
points. Therefore, the output of the tracking algorithms will be in terms of read points that an 
object has been through, it is currently or will be in the future. The model can be extended to 
support the distinction between read points and business locations.   
 

 

Figure 25, Class diagram for Object Event and Aggre gation Event Data 

5.4.3 Supply chain network structure database updat e 
In the following two paragraphs we will define the functions that should be executed in order to 
update the supply network structure database, when new object observations take place across 
the supply chain. Based on the last comment of the previous section, we assume that a simple 
lookup takes place based on the read point identifier in order to retrieve the NodeID which 
identifies the node in our database representation. For example this could be 
 
 SELECT NodeID FROM NODES WHERE NodeName=<readPoint>  

5.4.3.1 Transition time update 
When an object is observed at a checkpoint, the timestamp of this observation together with that 
of the last observation of the same object can be used to update the average transition time and 
the respective standard deviation for that transition in the database. We describe this update in a 
form of an SQL stored procedure4.  
 
Create procedure UpdateTransitionTime(@StartNodeID numeric, 

@EndNodeID numeric, 
@StartNodeTimestamp datetime, 
@EndNodeTimestamp datetime) 

AS 
 
Declare @TranTime numeric -–Transition time of the input record 
 
Set @TranTime= Datediff(minutes, @EndNodeTimestamp,  @StartNodeTimestamp) 
 

                                                      
4 In what follows, we will use T-SQL as a way to describe database-related operations.  
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-- Check if record already exists 
If exists( select StartNodeID from  

Connection_observations 
Where StartNodeID = @StartNodeID 
And EndNodeID = @EndNodeID ) 

Begin 
 -- select existing values 
 Select @tmp_AvgTransitionTime= AvgTransitionTime 
  @tmp_StdDeviation= StdDeviation 
  @n= ObservationCount 
 from CONNECTION_OBSERVATIONS 

Where StartNodeID = @StartNodeID 
And EndNodeID = @EndNodeID 
 

 
 -- Update values accordingly  
 Set  @tmp_AvgTransitionTime= @n* @tmp_AvgTransitio nTime /( @n+1) + 
@TranTime/(@n+1) 
 Set @tmp_StdDeviation = SQRT( (@n-1)* @tmp_StdDevi ation ^2 / @n 
+(@TranTime-@tmp_AvgTransitionTime)^2/@n) 
 
 -- Update table entry 

Update CONNECTION_OBSERVATIONS  
Set AvgTransitionTime =@tmp_AvgTransitionTime 
, StdDeviation = @tmp_StdDeviation 
, ObservationsCount = ObservationsCount+1 
Where StartNodeID = @StartNodeID 
And EndNodeID = @EndNodeID 

End 
Else –- Insert record 
Begin 
 

Insert into CONNECTION_OBSERVATIONS(StartNodeID, En dNodeID, 
AvgTransitionTime, StdDeviation, ObservationsCount)  
Values(@StartNodeID, @EndNodeID, @TranTime, 0,1) 

 
End 
 
 

5.4.3.2 Transition probabilities update 
 
Similarly to the update of transition time, when a new observation takes place, the transition 
probabilities from the originating supply network node should be updated according to the 
following stored procedure. 
 
Create Procedure UpdateTransitionProbabilities 

( @StartNodeID numeric, 
@EndNodeID numeric, 
@SupplierID numeric, 
@ProductClassID numeric, 
@NumberOfNewObservations numeric) –- How many items  where observed 
in this transition 

 
-- More parameters could be defined as input (like the SupplierID and 
ProductClassID), based on the implementation of the  table , i.e. how is the 
primary key defined. 
 
-- Check if record already exists in table 
If exists( select StartNodeID from  
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Connection_observations 
Where StartNodeID = @StartNodeID 
And EndNodeID = @EndNodeID 
And SupplierID = @SupplierID 
And ProductClassID = @ProductClassID ) 

Begin 
-- select number of total observations from the sta rting node 
select @totalObs = sum(ObservationsCount)  
from TRANSITIONS 
where StartNodeID = @StartNodeID 
 
-- Update transition probabilities to different des tinations 

 Update TRANSITIONS 
 Set probability = Observations/(@TotalObs+@NumberO fNewObservations) 

Where StartNodeID = @StartNodeID 
And EndNodeID != @EndNodeID 
And SupplierID = @SupplierID 
And ProductClassID = @ProductClassID 
 

 
-- Update transition probabilities for the observed  entry 

 Update TRANSITIONS 
 Set probability = Observations+@NumberOfNewObserva tions 
/(@TotalObs+@NumberOfNewObservations) 
 , ObservationsCount= ObservationsCount+ @NumberOfN ewObservations 

Where StartNodeID = @StartNodeID 
And EndNodeID = @EndNodeID 
And SupplierID = @SupplierID 
And ProductClassID = @ProductClassID 

End 
Else –-Insert record and update probabilities to ot her destinations 
Begin 
 

Insert into TRANSITIONS(StartNodeID ,EndNodeID ,Sup plierID 
,ProductClassID, Probability, ObservationsCount) 
Values(@StartNodeID, @EndNodeID, @SupplierID, @Prod uctClassID, 
@NumberOfNewObservations/@TotalObs+@NumberOfNewObse rvations, 
@NumberOfNewObservations) 
 
Update TRANSITIONS 

 Set probability = Observations/(@TotalObs+@NumberO fNewObservations) 
Where StartNodeID = @StartNodeID 

And EndNodeID != @EndNodeID 
And SupplierID = @SupplierID 

And ProductClassID = @ProductClassID 
 
 
End 

5.4.4 Supply chain network structure database looku p 
 
In the following two paragraphs we will describe the queries that should be used to retrieve the 
necessary information from the supply network structure database in order to answer tracking 
and tracing queries.  

5.4.4.1 Transition time lookup 
Given a starting and a destination node, the query for retrieving the average transition time and 
the respective standard deviation is straightforward, implemented by the following stored 
procedure. 
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Create Procedure GetTransitionTime 
( @StartNodeID numeric, 
@EndNodeID numeric) 

AS 
 
Select @StartNodeID,@EndNodeID, AvgTransitionTime, StdDeviation 
From Connection_Observations 

Where StartNodeID = @StartNodeID 
And EndNodeID = @EndNodeID 

 

5.4.4.2 Transition probabilities lookup 
The query for looking up the transition probabilities between supply chain nodes is somehow 
more complex. The returned recordset depends on whether the user is interested in objects of a 
specific product class or from a specific supplier (or in general other distinguishing parameters). If 
not, then the returned recordset should be aggregated over the provided parameters, as shown in 
the implementation below 
 
Create Procedure GetTransitionProbabilities 

( @StartNodeID numeric, 
 @SupplierID numeric, 
 @ProductClassID numeric) 

 
If @SupplierID=0 and @ProductClassID=0 –- No parame ters supplied 
begin 
 

--Average the transition probability over start and  end node 
Select StartNodeID, EndNodeId, avg(Probability)  
From Transitions 
Where @StartNodeID = StartNodeID 
Group by StartNodeID, EndNodeId 

 
end 
Else if @SupplierID!=0 and @ProductClassID=0 –- Sup plierID provided 
Begin 
 

Select StartNodeID, EndNodeId, SupplierID, avg(Prob ability)  
From Transitions 
Where @StartNodeID = StartNodeID 
And SupplierID= @SupplierID 
Group by StartNodeID, EndNodeId, SupplierID  

 
End  
Else –- Both variables supplied in input 
Begin 
 

Select StartNodeID, EndNodeId, SupplierID , Product ClassID, Probability  
From Transitions 
Where @StartNodeID = StartNodeID 
And SupplierID= @SupplierID 
And ProductClassID = @ProductClassID 

 
End 
 

5.5 End-User queries 
In this section we will describe the high level algorithms that should be used to answer tracking 
and tracing queries. The algorithms use the functions analyzed in the previous section in order to 
access and/or update data in different information sources.  
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5.5.1 Standard trace query 
This is the query that shall return the full location history for a list of objects (EPCs). The 
observation history information, retrieved from the EPC network, will be smoothed using the 
algorithms described in section 4 in order to estimate the objects’ paths. 
 
StandardTraceQuery(epc: EPC, TimeFrom: Timestamp, T imeTo: Timestamp, …): List 
[List NodeID, Timestamp, probability] 
 
Begin 
 
ObservationsArray[..] ObjectEvent; //To store Objec tEvents returned from EPCISs 
Results List [List NodeID, probability]; // to stor e the results  
 
EPCIS_Stack = IterativeDSQuery(epc,…); 
ObservationsArray = IterativeEPCISQuery(EPCIS_Stack , epc) 
 
/*Filter records and keep only the ones referring t o the requested time period. 
This function is trivial and not defined in this do cument.*/ 
FilterObservationsByTimePeriod(ObservationsArray, T imeFrom, TimeTo); 
 
/*Find Missing reads, if any, based on the supply n etwork structure, and create 
an array of sets of possible supply networks per ob ject (SN[epc]) that each 
object could have followed, as described in the exa mple of section 4.3.3.1. 
This part of the algorithm is omitted. A classic al gorithm from graph theory 
could be used. For the missing reads, multiple supp ly networks should be 
considered which creates a set SN per EPC, i.e. an array SN[epc]*/ 
 
For all supplynetwork in SN[epc] do 
 
 For all startnodeID in supplynetwork do 

TransitionProbs = 
GetTransitionProbabilities(StartNodeID,0,0) //If no  product 
class and supplierID are supplied 

 End for 
 

 Results.Add(MostLikelyPath(TransitionProbs, Observ ationsArray)); 
 
End for 
 
Return Results; 
End 
 
The above algorithm could easily be modified to run for a list of EPCs. We have omitted this for 
simplicity.  

5.5.2 Standard track query 
 
The algorithm of the standard tracking query, i.e. estimating the current state of an item, is very 
much the same as the trace query. The main difference is the use of the filtering algorithm 
(instead of MostLikelyPath) once the observation events per EPC are available.  
 
StandardTrackQuery(epc: EPC, …): List [NodeID,proba bility] 
Begin 
 
ObservationsArray[..] ObjectEvent; //To store Objec tEvents returned from EPCISs 
Results List [NodeID,probability]; 
 
EPCIS_Stack = IterativeDSQuery(EPCs,…); 
ObservationsArray = IterativeEPCISQuery(EPCIS_Stack , EPCs) 
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/*Filter records and keep only the ones referring t o the requested time period. 
This function is trivial and not defined in this do cument.*/ 
FilterObservationsByTimePeriod(ObservationsArray, T imeFrom, TimeTo); 
 
/*Find Missing reads, and generate a set of supply networks SN per EPC, i.e. an 
array SN[epc], as described above*/ 
 
For all supplynetwork in SN[epc] do 
 
 For all startnodeID in supplynetwork do 

TransitionProbs = 
GetTransitionProbabilities(StartNodeID,0,0) //If no  product 
class and supplierID are supplied 

 End for 
 

EPCObservations = FilterPerEPC(ObservationsArray,EP C) //Get observation 
for the specific EPC only 

 
 Results.Add(Filtering(TransitionProbs, EPCObservat ions)); 
 
End for 
 
End 
 
The above algorithm could easily be modified to run for a list of EPCs. We have omitted this for 
simplicity. 

5.5.3 Arrival time query 
 
In this section we describe the algorithm that should be used in order to estimate the arrival time 
at node EndNodeID . This will be done by estimating the time required for the transition from the 
latest estimated state of an item, as calculated by the StandardTrackQuery. 
 
EstimateArrivalTime(epc:EPC , EndNodeID): List [Min utes, StdDeviation, 
probability] 
Begin 
 
 Results List [Minutes, StdDeviation, probability];  // to store results 
 
 
 /*Estimate current location and store list in Curr entLocationEstimation*/ 

CurrentLocationEstimation = StandardTrackQuery(epc) ; //Will return list 
of locations with probabilities 
 
For all StartNodeID in CurrentLocationEstimation do  
 

/*Calculate all possible paths from StartNodeID to EndNodeID and 
store them in PossiblePaths*/ 
tmpTransTime =0; //temporary transition time variab le 
tmpstdDev =0; // temporary standard deviation for t ransition time  
 
For all path in PossiblePaths do 
 For all arc in path do 

tmpTransTime= 
GetTransitionTime(arc.starnodeID,arc.endnodeID).Tra ns
itionTime + tmpTransTime; 
tmpstdDev = 
sqrt(GetTransitionTime(arc.starnodeID,arc.endnodeID ).
DtdDeviation^2+ tmpstdDev^2) 

   End for 
   Path.TransitionTime= tmpTransTime; 
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   Path.StdDeviation = tmpstdDev; 
  End for 
  Results.Add(Path.TransitionTime, Path.StdDeviatio n,0); 

End for 
 

/*Average transition times and standard deviations per start node in Results*/ 
/*Assign to transition times and standard deviation s the probabilities of the 
estimated start nodes in Results*/ 
 
Return Results; 
 
End 

5.5.4 Next node query 
 
The next node query will estimate the probability distribution over the possible future locations 
that an object could be in for n steps ahead. This will be done by first estimating an object’s 
current location and then running the prediction algorithms for n steps forward. The final result will 
be the result of the prediction algorithm weighted by the initial probability distribution on the 
current object location. 
 
GetNextNodes (epc : EPC , NumberOfSteps: int): List  [NodeID, probability] 
Begin 
 
 Results List [NodeID, probability]; 
 

/*Estimate current location and store list in Curre ntLocationEstimation*/ 
CurrentLocationEstimation = StandardTrackQuery(epc) ; //Will return list 
of locations with probabilities 
 
 
For all StartNodeID in CurrentLocationEstimation do  
 Results.Add(Prediction(epc,NumberOfSteps)); 
End for 
 
/*Normalize Results so that all probabilities add u p to 1 and weight 
according to StartNodeID initial probability distri bution*/ 
 
Return Results 

 
End 
 
Alternatively, we could estimate the future nodes n steps ahead by running the same algorithm as 
the standard track query of paragraph 5.5.2 replacing the execution of the filtering algorithm with 
the prediction algorithm for n steps ahead.  

5.5.5 Sensor query 
 
In order to run the sensor query, we need to have the full location history of the item and combine 
this with the sensor data. Since there is no standard way to access sensor data through the EPC 
network, we will assume that there exists a function GetSensorData(Path: List 
[NodeIDs, Timestamps])  that returns all sensor-related information given a list of NodeIDs 
and timestamps. We can then combine these with the accepted thresholds and raise an alarm if 
necessary. The high level algorithm would be as follows: 
 
SimpleSensorQuery(epc, SensorParameter: SensorParam eter, Timefrom: Timestamp, 
TimeTo: Timestamp): Boolean 
Begin 
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SensorData List [SensorParameterValue,Timestamp]; 
 
GetSensorData(MostLikelyPath(epc, TimeFrom, TimeTo) ); 
 
/*Check SensorData against permitted threshold values*/ 
 
If SensorData above threshold 
 Return false 
Else 
 Return true 
 
End 

5.6 Summary 
 
In this section a number of algorithms were suggested, which can be used to answer end-user 
tracking and tracing queries. An overview of the flow of information in order to answer the queries 
was given and the way each data source should be accessed was described. Moreover, we 
proposed algorithms for accessing serial-level object location information from Discovery 
Services and EPC Information Services. Also, we described the way that the relational database 
that holds supply network structure information should be updated and accessed. Finally, we 
suggested a set of algorithms that put all the above together in a structured way in order to 
answer end user queries, using the algorithms defined in the previous section. Care was taken so 
that the above design is modular and information access functions can be used for different 
purposes and queries.  

6 Conclusion 
 
The aim of this report was to propose a track and trace model based on serial-level information 
provided by the EPC network and the Discovery Services and EPCISs in particular. This would 
act as an intermediate information layer between the EPC network and the enterprise information 
systems that need tracking and tracing information to support business applications and 
decisions, as described in Figure 1.  
 
The first step toward this goal was to capture the industrial requirements with regard to track and 
trace information needs. A series of semi-structured interviews revealed the requirements in 
terms of the type of queries that the track and trace model should be able to answer, as well as 
the granularity of location information that should be made available. Moreover, the requirements 
analysis pointed out a need for a specific set of end-user queries. A final important point was the 
concern of the industrial community on the security of the information communicated through the 
track and trace information layer, but this was out of the scope of this task. 
 
The proposed model consists of three main components: a relational database that describes the 
structure of the supply network, the probabilistic track and trace algorithms and the end-user 
queries. The purpose of the database is to store the structure of the network and to describe the 
location hierarchies and connections between nodes throughout the network. Information about 
transition times and transition probabilities between nodes is also stored in the database.  
 
The purpose of the probabilistic algorithms is to produce an estimate for the past, present or 
future state of an object. This is done by distinguishing between the actual and the latest 
observed state and by modelling the relation between successive states and observations. The 
advantage of these algorithms is that they provide a realistic estimate for the object’s state 
(assigning probabilities to different alternatives) and are able to reconstruct (under reasonable 
uncertainty) track and trace information in cases where some observations are missing. 
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Finally, in order to answer the end-user queries, event queries should be made to the Discovery 
Services and to multiple EPCIS instances to obtain information about observations of the object. 
The latter, combined with supply network structure information is fed into the probabilistic 
algorithms to answer a set of end-user track and trace queries. The output from these queries 
shall be made available to applications and users at the next layer of the information architecture 
to further support decision-making and operations.  
 
The novelty of this approach lies with the fact that the model is based on serial-level object 
information instead of information at a product-class level. Moreover, the use of probabilistic 
algorithms enables “intelligent” inference of tracking and tracing information, taking a step further 
from the traditional “stiff” track and trace applications.  
 

6.1 Applicability 
The proposed model could be applied in cases of complex supply networks in which there is a 
need to closely monitor the past and present flows of products across the network, as well as to 
produce an estimate on future product flows. The model can support dynamic supply network 
environments and can automatically tune its behavior in order to reflect changes in the network 
after some time. Moreover, the matrix-based algorithms enable efficient calculations for 
answering track and trace queries, enabling computational scalability. 
 
The model could be deployed either in a centralized manner (for example as a managed service) 
or it could run locally per company. In the first case, the central repository would have information 
about the structure of the whole supply network and would require access to object location 
information from all supply network partners. Access control becomes a critical issue in this case. 
On the other hand, a local instance of the model would overcome the security issue, although 
each company would probably have access to high level location information from its partners 
and granular location information only from its own facilities. Depending on the business context 
and constraints, one of the above approaches should be chosen.  
 

6.2 Limitations 
 
In order to ensure the completeness of this report, we should mention the limitations of the 
proposed model. First, the proposed algorithms have been stated in pseudo-code format and 
therefore further work needs to be done in order to transform these into executable source code. 
Moreover, our aim was to answer some basic track and trace queries, making some reasonable 
assumptions. We expect that when the model will actually be implemented to support real 
business operations, some additional functional requirements and challenges will emerge. 
However, we are confident that the proposed model will provide a robust basis for addressing 
these.  
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