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This document:

The present document aims to study the technical requirements which are necessary for
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study is based on applications using the Ultra High Frequency Band (UHF) on item-level-
tagging, as each garment will have to be identified by a unique Electronic Product Code on
its way from the manufacturer to the sales floor. Furthermore, it identifies critical aspects
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Abbreviations

AC/DC Alternating Current / Direct Current
AFF Apparel, Footwear & Fashion
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DC Distribution Centre
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EMI Electro Magnetic Interferences
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IP Internet Protocol
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LSHF Low Smoke Halogen Free
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PDA Personal Digital Assistant

POS Point Of Sales

RAID Redundant Array of Independent Disks
RF Radio Frequency
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R/W Read / Write
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SNMP Simply Network Management Protocol
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UPS
UTP
VAC
W
WAN
Wi-Fi

Uninterruptible Power Supply
Unshielded Twisted Pair
Voltage Alternating Current
Watt

Wide Area Network

Wireless Fidelity
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1 Introduction

The present document aims to study the technical requirements which are necessary for
implementing EPC/RFID systems along the supply chain in the textile sector that means
Radio Frequency ldentification systems following the established EPCglobal standards. This
study is based on applications using the Ultra High Frequency Band (UHF) on item-level-
tagging, as each garment will have to be identified by a unique Electronic Product Code on
its way from the manufacturer to the sales floor. Furthermore, it identifies critical aspects
which have to be taken into account when implementing EPC/RFID on the sales floor of a
textile retailer, in order to provide know-how on the different applications according to the
processes defined and in this way to support the pilot which is going to be carried out in task
7.4 by Kaufhof.

According to the results presented in the Problem Analysis which was conducted in task 7.1,
the European clothing sector is actually facing some problems in different processes along
the value chain, with the retail store presenting a major challenge, as existing technologies
cannot provide the required transparency in front and back store in order to maximize
customer service and satisfaction. Examples on application scenarios on the sales floor will
be presented in order to give end users an idea of the opportunities the RFID technology
presents today in order to make shopping a more pleasant experience for the customer, by
preventing inconveniences like out of stock situations and providing more details and
complementary information on the chosen garments directly in the fitting rooms

1.1 Boundaries

Although the technical requirements described in this document are valid for all possible
EPC/RFID applications along the entire value chain, based on the standards defined for EPC
Gen 2 in the UHF band, the implementation guidelines are focused on processes in back and
front store, since applications may differ considerably depending on the premises of each
retailer, whereas e. g. applications for dock doors usually are standard ones due to the
generally predetermined dimensions.

A detailed description of how EPC/RFID will impact the processes along the textile supply
chain will be presented in the Industry Trial Preparation Report in 7.5.

1.2 Objective of the Requirements Report

The aim of this study is to outline the technical requirements with respect to the main aspects
which are of major importance in an RFID system:

Requirements specified in the applicable standards which have to be met while implementing
an RFID system, such as:

The European Standards for the use of the UHF band ETSI 302 208 and ETSI 300
220

The EPCglobal Class 1 Generation 2 Air Interface Protocol Standard
The EPCglobal Tag Data Standard

Requisitions of the physical environments of the different applications, determining
parameters of reader and antennas:

Number and orientation of antennas installed
Antenna power signal
Reading cycle

Reader triggering
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Recommendation on the required hardware components and their nomenclature:
Set of reader and compatible antennas
Type of tags (compliant with EPC UHF, Class 1 Generation 2)
Wired infrastructure
Network devices (switches, routers...)
Control Units

Software specifications and system integration according to the EPCIS standard

Taking into consideration the defined requisitions stated above, the second part of the study
focuses on guidelines for the implementation of an RFID system on the sales floor by giving
examples of application scenarios as well as recommendations on the set-up and critical
aspects to be taken into account.

1.3 Working approach

First of all, the different logistic processes along the textile value chain, from the
manufacturer to the sales floor, which can be supported by the RFID technology, were
identified. Based on this identification, the RFID application used for each relevant process
was described in general.

The next step was the definition of the technical requirements which apply for all RFID
applications in the textile sector to provide the basis for the final implementation.

Taking into account these technical requisitions, examples of different applications on a
textile store were described in order to give the end user a step by step guideline from the
planning of an RFID project until its successful implantation and maintenance.

Textile Industry Requirements Report 10/67
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2 Process Steps

In this chapter and based on the work conducted in the Problem Analysis in task 7.1, first the
process steps along the textile value chain, which can be supported by the use of RFID
technology, were identified. In the second step the processes and possible EPC/RFID
solutions were described generally to give the reader an idea of the different settings and to
make clear that different processes require different RFID applications.

2.1 Process Step Identification

As already mentioned, the different processes each garment has to undergo along the textile
value chain determine the approach of the RFID solution. Thus the following processes in the
textile sector from the manufacturer via the storage in warehouses and the handling in
distribution centres to the back and front store of a textile retailer were identified and shown
in Table 23 which is to be found in the Appendices (section 7).

2.2 General process step description of all RFID-re levant
processes
Preconditions for all processes:

A printer with integrated reader prints the barcode on the smart label and then writes the
EPC (Electronic Product Code) on the tag. A tag with a unique EPC provided by a label
producer is attached to each garment right after leaving production.

The data acquired at each RFID read point is stored in a repository or data base integrated in
the company’s IT system following the EPCglobal EPCIS specification (Electronic Product
Code Information Services). This applies for all processes in which tags are read and
identified.

In general, the following EPCIS events are registered during each read operation:
EPC (what)
information on time of detection (when),
location of the read (where)

the process covered by the read (why)

2.2.1 Outgoing area of the manufacturer / distribut  ion centre
Lying garments leaving manufacturer for transportation

Lying garments provided with an RFID transponder containing an EPC and packed in cases
are read and identified at an RFID read point with antennas and a fixed reader installed
before passing through the docking door.

After the garments have passed the RFID read point, their status in the EPCIS is “shipped /
dispatched”.

This application facilitates the automatic identification of the goods leaving the manufacturers
facilities / the distribution centre. A dispatch advice can be generated and then compared to
order placed by the distribution centre / client, in order to make sure that the complete order
has been dispatched.

Hanging garments on rails leaving manufacturer for transportation

Rails with tagged garments on coat-hangers are read and identified while passing through an
RFID portal with antennas and a fixed reader installed. The information acquired is registered
in the EPCIS. The status of these garments is “shipped / dispatched”.

Benefits: Automatic control (verification and counting) and data acquisition of all leaving
garments, which can be compared to the dispatch advice sent to the client.
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2.2.2 Distribution Centre / warehouse
Lying garments entering the distribution centre / back store

Lying garments with an RFID transponder attached and packed in cases are read and
identified at an RFID read point with integrated antennas and a fixed reader right after
passing the docking door of the receiving area. The data acquired is stored in a database
which is integrated in the whole system following the specifications of the EPCIS. After the
garments have passed the RFID read point, their status according to the EPCIS is
“received”.

Hanging garments entering the distribution centre / back store

Right after entering the docking door, tagged garments on coat-hangers are read and
identified while passing through an RFID portal with integrated antennas and a fixed reader.
The information acquired is registered in the EPCIS, and their status is “received”.

This process enables the automatic verification and counting of the garments entering the
DC / back store. If some of them are missing on arrival, for example, it may be assumed that
they got lost during transportation, as the garments usually are verified when leaving the
dock door at the manufacturer / DC.

Handling garments

The verified goods with status “received” are then classified according to their handling:
goods destined for rework processes such as ironing, garments for storage and other
garments to be picked for an order.

In each rework zone, that is, at the internal transition points in the DC, warehouse and
between back store and front store, an RFID portal (for hanging garments) or read point (for
lying garments) for data acquisition should be installed to control the internal movements of
the garments. Thus the garments can be localized at any time, as the reads conducted at the
read points are stored on the EPCIS server as registered EPCIS events.

Cross docking

= Garments sent by the manufacturer entering the distribution centre and leaving for
transportation to an assigned customer.

After entering the docking door of the distribution centre, the garments are read and
identified while passing through an RFID portal or read point. Those goods that are not to be
stored but have a customer (back store) assigned in the EPCIS, are automatically identified
and sent to the corresponding dock door for transportation, where they will be read and
identified once again before leaving.

Thus it can be guaranteed that a particular order is shipped to the right destination. In the
ERP system of the DC, connected to the RFID system following the EPCIS, the order
number can be assigned to the customer who placed the order. Upon verification while
entering the DC, this shipment can be directed to the corresponding dock door, preventing
that the garments are shipped to the wrong client / back store.

Picking of garments

Lying garments : In the picking zone, all labelled garments which are to be picked for a
specific order are read and verified by a mobile reader prior to packaging for transportation.
The picked garments are then compared to the order to make sure that the right garments in
the ordered quantity have been selected. This will prevent errors in the compilation of the
order already at the DC, avoiding delays which occur when wrong garments are picked and
shipped and then have to be returned.
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Another possibility is the verification of the garments on a packing table, with a fixed reader
and antenna installed. While packing the garments in boxes, the attached tags are
automatically read and identified.

Hanging garments : All tagged garments picked for a specific order are put on a rail. They
can be read and identified using a mobile reader or while passing through an RFID portal
with fixed reader and antennas installed.

Once the picking is finished, the information acquired is registered as an EPCIS event,
indicating their current status. A dispatch advice is created and sent to the client. The
consignment is then moved to the corresponding docking door, where the garments are read
and identified once again before leaving the distribution centre.

Storage of garments / Inventory taking

Automatic inventory control : Once the tagged garments have passed the RFID portal
while entering the dock door or passing through an internal RFID transition point, the
garments assigned for storage in the warehouse / distribution centre or the back store are
placed on so-called Smart Shelves or Smart Rails with fixed readers and antennas for an
automatic inventory control. Whenever garments are added or removed, this will be detected
by the installed antennas and will be up-dated in the data base of the information system.
This enables the control of the stock in real time and offers the possibility to react quickly if
the inventory stocks of a certain garment is decreasing and thus avoids out-of-stock
situations.

Manual inventory taking : For small and medium sized enterprises a manual inventory
control using a mobile reader can be a cost-saving solution. If opting for this alternative, so
called location tags have to be attached directly to the shelves in order to register on which
shelf the garments are placed and identified, which in turn is important for locating garments.

Ordered garments leaving DC / warehouse

(See process step description “Garments leaving manufacturer for transportation”)

2.2.3 Sales floor
Placing garments (smart shelves or smart rails)

Tagged garments are placed by the sales staff on shelves or rails with integrated antennas
and RFID reader, identifying each single item by its EPC and the information associated to it
in the EPCIS, thus giving the personnel on the sales floor an overview on how many
garments in different styles, sizes and colours are being displayed. If, for example, a T-Shirt
in a certain style, colour and size is not on hand in the shop, the shop assistant can be
advised by the system and thus replenish the missing shirts.

While removing single items, item information such as, for example, price, colour, size, and
material as well as cross-selling-information like, for example, suitable clothes for
combination or promotions, is shown to the customer on a screen. ltem related information is
achieved from the company’s ERP, where master data is stored for the processing in the
different areas of the enterprise, such as Sales, Accounting, etc. Since the exchange of
master data between supplier and retailer is not yet specified in the EPCIS standard, it
follows the specifications defined in the EDI (Electronic Data Interchange) Data Interface for
the time being. The EPCIS events registered on the shelves / rails are available for the
supplier with a time difference of one hour, facilitating replenishment processes.
Nevertheless, the access to the EPCIS server for the supplier is a delicate issue. It has to be
decided which data will be made visible to the supplier, thus a security mechanism is
needed. So far, no such security concept which determines rolls and permissions for the
involved parties has been defined in the EPCIS standard, but it is under development as
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experts are aware of the importance of this aspect. A possible solution in the meantime is to
include a filter in the data base of the retailer to restrict access to non sensitive data.

Customer information in the fitting room

While the RFID reader and antenna integrated in the “intelligent mirror” of the fitting room is
reading the EPC of the attached tag, general and cross-selling-information associated to this
item in the EPCIS is being shown to the client on a separate screen, as, for example,
availability of colours and sizes, material, price, country of origin as well as additional
information on complementary colours and styles, other suitable clothes to be combined with
the chosen garment.

This happens as the information read on the tag is sent to the data base in the information
system following the EPCIS specification. The additional information linked to the EPC
appears on the screen. Like for the smart shelves and rails, item related information is
obtained via the EDI Data Interface. The scope of the exchange of master data between the
retailer and the suppliers is usually determined in a contract.

Customer information at mobile RFID information terminals / Searching items

If the customer needs more information on a specific garment before fitting or asks for certain
clothes found in another store, they can obtain the required data upon request to the store
personnel through an RFID information terminal with a mobile reader.

Payment at the cash desk

While reading the transponder by an RFID module with integrated antenna and fixed reader,
which is connected to the cash desk (POS), data related to the corresponding EPC is
registered in the EPCIS which automatically reduces the availability of this garment for its
specific colour and size (inventory control of the stock) and the price to be paid is shown on
the screen. This EPCIS event is also accessible for the provider, thus facilitating the process
of replenishment. A filter should be programmed in order to limit the access to non sensitive
data.

After payment has been completed, the tag may be removed by the sales staff or remain on
the garment and can be “deactivated”.

There are different options:

Removing the label (in this case the retailer has to decide how to proceed with the tag
for security reasons)

Resetting the tag (= to zero its content), that means the information associated to the
tag in the EPCIS is not accessible anymore. In this case, the EPC information of the
garment linked to the ticket could be stored in the retailer’'s internal data base.

Killing the tag, which means it will not work any longer and cannot be read anymore.

Devolutions at the cash desk

In case the label has not been deactivated, the tag of the returned garment is read, identified
and associated to the information on the EPCIS server (price, colour, size, material, etc.) via
the RFID module at the cash desk.

The availability of the garment in its specific colour and size is adjusted automatically in the
data base of the information system (inventory control).
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If the retailers’ business policy does not allow the devolution of money but the change of the
garment instead, other clothes with similar characteristics and prices may be suggested to
the customer, using the RFID information terminal with mobile reader.

In the case of deactivated or removed tags, the customer will have to present the sales ticket
(this is a mandatory step in all retail stores so far).The relation of the product code has to be
printed on the ticket (in numerical or barcode format, for example) to enable the change of
the garment or the devolution of money. This code will be linked in the database to the tag’'s
ID. If the returned garment does not present any defects and therefore is determined for sale,
a new tag with the corresponding EPC has to be printed using the tag printer connected to
the system. The shop assistant will then attach the tag to the garment.

Note: This RFID application will not be installed in the pilot in task 7.4 and involves possible
risks regarding privacy, which will be further explored in 3.2.1.2.

The RFID applications installed on the sales floor will offer various benefits for the customer
like detailed information on the selected garments as well as suggestions for combination
with other clothing articles. Furthermore, it helps prevent out-of-stock situations and
consequently avoids lost opportunities of sale. On the other hand, it gives a valuable insight
into the customer’s behaviour and preferences. The record of the in-shop movements of the
garments and the data obtained from the reads in the different applications, like, for example,
how often a garment is tried on, which colours are preferred, which are the current sizes and
which garments are finally bought by the customers allows an analysis of the success or
failure of a garment. This information will be of great value for the strategic sales approach
and provides also the supplier and manufacturer with information on the current trend in
textiles.
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3 Description of the technical requirements, focusi ng on
EPC/RFID processes on the sales floor

This chapter focuses on RFID processes on the Sales Floor and is closely linked to the pilot
regarding task 7.4, which is going to be carried out in a selected shop of Kaufhof.
Nevertheless, it should be stressed that there is already an established Work Group within
EPCglobal, Apparel, Footwear and Fashion (AFF), which is analyzing the different
processes, applications and technical requirements along the whole textile supply chain.
Whereas the objective of AFF is to work out the technical requirements for the textile sector
from the perspective of manufacturers for the development of Hardware components and for
Solution Providers with regard to different applications, this task is focusing on end users, i.e.
textile companies to help them considering all necessary aspects when implementing
EPC/RFID.

Since many RFID applications are repeated in the different processes the products have to
go through on their way from the manufacturer’s facilities to the Sales Floor (please see table
Process Step Identification), this analysis covers all different and necessary applications
which might be supported by RFID technology all along the textile supply chain.

3.1 Electrical and Radio Frequency (RF) requirement s at the
installation sites

Before describing the most important factors which have to be taken into account when
selecting RFID Components, it has to be assured that the electrical and radio frequency
conditions on the sales floor meet the requisitions defined in the European Standards for the
UHF band.

Electrical installation must fulfill the national regulations. Regardless of this, RFID
installations do not require a specific electrical installation, thus using a standard one with
uninterruptible power supply (UPS) will be enough. UPS is necessary for current peaks and
current interruptions, and the power supply will depend on the number of installed devices.

RF requirements at the installation sites are non interfering signals in the UHF band. In the
European Standard ETSI EN 302 208 - 1 for RFID in the UHF band from 865 MHz to 868
MHz there are 15 channels available, separated from each other by 200 kHz in the spectrum
(see Figure 1). Readers usually transmit in the 10 channels available in the band from 865,6
MHz to 867,6 MHz, as they can be used at 2 W effective radiated power (e.r.p.). In the
frequency range from 865 MHz to 865,6 MH readers can only transmit and receive at 0,1 W
e.r.p., whereas in the range from 867,6 MHz to 868 MHz they work at 0,5 e.r.p. Furthermore,
the standard defines the beam width for antennas that means the margin of angles where the
effective radiation power may differ less than 3 dB compared to the maximum e.r.p. The
beam width generally depends on the dimensions of the antenna: Huge antennas, for
example, have a small beam width. ETSI EN 302 208 limits the beam width for both vertical
and horizontal polarizations to 70° if the radiation power for transmission is equal to or higher
than 0,5 W and to 90° if it is lower.

Following the UHF RFID standard, the LBT (Listen Before Talk) parameter lets the reader
choose a channel to operate only if the level of noise signal is less than -96 dBm. That
means the reader will switch from one channel to another searching for a noise free channel.
Thus, if all channels have more interferences than specified in the LBT, the reader will not
detect any tag. In addition, the mandatory listen time has to be less than 5 ms before each
transmission. Furthermore, each reader can use a channel continuously for transmission
only for a maximum of 4 seconds. After that, either a pause of 100 ms is required for
transmission on the same sub band or the reader has to switch to another channel.
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Figure 1 Standard ETSI EN 302 208 - 1 for RFID in the UHF band

Another European Standard in the UHF band is defined in the ETSI EN 300 220. It describes
the use of the frequency band from 869.40 MHz to 869.65 MHz at 500 mW e.r.p. with the
restriction of a maximum of 6 minutes transmission allowed within any one hour, referred to
as 10% duty cycle. This band may be generally used for hand held readers which operate at
a relatively short distance and is most suitable in a Dense Reader Environment as the mobile
reading device will not occupy one of the 10 channels available according to EN 302 208. As
a huge amount of garments on the European Market is produced in Asia, other possible
frequencies used according to the specific country regulations and the resulting tag
requirements have to be taken into account to guarantee a correct reading of the tags
throughout the whole supply chain, from the manufacturer’'s site in the Asiatic country via
Distribution Centers to Back and Front Stores in European countries.

3.2 Selection of type of tags, positioning and loca  tion requirements

The requisitions have been selected based on the experience of AIDA Centre S.L. in RFID.
The results from the tests in apparel carried out by GS1 Spain have also been taken into
consideration as they have tested a great variety of special tags for textile products in
different positions and for diverse applications.

3.2.1 Tag

Apart from the end user processes, tags in sales floor and POS come from the whole supply
chain. That means the tag attached by the manufacturer is the same we can find on the
sales floor. For this reason we will use only EPC UHF Class 1 Generation 2 (C1Gen2) tags,
instead of other standards such as HF that may not be suitable in other RFID relevant
processes, due to its minor reading distance.

For the identification of each single item, a numbering system is required. EPCglobal has
developed a tag data standard, the Electronic Product Code (EPC), which will be encoded on
the tag. (SGTIN 96 = Serial Global Trade Item Number with a total of 96 bits).

Header EPC Manager Object Class Serial Number
8 bits 28 bits 24 bits 36 bits
EPC version | Manufacturer (XYZ | Type of product (stock | Unique identifier
number Computer Co.) keeping unit SKU) for item
268 million companies 16 million classes 68 million serial
numbers

Table 1: EPC structure.
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For the textile sector, there are some specific UHF Class 1 Gen 2 tags on the market which
were developed taking into account the requisitions of the textile sector and the garments.

Due to the characteristics of the RFID technology (wireless communication without line-of-
sight up to 5-8 m.), determined usage of tags can imply privacy considerations. For
applications in the textile industry there are two alternatives of tag usage: reusable or
disposable tags.

3.2.1.1 Reusable tags

Reusable tags offer the advantages of being cost-saving and more robust. Usually they are
plasticised to prevent them from being damaged due to their constant use.

While reusing a transponder, the attached tag is removed from the garment after payment
has been effected, that means the customer does not keep the tag himself. This option is
more secure from a customer privacy point of view since it prevents the customer from being
eavesdropped out of the shop.

Reusing tag impedes using the EPC for after sales services at the Cash Desk, such as
devolutions.

Reusable tags trace a closed-loop track on their way through the value chain. That means
when the tag is removed from the sold garment it must be prepared to start a new cycle in
the Supply Chain:

Using the same ID: The tag is simply attached again and registered in the company’s
ERP system (Enterprise Resource Planning system) as a new garment. This option
can be used only for tags which do not have the EPC combined with a barcode
(GTIN: Global Trade Item Number) on the label.

Using a new ID: The tag is rewritten using an RFID module (via the reader
applications or an RFID printer), and the new ID is registered in the ERP. As in the
case of using the same ID, this option does not offer the possibility to use a barcode
(GTIN) as a support technology.

3.2.1.2 Disposable tags

A disposable tag can not be rewritten and thus can only be used once for one specific
garment along the value chain. Considering the low cost of EPC tags, disposing them is not
a big economic problem and offer new after-sales possibilities to the customer. Disposable
tags trace an open-loop track along the value chain, starting at the manufacturer facilities
and ending up in the Front Store or in the customer’s possession. At the Cash Desk, the
shop assistant has the last chance to manipulate the tag with regard to privacy matters.

Usually, it should be the customer who decides to keep the tag after payment or having it
removed and disposed of by the sales person in the store. But this implies that the customer
is informed about the different possibilities to handle the tag and the information associated
as well as the impact this may have on the his/her privacy. In general and irrespective of
being removed or kept on the garment, there are two options how to handle a disposable tag
after selling the garment:

Resetting the tag: To reset a tag means to rewrite its ID to a random value in order to
avoid the possibility to link the tag’s information to the customer. This operation must
be performed at POS. Due to further information on the label, such as the barcode
(GTIN), resetting the tag can offer the opportunity to facilitate after-sales services in
case of devolutions, , for example,
Killing the tag: To Kkill the tag at the POS means the tag will be disabled after
payment, which implies that it's EPC cannot be read and identified anymore. This
option is the safest with regard to the customer’s privacy, since no information can be
associated to the labelled garment.
Retailers should always opt for one of the above described options in order to protect the
customer’s privacy. Not manipulating the tag at all, which means that the tag would keep
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the same ID and functionalities even outside the sales floor is a very delicate matter, as
the customer might suffer eavesdropping by a third person when leaving the shop,
without even being aware of this possible risk.

When opting for destroying the tag by killing or resetting its EPC after selling the garment,
there will not be any possibility to access the associated data on the EPCIS server. In
order to offer a personalized after sales service, the EPC should also be printed visibly on
the label, either as barcode which would require a barcode scanner for identification on
return or as a number, which is even easier to handle since the data stored in a database
of the company’s ERP can be accessed just by introducing the number.

3.2.2 Positioning

Placing tags in RFID environments is probably the most determining aspect for a good
system performance. As Work Package 7 of the BRIDGE project is only focused on item
detection, the tag has to be attached to the label of the garment or integrated in it. This offers
the option to remove the tag from the garment after selling it. The label can be placed inside
the folded garment to avoid possible tag short-circuit.

When talking about garments, metal components like belts, necklaces or some kind of shirts
with metallic adornments have to be taken into consideration. Obviously, these kinds of items
are a problem for RFID detection when simple textile tags are used, as metal surfaces
impede a correct reception of the signal by the tag’s antenna. That does not imply that
specific tags apt for metal surfaces should be used along the whole supply chain since the
price of these tags is considerably higher than in usual transponders, but they present a
good option when garments with metal components have to be labeled.

Placing tags on the garment label gives the retailer the option to remove the tag when selling
the garment or to leave the tag on the label, if desired. When opting for the second
possibility, security and privacy issues should be considered. When removing the tag, it can
be re-used along the Supply Chain by writing another unique ID on it (if the chip of the
transponder is apt for that).

3.3 Location requirements

Depending on the RFID process and the application on the Sales Floor, the location can be
prepared in several ways. The requirements of each process can be configured with respect
to reader capabilities and antenna design. Configuration capabilities of readers depend on
the manufacturer’s requisition, apart from the basic configurations specified in the European
Standard ETSI EN 302 208, which is mandatory. Typical configuration modes are:

Web access configuration console
Serial connection configuration

Antennas do not have any specific configuration options, as power output or working mode,
for example, are defined for the reader, thus the only possible configuration is the physical
position as well as its orientation in the reading zone with respect to the beam width.

The following reader and antenna parameters are configurable and adaptable for the
processes on the Sales Floor:

3.3.1 Modifiable parameters of reader and antenna

Number of antennas: Hand-held readers usually use a single antenna whereas fixed
readers (the latest commercialized models) can use up to 8 antennas. In general, the
number of antennas depends strongly on the dimensions of the RFID application and
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the interrogation zone. For example, a dock door with common dimensions may
require 6 antennas to obtain good detection ratios.

Antenna power signal: The antenna output power signal (see Figure 2) can be fixed
in a range of several dB, thus this parameter is adjustable depending on the location
to avoid interfering signals with other devices or “phantom” reads from other areas in
the shop.

Reading Cycle: This parameter adjusts the number of “queries” per period, thus
ensuring the correct reading of tags by optimizing the signal emission of the reader
and the time for responding of the tags. This is important in dynamical RFID detection
environments.

Tag selection: Although the tag selection for this project is EPC UHF C1Gen2, there
is the possibility to use other kinds of tags (for other specific processes), thus a
company might be interested in RFID readers with multi-standard reading capability,
using different frequencies and codification. Several RFID standards are shown in
Table 24 in the Appendices (section 7) as well as its main applications, technical
features and security features.

Other parameters: There are other configurable parameters for an RFID reader which
are relevant for the performance of an RFID system but not for location requisitions.
E. g. network configuration, RF channels, operating system, managing system ...

Figure 2 Radiation Pattern of an RFID Antenna in the UHF band.

3.3.2 Requirements for each location

Each location has different RFID requirements if a correct performance of the system wants
to be achieved. The following locations are related to the RFID processes on the sales floor
and in POS.
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Smart shelves and smart rails: Depending on the size of the shelves and rails, the
number of antennas (and consequently readers) integrated will vary, and the output
power should be adjusted accordingly, in order to regulate the read range and to
reduce interferences. The antennas should be placed forming different angles in
order to avoid non covered corners in the reading zone.

Fitting rooms: Similar to smart shelves and rails, the position of the antenna and its
orientation must be chosen with respect to the reading zone, taking into consideration
the positioning of the client in the fitting room and the output power has to be adjusted
with regard to the absorption of radiation by the human body. The antennas have to
be placed in such way to cover the whole cabin. Motion detectors can be integrated in
the system in order to activate performance only if someone is inside the fitting room.

Mobile RFID information terminals / mobile readers: Hand-held readers can not be
configured physically, that means it is not possible to use more than one antenna or
to change the antenna model, as a mobile reader is a fully integrated device.
Parameters that can be modified are related to Software components, e. g. the
reading cycle (see modifiable parameters for readers and antennas) must be
adjusted to achieve good reading ratios, considering the mobility of the device. Other
parameters such as reading distance will depend on the user.

POS - module: This depends on the POS application and configuration. Taking into
account that the POS is the most critical RFID process from the customer point of
view, the antennas must be placed (and the reader configured) carefully to avoid
possible tag detection errors. That means the RFID components have to be
integrated in such a way that the signal transmitted by the module does not affect the
rest of the tags on the sales floor, apart from the label of the garment to be sold. This
can be achieved, for example, by reducing the radiation power or using specific
narrow-beam antennas to limit the reading distance of the reader installed to prevent
undesired reads.

RFID read point: This point is important for the identification of lying garments
passing from back store to front store. An antenna with reader can be placed under
the table in order to detect the garments which are placed on it. A motion detector
can be useful for this module too.

RFID portal between back store and front store: This is probably the most complex
location with regard to RFID reading ratios due to distance and reading velocity.
Number and position of antennas, as well as power and reading cycle are
determining factors to assure a good performance of the RFID system. The criteria
for a portal configuration must fit the following parameters:

0 Reader: The most important parameter of a reader in a portal is the number
of antennas. This nhumber depends strongly on the size of the portal, since the
dimensions define the final design of the application. A common portal with
the dimension of 3x3 m is usually configured with 6 antennas, although a
portal for the identification of hanging garments on their pass from back store
to front store will probably be smaller and thus may need fewer antennas to
cover the interrogation zone. There are other relevant parameters in the
reader such as data connection or dense reading performance, which must be
taken into consideration. Physical characteristics are also decisive: size,
weight or resistance to adverse weather, are relevant depending on the place
where the reader is going to be installed.

o Position of antennas: The correct position of the antennas is a significant
aspect. The following applies in general: The taller a portal the more antennas
should be placed laterally, whereas the wider a portal the more antennas
should be placed overhead.
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0 Antenna radiation diagram: Depending on manufacturer and application, the
radiation of the antenna can be wider or narrower. For a good performance
the portal must be fully covered by the antenna radiation.

o Orientation of the antennas: The orientation of the antennas is related to the
antenna radiation diagram, thus for a complete coverage of the interrogation
zone the antennas must be oriented according to the dimensions of the portal
as well as the type of antennas that are to be installed, which in turn strongly
depends on the selected reader.

0 Reader triggering: The RFID reader can be constantly scanning the reading
zone, or reading only if movement is detected, by using a motion detector.
This feature helps to optimize the reading performance in a dense reader
environment due to the limited availability of channels in the UHF band.

3.4 Selection of Hardware elements: readers, antenn as, wired
infrastructure, network devices, control units, etc

The recommendation of hardware components and the important aspects to be considered
when selecting appropriate devices are based on the experience of AIDA Centre in
implementing RFID systems The results from the tests in apparel carried out by GS1 Spain
have also been taken into consideration.

3.4.1 Readers

Using EPC UHF Class 1 Generation 2 tags, a standardized European UHF reader has to be
used. Several devices compliant with this standard can be used, and only external
parameters like number of antennas or connection ports are different. There are mainly two
kinds of readers: mobile and fixed ones, which can be used depending on each process.

3.4.1.1 Fixed readers

Fixed readers are commonly used in retail applications. A reader is being fixed in a place
where an RFID process wants to be tracked without human interaction.

There are two performing options: the constant detection mode and the motion detection
mode.

In the first case the system is constantly transmitting / detecting tags on garments
while being placed or passing through a Read Point with one ore more antennas and
reporting these events to the EPCIS.

In the second option, a motion detector is integrated into the system, forcing the
reader to transmit only when motion is detected in the reading zone, thus reducing
energy consumption as well as interferences in the interrogation zone.

The system is constantly detecting tags on garments while being placed or passing through a
Read Point with one or more antennas, and reporting these events to the EPCIS.

3.4.1.2 Mobile readers

A mobile reader requires the interaction of a person tracking the items manually. Mobile
readers are used when non typical operations are performed:

Reading small amounts of garments
Used as a kind of emergency system when a Read Point is temporarily disabled, etc.

Furthermore and thanks to their flexibility, mobile readers are preferred in areas which are
difficult to access.
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3.4.2 Antennas

The selection of antennas is mostly determined by the reader manufacturer. Usually all
manufacturers use specific connectors (or even disabling circuits) to prevent the use of an
inappropriate antenna, thus avoiding a possible misuse or in the worst case the break down
of the reader. This means when selecting the reader device, the set of compatible antennas
has to be taken into account. Apart from technological compatibility, there are other
parameters related to the correct performance of the installed antennas:

Shielding material: RFID performance is very susceptible to interferences due to the
small signals backscattered by the tags. For this reason, antennas and the antenna
wiring must be carefully shielded.

Radiation diagram: Depending on the application, different kinds of antenna radiation
can be used. The antenna radiation is measured by degrees, and the narrower the
beam the longer the reading distance.

Protection against physical impacts: Depending on the application scenario, antennas
placed on the floor are in risk to be damaged as a result of the common business
operation such as trans-pallet circulation, truck unloading, etc ... Resistant material is
recommended at this point. The protection should cover the antenna’s surrounding
area, but never the front side as signal reception can be attenuated.

3.4.3 Wired infrastructure

The wired infrastructure can vary from one country to another as a result of the electrical
regulations. Apart from that there are mainly two kinds of wiring infrastructure supporting an
RFID installation: optical and electrical wiring.

Electrical wiring: An RFID reader with TCP/IP connection, standard UTP cat.5e LSHF
(Low Smoke Halogen Free) with RJ45 connectors must be used. This kind of wiring
can only be used in limited locations as a result of its reduced transmitting distance
(up to 100m.). One possible solution to slightly expand the system dimension is to
strategically place network devices (like switches) to avoid distances longer than
100m.

Optical wiring: When RFID systems have to be installed in huge places, or the system
is placed in two different places (, for example, two different stores) with a big
distance in between, then optical wiring is necessary. Optic fiber can reach distances
up to kilometers and can connect two or more electrical networks thanks to
transceiver devices.

3.4.4 Network devices

Network devices (like switches and routers) must fulfill the given standards for devices, and it
is not a critical element (data transferred by RFID readers is considerably low). IT Systems
departments in companies usually standardize these devices for the whole corporate
network, thus network devices for RFID systems should follow the same indications.

Remote configuration and managing option is advisable to facilitate the maintenance of the
RFID system. Likewise, if optic fiber is used, a network device with optical connection
capabilities must be selected.
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3.4.5 Control units

Finally a server (or more than one) is used to manage the whole system. Servers are also a
very common device with a great offer to choose. Like network devices, this kind of
equipment is usually specified by IT systems departments.

Server configuration must correspond to the technical requirements of the software, but there
are some advisable server configurations that must be taken into account to assure a
suitable security level, mostly referred to the mechanical parts of the server:

Hard disk: Redundancy is always necessary when data storage is critical. Loosing the
hard disk means all data since the break down (or even before) is lost. For this
reason a redundancy like RAID1 or bigger is necessary. RAID1 means two hard disks
are used, one as a mirror of the other, thus all data is always duplicated. If one of
them breaks down, the other continues working, thus giving the maintenance team
time to replace the broken one.

Power supply: Like the hard disk, the power supply is one of the most fragile
components of a server. Any kind of a power irregularity, or even the passing of time,
increases the possibility of a power break. An uninterruptible power supply (UPS)
only solves the problem if the current break is external, so a second power supply for
the server is necessary.

3.5 Nomenclature of Locations and Hardware elements (numbering
systems for each hardware element)

The nomenclature of locations and hardware elements is a strategic issue in an RFID
project, especially for huge projects and maintenance tasks. Nomenclature must correspond
to the dimensions of the RFID system and its design depends completely on the individual
installation.

Due to its importance, a standardized nomenclature should be used. Following the
EPCglobal standards, the application level events (ALE 1.0) can be used to name the
different components. ALE does not stipulate a determined structure to customize RFID
elements, but recommends basic parameters to be specified:

Logical Reader Name
Physical Reader Name
Antenna

At a minimum, an ALE implementation should provide a straightforward way to map a logical
name to la list of reading sources. That means a “logical” RFID reader can be defined using
the data from various physical readers.

Apart from the selection of fields (logical reader, physical reader and antenna), the digits of
each field have to be fixed for the whole implementation in order to provide a single data
format.

Logical Reader: An upper reading entity collecting data from a number of physical
readers. This field can also include a location specification (, for example, a shop for
an RFID application in the textile sector)

Physical Reader: RFID device with a set of antennas

Antenna: Model and location of each antenna.
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Based on the ALE 1.0 recommendations a proposal of a specific nomenclature for a textile
application could be as follows:

[LOGICAL READER: 4][PHYSICAL READER: 2]JANTENNA: 3]
BCN1-01-L01

Barcelona shop 1, reader 1, antenna 1 on the left.

In this proposal, the field for the logical reader disposed of 4 digits, the physical reader has 2
digits and the antenna has 3.

Only two digits for the parameter PHYSICAL READER are proposed, since a denser reader
environment can cause problems due to the limited channel availability specified in the ETSI
EN 302 208 Standard, thus it is technically not recommendable.

3.6 Editing of Use Cases (Detailed technical descri  ption of single
RFID processes)

Use case 1: Recognizing a new tag on its pass from back store to front store.

General characteristics

Proposition Identification of a new tag.

Pre-conditions | Reading of tags entering the sales floor from the back store.

Post-conditions | The new product is included in the database of the sales floor (EPCIS).

Trigger The system begins to read when items are passing from back store to front
store, activating a motion sensor to detect the direction of movement.

Description / overview

Once movement from back store to front store is detected, the system begins to “scan”
the passing zone. When a tag is read, its information (ID, location, antenna, data and
time) is registered in the EPCIS (new garment has entered the front store). If any
incompatibility is detected (repeated ID, incorrect ID format...) the error is immediately
reported to the system.

Flow diagram

Step Activity Condition of error

1 Movement of the items activates the
reading system.

Identification of a tag.

The information of the event is stored in the | Access to the EPCIS is not
EPCIS. available.

4 Information associated to the new tag in the | Another identical ID is
company’s ERP is available on the EPCIS | present on the sales floor.
server. Data from repositories is linked to
the system following the EPCIS
specifications and master data is connected
to the EPC by an EDI Data Interface.

Hardware
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Fixed RFID reader

Group of antennas (on each side and on top)

Tag (UHF, Class 1 Gen 2)

Al W NP

Motion sensors

Notes

Table 2: Recognizing a new tag on its pass from back store to front store.
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Use case 2: Placing items on shelves or rails.

General characteristics

Proposition Identification of the number of garments placed on shelves or rails.

Pre-conditions | Garments with tags placed on shelves or rails with integrated antennas and
reader.

Post-conditions | Information on garments removed from the shelves or rails is registered as
EPCIS event and stored on the EPCIS server, up-dating the availability of
the removed garment in the front store (important for replenishment
processes).

Trigger The system checks within a predetermined period of time the number of
garments present on each shelf or rail.

Description / overview

The system checks within predetermined intervals the number of garments placed on
each shelf or rail. When an item is removed (= ID not present), the system sends this
information to the EPCIS server, which can be accessed by the supplier (to facilitate
replenishment). Sensitive information associated to an EPC should be secured by using a
filter, for example, since the security aspect is not yet covered in the EPCIS standard.

Flow diagram

Step Activity Condition of error
1 Periodical reading in predetermined
intervals, programmed by the reader
software.
2 Identification of the tag's ID. The

information associated to the EPC is
available on the EPCIS server: data from
repositories via the EPCIS query interface
and master data via EDI Data Interface.

3 If an ID is missing, this is reported to the | Access to the EPCIS is not
EPCIS. available.
4 The information stored in the EPCIS is used

to facilitate the replenishment from back to
front store, assuring availability of different
styles, colors and sizes.

Hardware

Fixed RFID reader

Group of antennas along the shelves or rails close to tag position
3 Tag (UHF, Class 1, Gen 2)
Notes

Table 3: Placing items on shelves or rails.
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Use case 3: Intelligent mirror and information point.

General characteristics

Proposition

Shows useful information to customers, related to the ID of the identified
tag.

Pre-conditions

Proximity of a tagged garment to an information point, or an intelligent
mirror in the fitting room.

Post-conditions

The system records the identified items and sends the information to the
EPCIS server, providing the customer with related selling and cross-selling
information.

Trigger

The system reads within a predetermined period the garments close to the
information point or intelligent mirror.

Description / overview

The system checks within predetermined time intervals the garments in the vicinity of an
information point, or in the fitting room. When the reader detects a tag, the transponder’s
ID is stored to the EPCIS server and useful information associated to this ID is shown to
the customer on a screen (such as prize, color, size, combinable clothes, related
products, etc.). Information stored in data repositories is connected to the RFID system
following the EPCIS standard whereas master data is linked to the EPC using the EDI
Data Interface. This information obtained from the read (which garment (style, color, size)
is selected, which garments are combined, etc.) can be used by the company for statistics
or studies of customer behavior.

Flow diagram
Step Activity Condition of error
1 Periodical reading within predetermined
time intervals.
2 Identification of a tag.
3 The system shows the customer the | Access to the EPCIS is not
associated seling and cross-selling | available.
information on a screen.
4 The read (identification of the garments’
EPC) with information associated to the
identified ID is registered as an EPCIS
event and available on the EPCIS server.
Hardware
1 Fixed RFID reader for fitting room, mobile RFID reader for information
point.
One or more antennas.
3 Tag (UHF, Class 1, Gen 2)

Information screen and CPU (= Central Processing Unit)

Notes

Table 4: Intelligent mirror and information point.
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Use case 4: Point Of Sales module.

General characteristics

Proposition Tag offers added value at the POS.

Pre-conditions | The customer takes selected garments to the Cash Desk for payment; the
shop assistant activates the reader. The ID of the tag is identified and the
required information stored in the company’s ERP (price) and associated to
the EPC is made visible via the EDI Data Interface (due to missing
specification for handling master data in the EPCIS standard).

Post-conditions | The total amount to be paid is shown on a screen. Once the customer has
paid the selected items, the label's ID may be turned inaccessible.
Depending on the company’s policy the tag can be removed, reset or
“killed”. Furthermore the system will decrease the stock in the EPCIS.

Trigger The shop assistant manages the RFID system from a POS computer (that
means activation of the reading process for identification and deactivating
the tag’s ID after payment has been completed).

Description / overview

The POS is the last step in the shopping process, where the customer takes the garments
for payment. After payment, the stock in the front store decreases automatically and the
tag’s ID attached to the garment should be disabled, respecting the customer’s privacy.
When deactivating the tag, the EPC should be available on the sales ticket, in numeric or
barcode format, for example, in order to guarantee the access to the related information in
the EPCIS when returning a garment.

Flow diagram
Step Activity Condition of error

1 The shop assistant manages the RFID POS
module (= activation of the reader).

2 Identification of the tag attached to the
selected garment/s.

3 The system shows the shop assistant | Access to the EPCIS is not
information related to the ID. available.

4 The stock decreases automatically in the | Access to the EPCIS is not
EPCIS when a garment is sold. available.

5 After payment has been completed, the

tag's ID should be disabled using the
following options:

Removing the tag in the POS.
Resetting the tag (over-writing a
standardized ID, giving it the status
“sold”).
“Killing” the tag.

Hardware

Fixed RFID reader

One or more antennas.
Tag (UHF, Class 1, Gen 2)
Information screen and CPU
Table 5: POS module.

Al W N P
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3.7 Software Specifications

Middleware is needed to manage the RFID system (such as readers, antennas or network
devices), and in an upper level a management software containing the company’s
applications interacting with the RFID processes. On a high level these are the requirements
for RFID systems:

Compatibility with RFID readers (drivers, specifications, etc)
Secure communication (https ...)

System to be accessible via Web

Database connection

Monitoring options

Managing options

The RFID processes on the sales floor have different software requirements, and the
integration of all hardware elements into the company’s ERP system has to follow the EPCIS
specifications.

3.7.1 Recognizing a new tag on its pass from back s  tore to front store

There are no specific software requirements in this process since only one reader with
antennas is needed. Software managing and monitoring the reader is installed outside the
sales floor.

3.7.2 Placing items on shelves or rails

There are no specific software requirements in this process since only one reader with the
appropriate antennas is needed. Software managing and monitoring the reader is installed
outside the sales floor.

3.7.3 Intelligent mirror and information point

These modules are provided with an information screen and a CPU, showing selling and
cross selling information related to the tag's ID. The software of this CPU must have the
following features:

Graphical interface (to automatically show the related information on the screen).

Currently there is no standard available which defines the software specifications required to
make the information visible on the screen. It should be further discussed if such a standard
would be necessary and/or feasible in order to harmonise the format of the information
shown. Furthermore, it should already be considered if in the future other than just selling
and cross selling information might be shown on the screen, like for example multi media
data (small films or advertisements, etc.) which will possibly require certain specifications for
the Software to process data into visible information on the screen.

3.7.4 Point of Sales module

This RFID module will be placed in the POS area interacting with the shop assistant. The
person working at the Cash Desk uses the “POS RFID module” to realise specific functions,
such as activating the reader (to start the read operation) or disabling tags after payment has
been completed. Software requirements for this module are:

Graphical interface (touch screen system)
0 All Cash functions
0 RFID functions (reset, kill)
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3.8 EPCIS (Electronic Product Code Information Serv  ice)

The network of Software Components should follow the rules defined in the Electronic
Product Code Information Service (EPCIS) for communication and data exchange.

The EPCIS which was ratified in April 2007 by EPCglobal, is a standard that specifies two
data exchange interfaces as well as a data model. The data model provides information
about physical objects (labeled items), including EPC, Event Time, Business Process, Status
as well as location of the identified object. This information takes the form of events,
describing specific occurrences along the supply chain from goods dispatched at the
manufacturer’s facilities until their reception and handling in the Back and Front Store.

The Event Capture Interface defines a standard way for business applications, generating
visibility data to be communicated to applications, like, for example, repositories.

The Query Interface provides a standard way for internal and external systems to request
business events from repositories and/or other sources of EPCIS data, using a parameter
driven query language. It covers two types of queries:

Poll Queries for a synchronous, on-demand response

Subscription Queries for an asynchronous scheduled response.

Figure 3 EPCIS scheme.

As mentioned in chapter 2, the EPCIS standard does not yet define an interface for the
exchange of master data. RFID users highly recommend developing a specific data interface
to obtain these data and connect it to the EPC in order to simplify the system integration by
just using one standard, whereas EPCIS experts have their concerns regarding this
simplification with regard to confidentiality.

A security mechanism to prevent access to sensitive or confidential data is another important
aspect which is not yet specified in the EPCIS standard. But EPC experts are aware of the
importance, and a security concept which defines rolls (like, for example, supplier,
manufacturer and retailer) and permissions (that means, who is allowed to access which
data) is currently under development.

For the time being, other available and suitable data interfaces as well as security
mechanisms like, for example, filters will have to be used until these aspects have been
defined in the EPCIS standard.
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4 Guidelines for RFID implementations in the textii e sector

The present section is based on the general methodology used by AIDA Centre S.L. for the
implementation of its projects and pilots, based on the experience of the company in the
RFID field in general, and on textile projects in particular. This guideline is fully based on the
EPCglobal recommendations for the utilisation of RFID. The following standards have been
used in this document:

EPC Class-1 Gen-2 UHF RFID Protocol for Communications at 860 MHz — 960 MHz
Version 1.0.9

EPC Tag Data Standards Version 1.3

EPC Information Services (EPCIS) Version 1.0

ALE Specification 1.0

EPC Reader Management 1.0

ETSI EN 302 208-1 V1.1.1

ETSI EN 300 220

This document is constraint to processes on the sales floor (front and back store), as dock
door applications along the supply chain are usually standard ones. The methodology
presented in this document begins when the Planning & Requirements stage is finished. It is
mainly based on the following two parts, as shown in Figure 4:

Design & Implementation
Test & Maintenance

Figure 4 Project lifecycle.

Before implementing an RFID system on the sales floor, there are some aspects which are
not necessarily technical but should also be taken into consideration. The following list will
give an overview of these points:

Collaboration with different departments in the implementing company:

Usually, it is not only the technical department, that is implied in the implementation, but also
related ones such as , for example, the IT-Department for supporting the integration of the
RFID system into the company’s existing ERP system, the Logistics Department with regard
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to the corresponding RFID supported processes, the Marketing Department responsible for
the communication concept, Public Relations which is in charge of informing the public about
this event and Human Resources for the planning of the in-house resources needed for the
different phases of the project implantation as well as for a good coordination of the
cooperation between the different departments which are affected.

Customer information

A Marketing concept has to be created to approach the customer, offering information on the
different components and functioning of an RFID system as well as related health matters
and privacy issues which may affect the clients in order to be prepared to face critical
questions if they arise. This should be accompanied by the elaboration of suitable material
like flyers and posters for the sales floor as well as further information being presented, for
example, on a web page for those customers who want to know more details.

Networking

In the EPC Community there is a special working group created to share the member's
experience in the implementation of RFID systems This can be a valuable source of
information and where critical questions or concerns may be addressed to in order to get
information at first hand and to avoid the typical mistakes that may occur due to a lack of
knowledge or experience.

Training of the staff on the sales floor

The personnel working on the sales floor should be prepared to work with the installed RFID
applications and to answer possible questions of clients. Thus, some training sessions
should be organized in order to explain the staff the functionality of an RFID system and to
give them the opportunity to familiarize with the different applications in a hands-on training.
For this occasion, small manuals may be elaborated, possibly including a list of Frequently
Asked Questions (FAQ).

Planning of the inauguration activities

A suitable date should be fixed for the inauguration of the sales floor equipped with the new
technology, taking into account that neither the implementation process nor the inauguration
interferes with crucial periods such as the Christmas business, planned mark-ups or the
seasonal sales. Special activities may be planned such as promotions in order to attract
clients.

Elaboration of questionnaires / carrying out customer interviews

In order to measure customer satisfaction and to know the customers reaction to this new
technology, questionnaires may be designed and left in the store to be completed by the
clients and / or personal interviews may be carried out short after implementation of the RFID
system.

4.1 General recommendations which apply for all app lications

Design and implementation are the core tasks of the project. Figure 5 illustrates the Design &
Implementation stage of the project:
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Figure 5 Design & Implementation.

4.1.1 Timeline

At the beginning of each project, a timeline has to be set for the different tasks defined in the
project in order to facilitate the control of the project’s progress, detecting arising problems in
time and giving the project management the opportunity to take immediate measures to
solve them.

A realistic timeline has to be fixed for the realisation of the different stages of the project. The
order of the different tasks to be carried out during the design and implementation of an RFID
system is described below.

1. Meeting with the solution provider (if contracted)
Knowledge of the physical environment
Study/evaluation of the company’s performance (identification of the different
processes which are to be supported by RFID technology)
Dimensioning of the environment (selection of acquisition points or locations
and determining of measurements)
Risk analysis
2. Technical plan
Identification of the garment
Selection of tags according to type of garment
Selection of hardware: readers, antennas, wiring, network elements, servers,
etc...
Nomenclature
Research of Distributors

Textile Industry Requirements Report 34/67



BRIDGE - Building Radio frequency IDentification solutions for the Global Environment

Supply of material
Elaboration of use cases
Software specifications
3. Meeting with solution provider for approval of the technical plan and demonstration of
different applications at the company’s premises (this demonstration may also be
carried out as a pilot)
4. Implementation
Checking of the material
Transportation of material to the installation site
RF adaptation of the environment
Electrical adaptation of the environment
Hardware set up
Configuration of Hardware devices
Set up/interaction with 1/0 devices, server and RFID hardware (if existing)
Installation / configuration of software on the company’s hardware
System revision
Error correction on implementation
Testing Phase: Carrying out of serial tests

Table 6 Tasks of an RFID implementation.

4.1.2 Critical points to be taken into account

First of all, a meeting with the solution provider should be arranged to know the company’s
processes which are going to be supported by the use of RFID technology. According to
these selected processes, some critical points which are specific for the textile sector have to
be considered for the elaboration of the Technical Plan and for the design of the different
applications. On the sales floor of a textile retailer, the most crucial point is the proximity of
the tags to conducting materials. In this case these are textiles with metal components such
as , for example, shirts with metal adornments or belts as well as hanging garments on metal
rails. This aspect has to be taken into account as metals may cause interferences in the
reception of the signals emitted by the tags.

In order to guarantee the correct identification of the tagged garments and to optimise the
read rates, the following parameters have to be considered:

Antennas:
0 Determining the position of the antennas
o0 Number of antennas installed in the same application
0 Type of antenna
Configuration of the RFID reader:
0 Motion detector utilisation
Antenna operation mode
Network settings (IP, mask, gateway ...)
Frequencies utilisation
Antenna output power
0 “Wrong” reads
Placing of the tag:
o0 For the textile sector: on the label of the garment
o Software interfaces
Type of tag:
o0 For the textile sector: specific tags for textiles
should have been tested before attaching them in production

O o0ooo

Reducing the impact of EMI
o0 Change of frequencies
0 Shielding equipment (if it is not shielded)
0 Antennas installed in sufficient distance to RF cables
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Prevent metal elements which may cause interferences
0 Using specific metal tags for garments with metal elements.

4.1.2.1 Reads close to conducting materials

On the sales floor of a textile retailer, the most crucial point is the proximity of the tags to
conducting materials. In this case these are textiles with metal components such as, for
example, shirts with metal adornments or belts as well as hanging garments on metal rails.
This aspect has to be taken into account as metals may cause interferences in the reception
of the signals emitted by the tags.

4.1.2.2 "Wrong” reads

There are RFID applications susceptible to read tags that are supposed to not be read in that
way, due to the many different applications on a limited space such as the sales floor and the
consequent dense reader environment.

An RFID portal from back store to front store or the POS Module might “wrongly” read labels
near its interrogation zone, producing errors in the company’s database. This risk cannot be
entirely prevented since a customer could, for example, take a garment he wants to try on
and walk around the sales floor looking for other garments while the chosen item might be
read by the rest of the installed applications.

The IT department has to incorporate “logic software” to discard the wrong or not intended
reads, taking advantage of the rest of obtained information such as number of reads, motion
sensor activation for controlling the direction of movement, etc ...

Motion sensor

The motion sensor is used to activate the reader if some is detected in the reading zone
(close to the reader antennas). By using a motion sensor, the reader does not initiate any
reading operation if no movement is perceived, thus it is not able to detect any tags. Using
this device, the system can avoid a big percentage of the wrong reads.

Number of reads

The RFID system is able to detect several times the same tag during the time spent in the
reading zone. Depending on the commercial device, the reader offers the option to count and
use this parameter, thus it can be used as a value to discard “wrong reads”. When a tag is
detected by more than one reader in the same period, or by a reader installed in another
application, the correct read will be the one with the greater number of reads. This has to be
programmed in the middleware.

Antennas

The RFID system detects the tags using a set of antennas. It is possible to use these
antennas independently, and count the number of reads for each antenna. Like the number
of reads, this parameter can be used as a value to discard “wrong reads”. For example, a
“correct reading” is more probable if a tag is detected by all of the antennas instead of only
one of them.

Time factor

The period of time a tag is visible for the system can also be used as a decision value.
Depending on the application, if a tag has not been visible during at least a determined
period of time (for example, 100 ms) the system can discard this tag by considering it a
“wrong read”. The system (either the middleware or the Software of the reader itself) must be
correctly programmed in order to not discard “correct readings”.

Applying logic software

This last option depends strongly on the specific application. By analysing and understanding
the business processes on the sales floor, logic software can be programmed to discard
“wrong reads”. For example, a garment placed on a shelf can be discarded by the readers
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installed on a rail. This can be achieved by programming the middleware accordingly. For
example, reads of hanging garments carried out by the readers installed on a shelf close to
the rails, are discarded as cross readings, as the IDs of these garments have been
predefined in the system for the application “Intelligent Rails”.

4.1.3 Dimensioning

RFID technology has an implicit relation with the distances on the sales floor. Depending on
the type of antenna and the antenna power output, the achievable reading distance may
differ considerably. As a result of that, a precise dimensioning of the location where the
applications are to be installed is required in order to determine design characteristics like
the number of antennas needed or the type of antenna which should be used.

This dimensioning implies:

1. Decision on specific locations where control and data acquisition will be realized.
Shelves installed on the sales floor (example shown in Table 7)
Rails for hanging garments
Cash Desk
Fitting Rooms
Door between back store and front store
2. Precise measuring of each location taking into consideration possible risk factors.
The dimensioning of each location will define the technological solution for each
application. It mainly determines:
Number, model and position of the antennas.
Position and length of the wiring.
Reader equipment.
Connection to the electric network.
Graphical information to obtain a wider vision of the company’s infrastructure,
in case of possible modification of the installation’s original idea.
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Sales Floor shelf

Width: 0.6 m.

Length: 5.8 m.

Height: 2.3 m (aprox.).
Shelf:

Width: 0.6 m.

Length: 5.8 m.

Height: 0.4 m.

Drawer:
Width: 3 m.
Height: 2.9 m.

Table 7: Example of the dimensioning of a sales floor shelf

4.1.3.1 Interrogation zone

Once the dimensioning of an application has been defined, the interrogation zone can be
designed. Basically, the interrogation zone is the covered area where tagged garments may
pass through and will be detected. It can be determined by the antenna configurations
(model, position, orientation and output power).

4.1.4 Supply of RFID Hardware components

Once the dimensions are determined and consequently the appropriate type and number of
the different hardware elements are selected and defined, research has to be done to find a
supplier for the hardware components. Availability of the components ordered and time of
transportation have to be taken into account, which implies that the time between placing the
order and receiving the goods has to be calculated carefully, including sufficient margins with
regard to worst case scenarios.

4.1.5 Estimation of investments costs

The cost for the implementation and maintenance of RFID systems depends strongly on the
dimensions of the project, that means on the applications (mobile or fixed readers) and the
number of readers and antennas installed, the number of garments to be tagged, if tags are
going to be re-used, etc.

The costs are usually composed of: Prices for lectors, antennas and tags, as well as the
amount to be paid for the planning, design and implementation of the system and the
maintenance, which is also an important aspect. Another factor is the system integration
(interaction of RFID components, Management Software, EPCIS) and the corresponding
training of the personnel.

The design, planning and installation costs in particular may vary with regard to the different
European countries.
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Current reference prices for mobile readers, sets of fixed readers with appropriate antennas
as well as specific tags for the textile industry are as follows:

Mobile reader: approximately 4.000

Set of one fixed reader with antennas: approximately 6.000

Specific tags for textile industry (item level) 0,10 to 0,15 per unit, depending on the
quantity
For large volumes the price per unit falls
under 0,10

Motion sensor 20 to 30 for a device with common
features

Nevertheless, there is a tendency of decreasing prices with regard to RFID components.

4.1.5.1 Supplying of tags

The supply of tags is not included at this point because they are placed on the garments by
the manufacturer. That means the tag selection must be done at the very beginning of the
supply chain, considering its utilisation in textile applications, but also considering all the
processes throughout the whole value chain (reading in picking processes, verification while
entering or leaving the distribution centres, etc ...).

On the sales floor a set of tags has to be available to be attached to garments in specific
cases such as in case of devolutions of garments or loss or damage of tags, thus also a tag
printer has to be included in the set of RFID applications installed on the sales floor.

4.1.6 Risk management
The objective of the evaluation and management of possible risks are mainly as follows:

Identification of all the possible incidents which may happen and may have a
significant and negative impact on the project.

Determination of the impact of each of these possible incidents with respect to the
determined budget and the probability that such an event may happen

Taking measurements to minimize those risks where possible and to provide
preventive solutions for risks which cannot be totally eliminated.

Table 8 shows an example of risk management:

General characteristics

Description

Problem

Possible solution

Table 8 Example of risk management.
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Typical risks which may occur in the textile sector have been mentioned in 4.1.2.

4.2 Detailed description of installation and config uration of each
RFID application

The aim of the present section is to give advice on the implementation of the different RFID
applications. The description of these application scenarios concerning installation and
configuration present only examples, based on the empirical study carried out in task 7.4

A clear focus lies on the sales floor since place and applications can be chosen according to
the necessities of each shop and the processes to be supported, whereas the different
applications throughout the supply chain like, for example, portals on dock doors are fixed
ones.

For each application scenario there is a detailed description of the following characteristics:

Physical place and environment
Material needed (RFID, support infrastructure and electric)
Installation details and system configuration

The implementation examples are based on the experience of AIDA Centre S.L. in similar
applications. Since environments and applications may differ substantially depending on
location and company, there is not a formula to implement RFID applications. The final
configuration cannot be decided until dimensioning and testing scenarios have been
concluded.

4.2.1 RFID portal between back store and front stor e

A portal for controlling the movement of clothes is placed on the door between back store
and front store and its proposition is reading tags attached to clothes on rails (or any other
support), entering or leaving the sales floor.

4.2.1.1 Physical place and environment

The environment of the portal for clothes on rails (see Figure 6) is quite similar to a loading
bay. Mobile rails pass from back store to front store through a door, and the tags attached to
the clothes must be detected. Depending on the size of the portal, the technical configuration
can vary (mainly number and position of the antennas).The following technical configurations
(shown in Table 9) are adjusted for a door of approximately 3 x 2,5 m.
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Figure 6 Portal for hanging garments on rails (example).
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4.2.1.2 Material

RFID

Reader EPC Gen 2 capable reader TX/RX single or dual mode performance.

Antenna 4 Dual circular polarised patch array antenna (TX/RX) with one TX/RX
patch and another RX patch for longest read ranges and highest levels
of performance. The radiation diagram must be wide enough to cover a
big reading area.

Antenna 4 A low-loss coaxial cable for each patch antenna is recommended due to

wiring the high signal loss at UHF band. Prefabricated cables have a minor
signal loss, thus it is advisable to adjust the reader position to use
standard wiring. Wiring connectors must fit with the antenna and reader
connectors.

Motion 2 A motion detector is used to trigger the reading function on the reader if

sensor movement is detected in the sensor detection area. It is useful to avoid
unnecessary RF radiation if goods are not passing through the door.

AC/DC 1 Power converter from 220 VAC to a DC voltage (depending on the

converter reader model).

Electrical data

Power line | - Single phase 220 VAC power line. For long distances from the power
supply to the AC/DC converter the cable must have a bigger section to
avoid resistance effect. Depending on the country’s electrical legislation,
wiring must fulfil specific security measurements.

Power 1 European standard power socket.

socket

Data line - Network UTP cat. 5e can be used to comply with standard regulations.
For distances longer than 100 m. the use of optical wiring with the
necessary converters is mandatory.

Dataplug |1 RJ-45 data plug to connect the reader.

Physical infrastructure

Antenna 2 Antennas placed on the floor are in risk to be damaged by any mobile

support object, thus antenna support with protecting function must be used. The
protection should cover the antenna’s surrounding area, but never the
front side as signal reception can be attenuated.

Reader 1 The reader must be installed inside a box to protect it from physical

box access. Furthermore other electronics can be placed inside the box such
as the motion detector or the AC/DC converter. As the box will be placed
on the sales floor, there is no necessity to use a box with adverse
climate protection, but good ventilation is necessary to avoid problems
due to high temperatures.

Sensor 2 Motion detector must detect any movement in the vicinity of the door,

support thus sensors must be well oriented and placed to cover the desired

area.
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Wiring
ducts

- To protect the wiring and “cover” the visual effect of it, the installation
must include wiring ducts.

Table 9 List of materials for a portal between back store and front store (example).

4.2.13

Installation details and system configurati  on

There is a set of installation requirements to obtain a good performance of an RFID system.

These

requirements are adjusted to the different RFID applications depending on its

functionality.

4.2.2

Antenna positioning: For this specific application it is recommendable to place two
antennas (see Table 9) on the floor on each side of the door. The minor the reader-
to-tag distance, the better the reading ratios, thus the antenna position must be
always precisely adjusted. The height will depend on the height of the clothes or the
rails.

Motion detector: At least two motion sensors must be used to detect the movement
from both sides of the door.

Reader configuration:

o Power antenna output: The power antenna output must be adjusted for each
application to find the threshold between better reading ratios and interfering
signals.

0 Antenna radiation mode: As this application needs to read a great amount of
tags in the short time while passing through the gate, a dual circular polarised
patch array antenna is recommendable to improve the reading ratio.

0 Reading cycle: The reading cycle (number of “scans” per period) must be
adjusted depending on the speed of passing.

Smart Shelves

RFID supported shelves on the sales floor offers the textile retailer the opportunity to control
the inventory at any time. For this point a 2 m. shelf is defined.

4.2.2.1 Physical place and environment

Lying garments are placed on shelves in various rows along the wall on the sales floor, as
shown in Figure 7. The shelves should be lean and made of any material than metal in order
to prevent interferences in the reception of the signals emitted by the tags.

Figure 7 Example of a smart shelf.
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4.2.2.2 Material

RFID

Reader EPC Gen 2 reader with at least 4 single mode antenna ports available.

Antenna 4 Circular polarised patch antennas. The radiation diagram must be wide
enough to cover at least 50 cm. of the shelf per antenna.

Antenna 4 A low-loss coaxial cable for each patch antenna is recommended due to

wiring the high signal loss at UHF band. Prefabricated cables have a minor
signal loss, thus it is advisable to adjust the reader position to use
standard wiring. Wiring connectors must fit with the antenna and reader
connectors.

AC/DC 1 Power converter from 220 VAC to a DC voltage (depending on the

converter reader model).

Electrical data

Power line | - Single phase 220 VAC power line. For long distances from the power
supply to the AC/DC converter the cable must have a bigger section to
avoid resistance effect. Depending on the country’s electrical legislation,
wiring must comply with specific security measurements.

Power 1 European standard power socket.

socket

Data line - Network UTP cat. 5e can be used to comply with standard regulations.
For distances longer than 100 m. the use of optical wiring with the
necessary converters is mandatory.

Dataplug |1 RJ-45 data plug to connect the reader.

Physical infrastructure

Antenna 4 Antennas must be attached under the shelves with enough distance to

support cover the whole shelf. There is no necessity of physical protection due to
the low risk of impact.

Reader 1 The reader must be installed inside a box to protect it from physical

box access. Furthermore other electronics can be placed inside the box such
the motion detector or the AC/DC converter. As the box will be placed
on the sales floor, there is no necessity to use a box with adverse
climate protection, but good ventilation is necessary to avoid problems
due to high temperatures.

Wiring - To protect the wiring and “cover” the visual effect of it, the installation

ducts must include wiring ducts.

Table 10 List of materials for a smart shelf (example).

4223

Installation details and system configurati  on

Reader configuration:
o0 Power antenna output: In this application the garments are really close to the
antenna thus the power output has to be adjusted to cover only the desired
zone, depending on the size of the shelf.
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o0 Reading cycle: This application is not triggered by any external signal, and it is
always performing reads. There is no necessity of a high performance
because the number of tags to be read by each antenna is considerably low.
Furthermore the number of garments is not changing constantly thus scanning
the shelf every 30 seconds is enough.

4.2.3 Smart Rails
For this point a 2 m. rail is defined.

4.2.3.1 Physical place and environment

Hanging garments are placed on rails along the wall on the sales floor. Antennas have to be
installed at the bottom and the radiation diagram adjusted to cover just the space beneath
the metal pole where the garments are hung up on coat-hangers in order to prevent
interferences of the signal due to the proximity to conducting material (Figure 8).

Figure 8 Example of smart rails.

4.2.3.2 Material

RFID

Reader 1 EPC Gen 2 capable reader with at least 4 single mode antenna ports
available.

Antenna 4 Circular polarised patch antenna.

Antenna 4 A low-loss coaxial cable for each patch antenna is recommended due to

wiring the high signal loss at UHF band. Prefabricated cables have a minor
signal loss, thus it is advisable to adjust the reader position to use
standard wiring. Wiring connectors must fit with the antenna and reader
connectors.

AC/DC 1 Power converter from 220 VAC to a DC voltage (depending on the

converter reader model).
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Electrical data

Power line | - Single phase 220 VAC power line. For long distances from the power
supply to the AC/DC converter the cable must have a bigger section to
avoid resistance effect. Depending on the country’s electrical legislation,
wiring must comply with specific security measurements.

Power 1 European standard power socket.
socket
Data line - Network UTP cat. 5e can be used to comply with standard regulations.

For distances longer than 100 m. the use of optical wiring with the
necessary converters is mandatory.

Dataplug |1 RJ-45 data plug to connect the reader.

Physical infrastructure

Antenna 4 Antennas must be fixed on the lateral ends covering the dimensions of
support the clothes, excluding the metal pole.

Reader 1 The reader must be installed inside a box to protect it from physical
box access. Furthermore other electronics can be placed inside the box such

as the motion detector or the AC/DC converter. As the box will be placed
on the sales floor, there is no necessity to use a box with adverse
climate protection, but good ventilation is necessary to avoid problems
due to high temperatures.

Wiring - To protect the wiring and “cover” the visual effect of it, the installation
ducts must include wiring ducts.

Table 11 List of materials for a smart rail (example).

4.2.3.3 Installation details and system configurati  on

Reader configuration:

o Power antenna output: A great amount of garments can be placed on the rails
thus the power antenna output must be adjusted with enough power to read
all the tags.

0 Reading cycle: This application is not triggered by any external signal, and it is
always performing reads. There is no necessity of a high performance
because the number of tags to be read by each antenna is not much.
Furthermore the number of garments is not changing constantly thus scanning
the rail every 30 seconds is enough.

4.2.4 Smart fitting room

A smart mirror installed in each fitting room offers the customer additional information on
availability of sizes, colours, cuts and other garments to be combined with the chosen item
without having to leave the changing room.

4.2.4.1 Physical place and environment

The application consists of an RFID reader with an antenna set placed inside the fitting room,
behind the mirror, as shown in Figure 9. The system is also connected to a screen where the
information is shown. As the information received by each antenna can be processed apart
from the rest, the system will be described by a set of 4 fitting rooms with antennas (two in
each fitting room for this example) managed by one reader.
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Taking advantage of the fitting room walls, the wiring system can be passed inside the
structure. Furthermore, the walls of the fitting room can be provided with a metallic mesh for
isolation purposes to separate them from each other to avoid possible cross readings.

Figure 9 Example of Intelligent Fitting Room.

4.2.4.2 Material

RFID

Reader 1 EPC Gen 2 capable reader with at least 8 single mode antenna ports
available.

Antenna 8 Circular polarised patch antenna.

Antenna 8 A low-loss coaxial cable for each patch antenna is recommended due to

wiring the high signal loss at UHF band. Prefabricated cables have a minor
signal loss, thus it is advisable to adjust the reader position to use
standard wiring. Wiring connectors must fit with the antenna and reader
connectors.

AC/DC 1 Power converter from 220 VAC to a DC voltage (depending on the

converter reader model).

Motion 4 A motion detector is used to trigger the reading function on the reader if

sensor movement is detected in the sensor detection area. It is useful to avoid
unnecessary RF radiation if nobody is inside the fitting room.

Electrical data

Power line | - Single phase 220 VAC power line. For long distances from the power
supply to the AC/DC converter the cable must have a bigger section to
avoid resistance effect. Depending on the country’s electrical legislation,
wiring must fulfil with specific security measurements.
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Power 2 European standard power socket.

socket

Data line - Network UTP cat. 5e can be used to comply with standard regulations.
For distances longer than 100 m. the use of optical wiring with the
necessary converters is mandatory.

Data plug RJ-45 data plug to connect to reader.

Flat 4 One flat screen for each fitting room to show information related to the

screen garments.

Net 4 One net station for each fitting room connected to a server, to show the

Station information on the screen.

Physical infrastructure

Antenna 8 The antennas must be fixed on the fitting room walls (two patch antenna
support for each fitting room) on different positions to cover the entire zone.

Reader 1 The reader must be installed inside a box to protect it from physical
box access. Furthermore other electronics can be placed inside the box such

as the motion detector or the AC/DC converter. As the box will be placed
inside the sales floor, there is no necessity to use a box with adverse
climate protection, but good ventilation is necessary to avoid problems
due to high temperatures.

Table 12 List of materials for a set of 4 fitting rooms (example).

4.2.4.3

4.2.5

Installation details and system configurati  on

Configuration of the Net Station: The Net Station is only used to access the server in
order to obtain the data which is to be shown on the screen. The server receives the
data from the reader (depending on the antenna, the data is obtained in the
corresponding fitting room) and processes the tag data via the EPCIS query interface
to link it to the information on the garment which is stored in a repository. Finally the
server processes this information in the correct way to be shown on the net station’s
screen.

Screen data format: The way the data is transferred and shown on the screen should
be defined (, for example, in a standard) in order to guarantee compatibility with other
systems of the different centres of the company.

Motion sensor: A motion sensor is used in this application to stop the system (also
the screen) if nobody is inside the fitting room.

Reader configuration:

o Power antenna output: The power antenna output must be adjusted regarding

the fact that tags will be close to the human body and thus more difficult to
read due to the absorption of radiation by the human body.
Reading cycle: With regard to the utilisation of a motion sensor, the reading
cycle can be similar to the one determined for the RFID portal due to the
difficulty to read a tag close to the human body, although there are not many
tags to be read.

POS-Module

An RFID module will be used at the cash desk to enable the sales stuff to carry out the usual
payment processes (, for example, payment via bank card) and to deactivate tags after
payment has been completed. This module will be managed by a computer (with all the cash
functions included) and also connected to the server.
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4.2.5.1 Physical place and environment

The RFID POS module is installed at the cash desk (Figure 10). The system consists of an
RFID reader with one antenna connected to a computer that manages the processes at this
point. The whole system can be integrated inside the cash desk and connected to the cash
register system.

Figure 10 Example of a POS module.

4.2.5.2 Material

RFID

Reader 1 EPC Gen 2 capable reader.

Antenna 1 Circular polarised patch antenna.

Antenna 1 A low-loss coaxial cable for each patch antenna is recommended due

wiring to the high signal loss at UHF band. Prefabricated cables have a
minor signal loss, thus it is advisable to adjust the reader position to
use standard wiring. Wiring connectors must fit with the antenna and
reader connectors.

AC/DC 1 Power converter from 220 VAC to a DC voltage (depending on the

converter reader model).

Electrical data

Power line - Single phase 220 VAC power line. For long distances from the power
supply to the AC/DC converter the cable must have a bigger section to
avoid resistance effect. Depending on the country’s electrical
legislation, wiring must fulfil with specific security measurements.
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Power 2 European standard power socket.

socket

Data line - Network UTP cat. 5e can be used to comply with standard regulations.
For distances longer than 100 m. the use of optical wiring with the
necessary converters is mandatory.

Data plug 2 RJ-45 data plug to connect the reader.

POS 1 One computer provided of a screen, managing the cash and RFID

computer functions. This computer will be also connected to the server.

with screen

Physical infrastructure

Antenna 1 The antenna must be integrated in the cash desk, fixing it underneath
support the table at the point where the cash computer is installed.
Reader box |1 At this point all devices can be integrated inside de cash desk, in an

adapted compartment.

Table 13 List of materials for a POS module (example).

4253

4.2.6

Installation details and system configurati  on

Computer configuration: The cash computer carries out two main functions: the
payment process and tag disabling functions. Both are supported by EPC/RFID.
In the first step the shop assistant starts the payment process on the computer. In this
moment the computer gives the RFID reader the order to “start reading”. When all
products are scanned the shop assistant finalizes the process, and the total amount
to be paid is shown on the screen. After paying, the shop assistant proceeds to
deactivate the tag if consumer requests it.
Antenna adaptation: As payment and tag disabling are very sensitive operations, all
kind of possible cross readings must be avoided. For this reason, the antenna
radiation diagram is very important at this point. An antenna with a narrow beam
should be used, and the antenna should be positioned and oriented in such a way to
limit the interrogation zone strictly to the cash desk area.
Reader configuration:

o Power antenna output: As mentioned before, this is a very critical application

thus power antenna output must be adjusted to only cover the payment zone.

Mobile Reader

A mobile reader can be used for inventory taking as well as for information purposes. It
consists of a PDA module provided with an RFID antenna.

4.2.6.1 Physical place and environment

The mobile reader is located in the battery-charging station in order to be available for
immediate use at any time. This charging station can be placed anywhere regarding the
mobility of the device; it can also be carried in the belt by the sales staff if requested.
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4.2.6.2 Material

RFID

Mobile EPC Gen 2 capable reader.

reader

Battery- Battery charging station for the mobile reader.

charging

station

AC/DC Power converter from 220 VAC to a DC voltage (depending on the
converter reader model).

Electrical data

Power line Single phase 220 VAC power line. For long distances from the power
supply to the AC/DC converter the cable must have a bigger section to
avoid resistance effect. Depending on the country’s electrical
legislation, wiring must fulfil with specific security measurements.

Power European standard power socket.

socket

Data line Network UTP cat. 5e can be used to fulfil with standard regulations.
For distances longer than 100 m. the use of optical wiring with the
necessary converters is mandatory.

Data plug RJ-45 data plug to connect to reader.

WiFi access To enable the mobile reader communications a WiFi access point is

point used.

Table 14 List of materials for a mobile reader.

4.2.6.3 Installation details and system configurati  on

Mobile reader configuration: The mobile reader is configured with software that
enables the EPC/RFID applications. The data collected is transmitted to the server
via wireless LAN (if available) and stored for later transmission.

Access point configuration: The access point gives the server access to the mobile
reader. Depending on the size of the sales floor, more than one access point can be
installed (, for example, acting as a repeater).

4.2.7 Tag printer

A tag printer is used to print new labels and write an ID on the tag. It is commonly used at the
beginning of the value chain where tags are attached to the garments, but it is also
necessary in the rest of the supply chain to have the possibility to provide a new tag to the
garment. On the sales floor, there are many cases in which a new tag needs to be written
and printed. Returned clothes, seasonal sales or promotions, or even lost or damaged tags
make the installation of an RFID printer necessary.

4.2.7.1 Physical place and environment

The number of tags to be written on the sales floor is reduced, thus it is not necessary to set
up a special environment for this process. Since the function of an RFID printer implies an 1D
writing process, it is recommendable to place the system far enough from any place where
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tags can be detected or tagged garments are placed (shelves, rails, fitting rooms, door to the
back store ...). That means the distance to other RFID applications has to be bigger than the
maximum reading distance in the UHF band, (which can be up to 8 to 10m, depending on the
system). Likewise, the printer may even be installed in a separate room, if available.

4.2.7.2 Material

RFID

Tag 1 Including an EPC Gen 2 capable writer/reader.

printer

Tags - EPC Gen 2 tags for textile sector.

Electrical data

Power - Single phase 220 VAC power line. For long distances from the power
line supply to the AC/DC converter the cable must have a bigger section to

avoid resistance effect. Depending on the country’s electrical legislation,
wiring must fulfil specific security measurements.

Power 2 European standard power socket.
socket
Data line | - Network UTP cat. 5e can be used to comply with standard regulations.

For distances longer than 100 m. the use of optical wiring with the
necessary converters is mandatory.

Data 2 RJ-45 data plug to connect to reader.
plug
Table 15 List of materials for a tag printer.

4.2.7.3 Installation details and system configurati  on

Tag printer drivers: The printer manufacturer must provide a set of compatible drivers
to provide the necessary software for writing and printing the tags.

Tag printer configuration: Depending on the manufacturer the printer will have the
possibility to modify the size of tag, speed (number of tags written per time period) or
the colours of the label.

Reader configuration: This device is usually embedded in the printer, thus the reader
is already properly configured

Network configuration: Tag printer has to be connected to the network to facilitate the
control via a computer or a network station. If possible this computer should be close
to the tag printer to facilitate the process.

4.3 Nomenclature of Hardware Components installed, following the
EPCglobal ALE principles

Standardisation of the nomenclature of all devices included in the system is primordial to

assure a good recognition of the information sent to the central servers. Possible collisions or

mistakes in the identification of the antennas, readers or locations, are result of a deficient
identification of each element of the system.
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As mentioned in 3.5, there is not a fixed way to set the nomenclature. The number of
characters used to set the fields is variable depending on the kind and the size of the
installation. In addition, more fields besides the 3 recommended, can be added to the
nomenclature if it is needed. The following subsection shows an example for each RFID
application in the sales floor:

4.3.1 Nomenclature examples

The following examples are based on an RFID implementation for a national textile company
with different centres around the country. Each individual centre (manufacturing centre,
distribution centre, sales floor ...) is defined with one logical reader that is composed by a set
of physical readers for the different centre applications.

Paying attention to the sales floor, a proposal based on the conditions stated in 3.5 is defined
for each sales floor application.

An RFID portal for hanging clothes on rails placed between the front store and back store
can be named as appears in Table 16.

Taking the logical reader as an upper
entity, it can be defined as the
geographical location: in that case the
centre (sales floor) 1 in Barcelona.

Logical reader | BCNO1 (5)

Physical readers are placed on each
control point. In that case we define the
SFAL (4) portal for hanging clothes on rails as Al
on the sales floor (sales floor SF,
application A, reader 1).

Physical
reader

A proposal to name the antenna is
defining the model and the number for
Antenna S1(2) S2(2) each physical reader. In that case a pair
of single antennas (S), left and right of the
portal.

Table 16 Proposal of Nomenclature for an RFID portal for hanging clothes on rails.

The smart shelves are distributed in several places on the sales floor, for this reason more
than one reader is needed to cover all the shelves. Three shelves of 4 meters are taken as a
reference.

Logical BCNO1 (5) Centre 1 in Barcelona.
reader

Physical readers are

Phvsical placed on  each

ysica control point. In that

SFC1 (4 SFC2 (4 SFC3 (4 p

reader “) “) “) case we define the

smart shelves as C1

to 3 on the sales floor
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(SF): application C,
readers 1, 2 and 3.

In that case 4 single
S1|S2|S3|S4|S1|S2(S3|S4|S1|S2|S3|S4 | antennas (S) placed
@A @RI @@ |@ @@ (@] (@) )]along the shelves are
defined.

Antenna

Table 17 Proposal of Nomenclature for smart shelves.

Smart Rails have a similar configuration as smart shelves. As a reference, 3 smart rails with
a length of 2 meters are taken.

Logical .
reader BCNO1 (5) Centre 1 in Barcelona.

Physical readers are placed on each control point.
Physical | SFD1 SFD2 SFD3 In that case we define the smart rails as D1 to 3 on
reader | (4) 4) 4) the sales floor (sales floor (SF), application D,
readers 1, 2 and 3).

In that case 2 double antennas (D) are placed on
D1 D2\ D1} D2 D1 D2 both ends of the rail. Double antennas are used to

Antenna
@@ @)@ @@ cover a major area (different kinds of clothes).

Table 18 Proposal of Nomenclature for smart rails.

Intelligent mirrors are placed in the fitting rooms. For the total of all fitting rooms, a single
physical reader with a set of antennas can be used. The next table is an example of a set of
4 fitting rooms.

Logical .
reader BCNO1 (5) Centre 1 in Barcelona.
Physical One physical reader is placed at the control point. In that case
Y SFE1 (4) we define the intelligent mirror as E1 on the sales floor (sales
reader o
floor (SF), application E, reader 1).
Antenna D1 | D2 | D3 | D4 | A double antenna (D) is placed in each fitting room. Double
2) | (2) | (2) | (2) | antennas are used to cover a major area.
Table 19 Proposal of Nomenclature for intelligent mirrors in the fitting rooms
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The POS-Module is composed by one antenna and depending on the size of the sales floor
there will be a certain number of cash desks connected to the RFID system.

Logical BCNO1 (5) | Centre 1 in Barcelona.
reader
Physical One physical reader per cash desk is placed at the control point. In
Y SFF1 (4) that case we define the POS module as F1 on the sales floor (sales
reader o
floor (SF), application F, reader 1).
Antenna | S1 (2) In this example, a single antenna (S) is placed under the desk.
Table 20 Proposal of Nomenclature for a POS module.

A Mobile Reader is used for the manual inventory taking. In the next table two mobile
readers are named.

Logical

BCNO1 (5) Centre 1 in Barcelona.
reader

Mobile readers are placed on battery-charging stations. In this
example we define the mobile reader module as G1 to 2 on the
sales floor (sales floor (SF), application G, readers 1 and 2).

Physical | SFG1 | SFG2
reader | (4) 4)

M1 M1 Mobile readers have their own integrated antennas (M), thus they

Antenna ) ) are defined in a different way.

Table 21 Proposal of Nomenclature for a mobile reader module.

4.4 System Integration

Once the individual applications have been defined, and a nhomenclature has been applied
for the whole system, there is the need to connect all the applications for the correct
performance of the system. Software is also an essential part of the system integration thus
basic functions to be carried out by software are described on the present section, with
regard to the end user.

4.4.1 Hardware components

To integrate all the applications, an electrical and data network must be implemented in order
to be able to manage the system in a centralised way (see Figure 11). The scenario that has
been defined for each process on the sales floor presents a set of independently designed
applications, regardless the network and power connection.
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Figure 11 Integration of hardware elements.

At this point, the hardware devices to complete the system are described.

4.4.1.1 Electrical network

It is recommended to provide an independent electrical network for the RFID system, this
way it is easier to isolate and detect possible electrical problems The system is supported by
a UPS (Uninterruptible Power Supply) to avoid current peaks and current interruptions and
its battery’s capacity will depend on the electrical consumption of installed devices.

Every circuit break is supplied by an electrical line, managed (like the rest of the circuit) by
the electric panel. The output UPS tension must be a 220 VAC because all commercial
devices are prepared to run with this common power line.

4.4.1.2 Data network

Once the whole system is electrically supplied, the communications network has to be set up
in order to connect all readers and network enabled terminals with the server. Besides that, a
router is also needed to enable communication from the server on the sales floor to any other
company’s data centre.

4.4.1.3 Data processing

The server manages and processes all the data from the readers and rest of devices. As the
server is the most important device, additional security measurements must be considered.
From the performance point of view, a server with double power system is recommendable
to guarantee a correct performance in case of a break down of the server’s power supply.

Saving data is also a critical aspect in the system, thus a back-up system must be
implemented in the same server or in other device. The Back-up period or management is
also a crucial aspect that will have to be considered with regard to the rest of the system.
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4.4.1.4 Listof material

Electrical and data

Power - Single phase 220 VAC power line. For long distances from the power
line supply to the AC/DC converter the cable must have a bigger section to
avoid resistance effect. Depending on the country’s electrical legislation,
wiring must fulfil with specific security measurements.

Power - European standard power socket.
socket
Data line | - Network UTP cat. 5e can be used to comply with standard regulations.

For distances longer than 100 m. the use of optical wiring with the
necessary converters is mandatory.

Data - RJ-45 data plug to connect the reader.

plug

UPS 1 Uninterruptible Power Supply is necessary for current peaks and current
interruptions, and the power supply will depend on the nhumber of installed
devices.

Electric 1 The electric panel manages the current distribution of the entire system,

panel dividing it into groups of devices by means of switches or circuits

breakers. The electric panel is composed of a general switch and circuit
breaker to avoid the whole system from breaking down if a short circuit
happens in some part of the system.

Switch - Switches are used to connect the different devices, forming one single
network. Depending on the dimensions of the installation, or the number
of devices to be connected, more or less switches are needed.

Standard switches are compatible with all devices with a network
interface, but it is advisable to consider the management and monitoring
options before selecting this equipment.

Switches are placed inside racks to avoid possible access of non
authorised persons.

Server 1 The server is the central part of the RFID installation. The server gets the
EPC/RFID information from the readers and processes this information to
make it available for other processes such as consulting, following the
EPCIS standard (by means of the defined interfaces and data model).
The server also manages the rest of devices with a network interface.

As this is the most critical element, it is recommendable to add some
security measurements such as power supply redundancy, RAID disks or
other back-up systems

Rack - A rack is used to centralise the network elements such as switches,
server or router. These elements are placed inside the racks to avoid
possible access of non authorised persons.

Router 1 To be able to send the information from the sales floor to a company’s
data centre, a router must be included in the network using any kind of
broadband connection.

Table 22 List of materials for system integration.
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4.4.2 Software configuration

Software regarding RFID operations is completely installed on the server, regardless the
readers, which run on their own operating system. Thus all different operations require
access to the server in some way. The high level functions that software must be able to
perform within the RFID system are shown in Figure 12:

Figure 12 A simplified scheme of software functions

Managing readers: Software communication with each of the readers is initialized by
opening the port specified by the reader manufacturer and using the IP address
which has been defined during the phase of nomenclature. Connector files are
defined with the reader parameters:

o0 Number of antennas: Number of antennas connected to the reader.
Antenna configuration: Name, power, performance mode.
Reader name: Name according to nomenclature.
IP address: Local IP
Reading cycle: Number of reads per period.

0 Rest of standard definitions: LBT, dense reader environment ...
Processing data: Once the data is received from a reader, data is filtered and
processed.
Transferring data: Once data is processed, it can be sent to another server or stored
in a file on the same server.
Monitoring: Software must offer a set of monitoring options to be able to remotely
manage the system (, for example, web access, terminal server, etc..).

O o0ooo

4.4.3 System Integration according to the EPCIS sta  ndard

The middleware system filters and processes all the data received from the readers and has
to be integrated following the EPCIS standard as shown in Figure 13. The data processing
must be adapted to the EPCIS data format in order to be compatible with the system of other
participants along the supply chain (manufacturer, supplier).
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Figure 13 EPCIS scheme for an RFID system.

4.5 Testing Phase: Carrying out of tests to optimiz e the system
installed

Once the entire installation of all applications regarding the different processes which are to
be supported by EPC/RFID technology is concluded, the whole system has to be revised and
a series of critical tests have to be carried out in order to assure the correct functioning of the
whole RFID system. The following list of tasks may serve as a guideline for the testing

phase:

N

ok w

0.
1.

45.1

Test plan, description of test series to be carried out

Configuration of readers/tags/servers/Software application for each test (in case of
realizing tests with different configurations)

Carrying out test series

Redesign Loop (in case the test results are not satisfactory)

Set-up of the system / different applications at the retailer’s facilities. Repetition of test
cases.

Check of tests on site

Reconfiguration of tests (if applicable)

Demonstration of successful operation

Claim for project closure

Project closure

Maintenance Help-Desk

Testing at the system integrator’'s dependence s

The first steps of the testing process (points 1 to 4 in section 4.5) are the ones that should be
done at the solution provider’'s facilities or in a test laboratory respectively, if the textile
company has enough experience to do the implementation on its own. At this stage,
applications are still not completely defined thus the testing results may lead to changes in
the final configuration of the applications. Until the preliminary tests are not finished, the
application should not be installed on the sales floor.

Textile Industry Requirements Report 59/67



BRIDGE - Building Radio frequency IDentification solutions for the Global Environment

45.2 Test Series to be carried out

The following points are a set of test series to check the correct performance of the system
installed before closing the project.

4.5.2.1 Detection of a tag (different orientations  of the tagged garment)

Checking the detection of a tag is carried out for each different application of the EPC/RFID
system with the objective to adjust the parameters for optimizing the identification of the
garment according to the process step.

The Software application has to manage the following aspects simultaneously:

Reception of the data sent by the RFID reader in each application.

Recording results for each test series.

Elaboration of a generic report on those tags detected according to the direction of
movement.

Description of the test detecting the tag:

Select the RFID application where the test will be released.

Set-up and activate the RFID application (connection with server).
Place a garment in a determined direction, in the reading area.
Define frequencies and antenna power output to be used.

Define different orientations of the garment.

Carry out 10 reads for each defined combination (see step 4 and 5).
Check on the server the obtained results.

Decide the optimum garment position in the reading zone.

Save results.

CoNoOl~®WNE

4.5.2.2 Proximity of a tag to conducting materials

Conducting materials like metal (, for example, in belts or rails for hanging garments) are
materials which highly influence the detection of tags, causing interferences which may
impede the correct transmission or reception of the signal.

Description of the test:

Select the EPC/RFID application where the test will be carried out.

Set-up and activate the EPC/RFID application (connection with server).

Fix a tag close to a metallic component (like a belt, or a rail).

Define frequencies and antenna power output to be used.

Carry out 10 reads with each of the frequency-antenna output power combinations.
Check on the server the obtained results.

Saving results.

Nooh~wdhPE
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4.5.2.3 Reading distance (without metal components)

Having chosen the best location of the tag on the garment, this test gives the end user a
more realistic idea how the performance of the tag changes with respect to the reading
distance.

Description of the test:

1. Select the EPC/RFID application where the test will be carried out.

2. Set-up and activate the EPC/RFID application (connection with server).

3. Fix atag on a garment.

4. Define different reading distances to be tested.

5. Carry out 10 reads for each defined reading distances, in different frequency-antenna
output power combinations.

6. Repeat the test until having reached the limit of the reading distances.

7. Check on the server the obtained results.

8. Saving results.

4.5.2.4 Simultaneous reading of large quantities of tags

A great number of garments are placed in the RFID application to test the reader’s capacity
to detect all the garments.

Description of the test:

Select the EPC/RFID application where the test will be carried out.

Set-up and activate the EPC/RFID application (connection with server).

Place a great number of garments.

Define frequencies and antenna power output to be used.

Carry out 10 reads with each of the frequency-antenna output power combinations.
Check on the server the obtained results.

Saving results.

NookwbhE

4.6 Maintenance of the system

Once the testing phase is concluded, the EPC/RFID installation is regarded as completed.
From this moment, the system has to work correctly in order to support and optimise the
different processes on the sales floor, thus technical failures must be solved in the shortest
time in order to guarantee an accurate performance.

For this reason, a system maintenance application has to be implemented on the server, in
order to detect any kind of failure affecting the RFID reading ratio.

Devices that must be monitored in an EPC/RFID installation are:

RFID fixed readers
Antennas

Mobile reader
Switches

Network stations
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Server

UPS

Router

RFID tag printer

Depending on the manufacturer or model, the mentioned devices have a different monitoring
system. The main part of the devices can be monitored by checking the correct working of
the network interface, whereas some devices require protocols that constantly check the
device’s performance.

With respect to the reader, which is one of the most critical components due to its
functionality, an EPCglobal monitoring standard (EPC Reader Management 1.0) has been
defined by the EPC Software Action Group, with a version of an SNMP protocol for the RFID
network.
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5 Conclusion

The automation of processes along the textile value chain by means of RFID technology
offers a company plenty of advantages, but has to be planned carefully. Before taking the
decision whether or not to implement an RFID system, many different aspects have to be
taken into consideration due to the high sensibility of the different components and their
complex interaction as well as the necessity to follow common settings in order to enable the
exchange of data between the different participants along the value chain.

An extensive analysis of all the processes each single garment has to pass on its way from
the manufacturer to the customer and the consequential selection of those to be supported
by EPC/RFID will be the base for the design of the single applications which have to be
integrated into a whole system, facilitating data exchange between the different parties in
order to make the whole value chain more transparent and generate benefits for all the
partners implied.

For the use of radio frequency in the UHF band throughout the European Union, the
European Telecommunications Standards Institute defined the standards ETSI EN 302-208
part 1 as well as ETSI EN 300 — 220 as a base for all RFID applications in the UHF
frequency. Furthermore, to facilitate the collaboration and to technically assure a good
performance of the technology and the compatibility of the systems of the different players in
the value chain, it is necessary to follow further standards; for the textile sector the
requirements for the implementation of RFID are based on the EPCglobal UHF Class 1
Generation 2 Air Interface Protocol as well as the EPCglobal Tag Data Standard Version 1.3.
The different hardware components which build up an RFID system such as tag, reader and
compatible antennas have to meet the specifications defined in these standards and have to
be integrated into the end user's Management System following the EPCIS standard which in
turn provides the necessary data model and two interfaces.

Once the different components are selected and the design of each application for an
EPC/RFID supported process is made according to the requisitions of each location, the step
by step guideline presented in this document will provide the end user with detailed
information about a successful implementation, from the implication of the different
departments of a company at the very beginning until the final testing phase and
maintenance once the system is successfully installed, taking into account critical aspects
and textile-specific requirements.

The benefits of RFID are various as already outlined in task 7.1, both for the Supply Chain
and for the sales floor and thus for the customer, as the technology provides a faster and
better information flow between sales floor and distributor / manufacturer, facilitating a better
insight in customer behaviour and thus adjusting the design of garments to the client’s needs
on the one hand and offering more information and consequently more comfort to the
customer while shopping as well as preventing out-of-stocks by means of automated
inventory control on the other hand. But like all innovative technologies, RFID can also imply
some disadvantages or threats, especially with regard to the customer’s privacy, which have
to be solved in order to make this technology a good and safe opportunity for the future.
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7 Appendices

Location Process Objective RFID Application
Outgoing Area | Garments leaving manufacturer Identification of garments leaving factory / DC Portal
Manufacturer /DC Verification of transport units

Garments entering DC Verl_flcatlon of d_ellvered garments, counting and identification (anti-counterfeiting), classification for Portal with motion sensors

storing or handling

Garments leaving DC Identification of cross docking Portal with motion sensors
Distribution Centre /| Garments stored (stock Automatic inventory control Intelligent shelves or rails
Warehouse available) Y 9

Handling of garments Control of internal movements Lnotﬁ]rtrgl portals  (transition

Picking of garments Control of picking zone Mobile reader & Label Printer
Back store See all processes DC / See objectives DC / Warehouse See RFID application DC / WH

Warehouse

Garments entering sales floor See above See above

Placing garments On-shelf-availability, knowledge of colours and sizes :gfclllé)?ent shelf / rail or mobile

- Additional information for customer on colours, sizes, complements, other suitable clothes, . . .

Fitting room S - Intelligent mirror with screen

Sales Floor availability, prices...

Customer information

Additional information on colours, sizes, complements, other suitable clothes, availability, prices,
country of origin, material...

Searching clothes

Fixed RFID information terminal
OR

Mobile
terminal

RFID information

Cash Desk (POS)

Payment / Cash

Automatic inventory control

POS module with reader and
antenna

Automatic calculation of total price

See above

Devolutions

Automatic identification of garments and price paid

See above

Suggestion of other clothes with similar prices (in case of no devolution of money)

Module with antenna

Table 23 Process step identification in the textile value chain.
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Technical features Security features
Technology
(main application) Band (22?3;) Data Confidentiality Integrity Availability
EPC Class 0/0+ [ " Parity bit.
UHF 3 64 or 96 bit with read/write None in standard. Identification rate >1000 tags/s.
(supply chain) (R/W) block CRC error detection.
EPC Class 1 o
. Commands have 5 parity bits.

Generation 1 UHF 3 64 or 96 bit with R/W block None in standard. Loctk ) (;ommand permanent and  not
(supply chain) CRC error detection. protected.
EPC Class 1 Masked reader-to-tag communications using the one- )
Generation 2 UHF 8 96+ bit RW block time pad stream cipher. CRC error detection. l(:lsjr:gg[](?:;orrgaders can operate in dense
(supply chain) Tags addressed by 16-bit random numbers.

No protection on the read command. CRC error detection.
ISO/IEC 18000-2

LF <0.01 Up to 1 Kbyte R/IW “Reader talks first” protocol. Permanent, factory set 64-bit ID. None in standard.

(item management)

No encryption or authentication. Optional, lockable identifier code.

“Reader talks first” protocol. CRC error detection.
ISO/IEC 18000-3 : o i

HF <2 RW 48-bit password protection on read commands. No write protection in Mode 1. Multiple tag modes are non interfering.

(item management) i ;

“Quiet mode” in which tags won't respond to readers. Mode 2 has 48-bit password on write

commands.

“Reader talks first” protocol.

ISO/IEC 11784-11785 Retagging counter.
LF <0.01 64-bit identifier Tags addressed by 16-bit random numbers. None in standard.

(animal tracking) CRC error detection.

Quiet mode.

“Reader talks first” protocol.
ISO/IEC 10536 Masked reader-to-tag communications Probabilistic/slotted random anti-collision
(contactiess  smart | HF <2 R/W CRC error detection. algorithm.
cards) Tags addressed by random number. Multiple tag modes are non interfering.

Quiet mode.

. Optional  protections on  write
ISO/IEC 15693 HE 15 Up to 1Koyte RAW No protection on the read command. command. Optional password protection on the lock
(vicinity smart cards) No onboard encryption or authentication. ) L command.
Error checking on air interface.

Table 24 RFID standards and characteristics.
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