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About the BRIDGE Project:

BRIDGE (Building Radio frequency IDentification for the Global Environment) is a 13 million
Euro RFID project running over 3 years and partly funded ( 7,5 million) by the European
Union. The objective of the BRIDGE project is to research, develop and implement tools to
enable the deployment of EPCglobal applications in Europe. Thirty interdisciplinary partners
from 12 countries (Europe and Asia) are working together on : Hardware development, Serial
Look-up Service, Serial-Level Supply Chain Control, Security; Anti-counterfeiting, Drug
Pedigree, Supply Chain Management, Manufacturing Process, Reusable Asset
Management, Products in Service, Item Level Tagging for non-food items as well as
Dissemination tools, Education material and Policy recommendations.

For more information on the BRIDGE project: www.bridge-project.eu

This document results from work being done in the framework of the BRIDGE project. It does
not represent an official deliverable formally approved by the European Commission.

This document:

The overall aim of task 4.3 is to combine the developed base technologies of other tasks in WP4 to a
demonstrator system. The demonstrator will perform tag authentication for an anti-cloning prototype
system.

We plan to use the semi-custom prototypes and implement a secure authentication scheme that can
be embedded into EPC Gen2 communication. The authentication layer will be integrated as a security
layer that is built upon unprotected communication.
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Task 4.3: Anti-cloning tag
The overall aim of task 4.3 is to combine the developed base technologies of other tasks in
WP4 to a demonstrator system. The demonstrator will perform tag authentication for an anti-
cloning prototype system.
We plan to use the semi-custom prototypes and implement a secure authentication scheme
that can be embedded into EPC Gen2 communication. The authentication layer will be
integrated as a security layer that is built upon unprotected communication.

The authentication layer needs to be defined upon EPC Gen2 to allow compatibility with
existing infrastructure. To enable proper specification that allows secure implementation at
considerable costs, the development of a cycle accurate Gen2 protocol emulator is planned
so that different approaches can be compared on the basis of accurate emulation. A
prototype will use as proof of concept of the authentication scheme. A UHF reader firmware
will be extended so that it can communicate with the tag prototypes that provide security
functionality. Additionally, we plan to investigate alternative approaches for key management
that can be applied to applications in the supply chain.

During the first period of BRIDGE, we completed the development of a software emulator for
the communication between tags and reader. The firmware of the reader prototype reader
was extended in a way so that GEN2 custom commands are supported during the tag-reader
communication. Adaptation to the security layer is therefore possible without additional effort.
We present initial suggestions for a security layer, which are currently under investigation.
For the next period we plan to agree on a security layer and to implement it first in the
emulator for further assessment. If the suggestion passes the evaluation without showing
any obvious weakness, we will implement the scheme as a demonstrator system. The
investigation of additional key management is accompanying the ongoing developments.

This report was collected from inputs by all contribution partners to WP4.3.
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1 Hardware Security — Towards a demonstrator for an anti-
cloning tag (WP4.3)

1.1 Introduction

Task 4.3 “Anti-cloning of RFID Tags” is dedicated to the development of a demonstrator of
an anti-cloning system. We aim to combine the base technology developed of Task 4.2 (Tag
Security) and 4.4 (RFID Trusted Network) to come up with a secure solution that uses
symmetric encryption and trusted RFID readers to protect against unwanted clones of RFID
tags.

The foundation of the anti-cloning system is the tag’s authentication functionality. This means
that a tag that is attached to an object can not only provide a unique ID, but also a proof of its
origin based on a challenge response mechanism. The following functionality is necessary
for successful completion of a challenge-response protocol: A secret key needs to be stored
on the original tag and approved reader, cryptographic operation performed by the tag and
the reader, and an unpredictable challenge generated by the reader.

Additionally it is necessary to embed the communication into the standardized
communication frames between tag and reader communication in a way so that performance
does not suffer too much. Although the challenge response schemes fit well to the principles
of RFID communication with passive tags, where a reader always challenges tags for an
answer, the length of necessary parameters, available time for answer and further issues
need to be carefully investigated before successful implementation of such a protocol.
Backwards compatibility to tags and readers without crypto facility should still be assured,
which means that secure tags should still be able to communicate with unprotected readers
as long as the policy allows access. Conversely, it should be possible that insecure tags can
communicate with protected readers, with the limitation that they can only provide their ID
and no proof of their origin. Nevertheless not all applications will require secure operations
and therefore we think that backwards compatibility is a crucial issue. We suggest therefore
defining the security protocol as security layer upon standardized EPC generation 2
communications. The suggested security layer should not only be valid for anti-cloning, but
allow also other security services like reader authentication or encrypted communication.

Development of such a security layer is facilitated by dedicated protocol simulators or
emulators. At the beginning of BRIDGE no such tool that allows cycle accurate simulation of
the communication between tag and reader was available. The development of such a
simulator, which is additionally very useful for RFID system design, was therefore included
into this task.

The final prototype system will use the semi-passive tag prototypes which are developed in
WP4.2. The necessary security primitives and protocol extension will be implemented in their
firmware. Available reader products are adapted to comply with protocol extensions. A demo
application will be developed on a PC or mobile device so that the results can be presented
in an illustrative example of how security enhanced tags can provide a benefit to RFID
applications.

The following subtasks were defined for WP4.3:
0 Anti-cloning Tag Prototype: The semi-passive prototypes are extended by
AES functionality and the protocol extensions that allow the challenge
response authentication of the tag.
0 Anti-cloning Reader Prototype: Custom commands need to be integrated into
the reader's firmware so that the tag’'s additional functionality can be
accessed.
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0 Gen2 Emulator: A simulator for RFID communication between tag and
readers is developed so that the protocol definition can be performed on the
basis of accurate simulation.

o Protocol Definition: A security layer upon standardized RFD communication
will be defined that allows execution of security services between tags and
reader.

o Alternative Key-management: Alternative methods for key management for
symmetric crypto systems are investigated to deal with the specific
requirements of RFID systems. This subtask is complementary to the key-
management activities of WP4.2, since it covers the problem of how a reader
gets access to a secret key that is assigned to the objects.

The following sections describe the ongoing and completed tasks on WP4.3 on the basis of
technical reports about the work performed in each subtask.
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1.2 Gen2 RFID Emulator

While a number of innovative ideas have been proposed to address RFID security issues, it
requires significant effort to physically test and validate their effectiveness. Because of power
and cost limitations, the physical and logical layers in passive RFID tags tend to be highly
coupled, and an accurate evaluation of each protocol concept ideally requires a customized
microchip and new reader firmware. In most cases, this is prohibitively expensive for the
evaluation of multiple approaches. Board-level emulators are another method for testing new
ideas in RFID. However, it is not straightforward to emulate the power-up limitations of
passive RFID tags with powered circuits. Furthermore, a variety of real world scenarios must
be recreated and tested to really understand the performance of a new idea. Examples
include reading hundreds of tagged cases in pallets being carried on a forklift, items moving
at 2m/s on a manufacturing line and items moving on a conveyor. Physically recreating these
scenarios and prototyping enough emulators can also be difficult and expensive.

Figure 1 RFIDSim simulation scenario representing a typical RFID warehouse
application.

In this section, we describe an RFID simulation environment, RFIDSim, which facilitates the
evaluation of RFID protocols in real world applications (cf. Figure 1) by simulating signal
propagation and RFID communication protocols. The simulation engine can be used to
compare and classify different ideas in a variety of use-scenarios and reduce the number of
concepts which need to be prototyped. While wireless network simulators have been built for
other applications like cellular telephony and ad-hoc wireless networks, the needs of passive
RFID are unique. Since passive tags draw power from the electromagnetic field generated by
the RFID reader, the power consumed by the RFID tag chip has a significant impact on the
range and viability of a protocol. Furthermore, since tags typically move a great deal, and
since the reading action is relatively rapid, the needs of a simulator are different from other
systems involving longer, “more stable” sessions. Typical warehouse applications also
feature thousands of RFID tags and multiple RFID readers, which require a scalable
simulation engine. To meet these needs, RFIDSIim supports different pathloss, fading,
backscatter, capture and tag mobility models at the physical level and implements the ISO
18000-6C UHF RFID communication protocol (also known as EPCglobal Gen2). While
RFIDSIm does not allow users to accurately predict the actual identification performance in a
specific location due to the nature of the wireless channel, RFIDSim facilitates the relative
comparison of different privacy and security approaches. RFIDSIim allows researchers to
implement new algorithms virtually on the tags and readers and to simulate their
performance under different use-scenarios like at the dock door of a warehouse, on
conveyors, etc.

This section is organized as follows. We first present related work and an overview of
RFIDSim. We then illustrate the simulation models used in RFIDSim and discuss how these
models are implemented.
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1.2.1 Related Work

A number of other wireless network simulators have been developed in the past. Ns2 (Fall
and Varadhan) has a long history in networking research and features models for node
mobility and wireless protocols. There is also GloMoSim (Zeng et al. 1998) written in Parsec
(Bagrodia et al. 1998) which has been extensively used in the ad hoc networking community.
These wireless simulators have been used successfully to study routing and topology control
schemes and also feature physical layer models for path-loss and fading. However, there are
no implementations of any RFID communication protocols, RFID readers and tags and RFID
physical layer characteristics available, such as the remote power supply to the passive
RFID tags or the backscatter mechanism.

To implement the ISO 18000-6C RFID protocol and the RFID physical layer in RFIDSim, we
use the discrete event simulator JiST developed by Barr (2004) We also rely on the path-loss
and Rician fading models provided by SWANS (SWANS 2004) which builds on JiST. We
chose to use the JiIST/SWANS environment over GloMoSim/Parsec and Ns2 because JiST
combines ease of software development with high performance (Barr et al. 2005).

There has also been related work by other researchers in the RFID domain on the simulation
of RFID systems. Han et al. (2005) developed a system model of UHF RFID with a strong
focus on the RF/analog design of the RFID reader. The model presented by Han et al.
(2005) models the signal generation in the reader to check whether the signal transmitted
complies with the spectrum mask specified in the radio regulations. There is also a detailed
model of the receiver part of the reader to illustrate the influence of transmitter/receiver
coupling. The wireless channel is modelled as the vector addition of various multipaths. In
RFIDSim, we chose a different abstraction level to allow for the simulation of the
identification of large tag populations. RFIDSim abstracts from the signals inside the RFID
reader circuitry and assumes that every transmitter/receiver can be characterized by transmit
power, carrier frequency, sensitivity, noise and capture model and antenna directivity. The
detailed system model proposed by Han et al. (2005) operates at a signal waveform level
and could possibly be used to compute some of the RFIDSim input parameters.

Leong et al. (2006) [i] discuss operational considerations for the simulation of RFID systems.
The authors present measurement results from their lab that suggests a two-piece path loss
model. The authors also mention that it is important to model antenna directivity. RFIDSIim
currently only features a path loss model with a fixed path loss exponent. The directivity of
the reader antenna can be modelled in RFIDSIm by specifying the radiation pattern of the
antenna. Mitsugi et al. (2006) discuss the noise performance of ISO 18000-6C. Their
evaluation uses a simulation engine that also models the ISO 18000-6C Communication
protocol, but does not model path loss, fading, capture, backscatter and tag mobility.

The RFID simulation engine PETRAii] (Protocol Evaluation Tool for RFID Applications)
developed by Dominikus and Aigner (PETRA) implements the 1SO 18000-3 protocol that
operates at HF. In PETRA, there is no modelling of the physical layer, thus no signal
propagation, capture, antenna directivity, backscatter and tag mobility model. To our
knowledge, RFIDSIim is the only simulation environment that implements the UHF ISO
18000-6C protocol and also models physical layer properties, such as signal propagation,
backscatter and tag mobility.
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Figure 2. ISO 18000-6C reader commands

1.2.2 RFIDSim Overview

In RFIDSiIm, we model both the physical and logical layer of ISO 18000-6C. RFIDSim can
thus be used to simulate the identification process of ISO 18000-6C RFID systems in
different RFID applications. This includes scenarios where a group of RFID tags remain
stationary in the range of the RFID reader, but also complex simulation scenarios, where a
large tag population is moved past an RFID reader, for example in a typical warehouse
application (cf. Figure 1).

The simulation of RFID applications with thousands of RFID tags requires an efficient model
of the RFID identification process that is nevertheless accurate. There is thus a trade-off to
develop a sufficiently abstract representation that can still provide meaningful results. In
RFIDSim, simulation time is discretized and the RFID identification is encoded as an event-
driven program implemented in a discrete event simulator. RFIDSim thus abstracts from the
internal signal propagation in RFID reader and tag circuits. To simulate an RFID application,
the initial position of RFID readers and RFID tags and their respective motion is specified.
RFIDSIm also requires detailed information about the RFID reader and tag radios and
antennas and the propagation environment. This includes reader antenna radiation patterns,
power transmit levels and backscatter ratios. Once the simulation engine is configured, the
identification process is simulated by modelling the power supply to the tags, the
transmission and reception of data packets, updating reader and tag states accordingly and
moving the RFID tags.

At the end of each simulation run, RFIDSim provides detailed communication statistics, such
as average throughput, the distribution of received signal strength, overall identification rates
and failed read, write and kill commands.

These performance statistics can help to evaluate different transmission control strategies,
protocol enhancements, reader collision avoidance schemes and privacy approaches.
Examples include:

Privacy and Security Approaches.  While the invisible nature of RFID technology
has many benefits from an automation perspective, it is also the cause of some
serious privacy concerns [iii]. To address this issue, a humber of privacy enhancing
techniques have been proposed. Most of these increase the power consumption of
RFID tags, require extended turn-around-times to compute cryptographic functions
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on the tags, or introduce the need to exchange additional data packets between RFID
tags and readers [iv]. RFIDSIim can be used to predict the impact of these
approaches on the identification of large tag populations in typical RFID applications,
such as on manufacturing lines and in distribution centres.

Transmission Control Strategies for ISO 18000-6C . To guarantee the fast and
reliable identification of large tag population, it is necessary to efficiently use the
limited communication bandwidth available to RFID systems. This necessitates
transmission control strategies that control the broadcast probabilities of the RFID
tags and make appropriate use of ISO 18000-6C protocol features, such as
‘inventoried' and "SL' flags. RFIDSim provides a well-controlled test environment to
compare different approaches without the need to deploy hundreds of RFID tags and
move them consecutively past an RFID reader in experiments.

Protocol Enhancements and Modifications to ISO 1800 0-6C. An RFID
communication protocol, such as ISO 18000-6C specifies physical layer parameters,
such as timing, coding and modulation, but also medium access schemes, RFID
reader commands and RFID tag behaviour. RFIDSIim permits the evaluation of
alternative medium access schemes and command sets before any possible
improvement is implemented on an experimental tested or possibly in silicon.

1.2.3 Simulation Models of RFIDSIim

To simulate an RFID application, an RFID simulation engine needs to model the powering
and movement of the RFID tags, the reception and transmission of the signals at the RFID
readers and tags, the commands specified in the corresponding RFID communication
protocol and the corresponding behaviour of the RFID tags and the signal propagation
between RFID readers and tags. In the following subsections, we show how these aspects of
the RFID identification process are modelled in RFIDSim.

At the logical layer, the RFIDSim reader features all the commands and command
parameters specified in ISO 18000-6C. This includes commands that select a subset of the
tag population, inventory the RFID tags in range and access the memory of individual tags,
once they are successfully identified (cf. Figure 2). All of the commands in RFIDSim also
carry the command parameters that are specified in ISO 18000-6C, such as session and
inventory flags and coding and modulation settings. RFIDSim also features methods that
implement inventory sequences, such as the one shown in Figure 3, where a Query
command is followed by Ack, QueryRep and QueryAdjust commands until a tag population is
successfully identified.

Figure 3. Medium Access Scheme of ISO 18000-6C.



BRIDGE - Building Radio frequency IDentification solutions for the Global Environment

At the physical layer, the RFIDSIm reader radio transmitter is characterized by carrier
frequency and transmit power. Both parameters are required to compute the received signal
strength at the RFID tags. The RFIDSim reader radio also implements the link timings and
data rates specified in 1ISO 18000-6C.

RFIDSIim assumes directive reader antennas. The radiation pattern of the antenna can be
specified as part of the configuration (cf. Figure 4). The radiation pattern is used to compute
the transmitted and received signal strength. In addition to the radiation pattern, the location
and orientation of the RFID reader antenna also need to be specified.

Figure 4. Typical Radiation Pattern of an RFID Read er Antenna (Leong et al. 2006).
(Image courtesy of Kin Seong Leong)

The RFIDSIm reader radio receiver is characterized by a minimum sensitivity. The RFIDSim
reader radio also features a capture model. The capture effect, also referred to as the near-
far effect, is a well-known phenomenon in wireless networking that leads to a successfully
decoded signal despite the simultaneous arrival of other signals [v]. A signal is successfully
captured when its received signal strength is larger than the received signal strength of the
other signals arriving simultaneously. The capture effect also applies to RFID since the
received signal strength is a function of distance and the multipath fading experienced. There
are a number of different ways to model the capture effect. In RFIDSim, we implemented the
commonly used power model [vi]. In this model, the packet with the strongest signal is
assumed to be successfully captured when the strongest signal is by a factor c (the capture
ratio) stronger than the sum of all other received signals:

where PRO denotes the received signal strength of the strongest signal, c is the capture ratio

and P_ denotes the received signal strength of one of the k other tag signals.

R

The noise model implemented in the receiver part is based on a signal-to-noise ratio (SNR)
and data transmission speed dependent bit error ratio (BER). Once a (single or captured) tag
reply is received, the probability of a corrupted packet is computed using the number of bits
in the packet (including the preamble) and the corresponding bit error rate, which is
determined from the SNR and the data transmission speed. The noise floor can be specified
as one of the configuration parameters.

RFID Tag



BRIDGE - Building Radio frequency IDentification solutions for the Global Environment

Since 1SO 18000-6C is a reader-talk-first protocol, RFID tags never initiate the
communication with the RFID reader, but reply to commands from an RFID reader. Upon
receiving sufficient power from the reader, the tags power up and wait for incoming
commands. Upon successfully decoding a command and the corresponding flags, the RFID
tags update their internal state according to ISO 18000-6C (cf. Figure 5) and reply with the
appropriate message. In RFIDSim, this process is mimicked and all RFID tags behave by
default as specified in ISO 18000-6C. Note that Figure 5 only shows a simplified version of
the tag state diagram defined in ISO 18000-6C. The detailed state diagram can be found in
(EPCglobal 2005).

Figure 5. RFID tag states defined in ISO 18000-6C.

At the physical layer, the RFIDSIm tag radios use the same noise and capture model as the
RFID reader radio — with the possibility to set different parameters. Due to the battery-less
nature of the passive RFID tags, the communication with the RFID reader is based on
backscattering. The transmit power is thus a function of the incident signal strength and the
backscatter ratio. In RFIDSim, the backscatter power can be determined in two different

ways. There is a simple linear model that relates the backscattered power F’TBSC to the

received signal power PR

where denotes a constant that specifies which proportion of the incident signal is reflected.

is a function of the modulation index, the modulation type (ASK or PSK) and the particular
backscatter implementation on the tag [vii]. The other backscatter model implemented in
RFIDSIm uses a look-up table that allows for a non-linear relationship between the received
signal strength and the backscattered power. This model reflects the behaviour of a number
of RFID tag microchips available, whose backscatter signal strength does not follow the
simple proportional model of Equation 2. There is also the possibility to specify for how long
the RFID tags keep their state after the reader signal is no longer sufficient to power the
RFID tag microchip.

All tag antennas in RFIDSim are assumed to be isotropic or half-dipole antennas. The RFID
tags can be distributed either by specifying individual locations or by assigning a random
distribution in a predefined region like a tote. Furthermore, groups of tags can then be
associated with a velocity vector that specifies magnitude and direction of the translation.

Signal Propagation

Passive RFID systems are typically operated in warehouses, factories, distribution centres
and stores. Signal propagation in these environments has been extensively investigated in
the indoor radio propagation channel literature [viii]. In such indoor environments,
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researchers have measured significant multipath fading where the signal arriving from
different paths, direct and indirect, combine and produce a distorted version of the
transmitted signal. Since RFID communication is relatively narrow-band, e.g. under
European legislation the channels are 200 kHz wide and under US regulations 500 kHz, the
multipath fading results in fluctuations in the received signal strength and phase, but no
series of attenuated pulses [ix]. This is due to the fact that the difference in time delay of a
number of paths is much less than the reciprocal of the transmission bandwidth and the
paths can not be resolved as distinct pulses. The RFID communication channel is thus
characterized by slow and flat fading. There is also large-scale path loss due to absorption.
In this subsection, we outline how these small- and large scale effects are modeled in
RFIDSIim.

At the macroscopic level, various path loss models have been suggested in the literature [ix].
In the most commonly used model, the received power expressed in terms of transmitted
power is attenuated by a factor D, which is called the path loss

where is the wavelength, r is the distance between transmitter and receiver and n is the
path-loss exponent. In free space, the path loss follows a r? law (n=2).

RFIDSim implements this path loss model. In RFIDSim, the path loss exponent n can be
adjusted to suit the characteristic of the indoor propagation channel. The path loss exponent
can be determined experimentally as outlined in [i] (Leong et al. 2005) for a given
environment or estimated from comprehensive tables in the literature for different
topographies and different materials [ix].

As noted earlier, in a typical indoor RFID application, the transmitted signal most often
reaches the receiver by more than one path resulting in multipath fading. The path loss
model is thus not sufficient to characterize the signal propagation. The indoor radio channel
can be completely characterized as a linear time-varying filter with an impulse response for
each point in space of the channel that captures the contribution of each direct or indirect
path [x]. In practice, this impulse response approach is frequently not adopted, since it is
difficult to determine all different multipaths in a given environment and the modeling is site-
specific. This is in particular true for RFID, where the environment is not static. There are a
number of statistical indoor modeling approaches that show a good fit with measurement
data [xi]. From an RFID perspective, we are in particular interested in those statistical models
that describe the path amplitude since reduced path amplitudes will cause the passive RFID
tag to loose power and thus affect the overall identification performance. Since there is
usually a strong line-of-sight path or at least a path that undergoes much less attenuation
than the other arriving components in an RFID application, RFIDSim supports Rician
distributions to model the variation in received signal strength (Rappaport 2002). Several
researchers have shown that the Rician distribution is also suitable to model temporal
variations that are caused by the motion of people and equipment [xii],[xiii]. The temporal
variations mean that the channel is nonstationary in space and time and deep fades can be
observed [xiii].

1.2.4 Summary

Radiofrequency identification poses a number of research challenges. This includes
protecting the privacy of the individual and speeding up the identification of large tag
populations. However, in practice, it is difficult to evaluate many of the new approaches
proposed to solve these issues. The evaluation typically requires novel microchip designs for
the tags, others require update to the firmware of a reader. The result is that frequently the
impact of novel RFID approaches on the identification performance is difficult to assess. In
this section, we present the RFID simulation engine, RFIDSim, that implements the ISO
18000-6C RFID communication protocol. RFIDSIim is implemented in a discrete event
simulator and models signal propagation using a path loss model and a Rician distribution
based multipath model. There is also support for different capture, backscatter, interference
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and tag mobility models. The low memory footprint and high throughput that results from the
use of the JiST simulation platform and the efficient simulation models chosen provide
scalability to simulations of thousands of tags. The result is that RFIDSim can be used to
simulate typical RFID applications, such as conveyor belts and fork lifts moving pallets with
large tag populations. The simplicity with which novel algorithms can be implemented on the
simulated tags and readers also means that the performance of different transmission control
strategies and settings in ISO 18000-6C can be readily evaluated.

Since RFIDSIim models the multipath fading statistically and the absorption of signals by the
tagged objects and tag antenna detuning is neglected, the simulation results of RFIDSim will
not be identical to the outcomes of actual experiments with RFID tags and readers in a
specific application. RFIDSim is thus not envisioned as a tool to predict the identification
performance in a specific scenario. We believe however that RFIDSim will significantly
facilitate the relative comparison of different privacy and security approaches.

1.3 AES for semi-passive Tags

The result of the comparison of crypto primitives in task 4.2 suggest AES as crypto primitive
to be used for RFID tags. The Advanced Encryption Standard (AES) is a symmetric block
cipher which was originally named Rijndael. It was invented by Joan Daemen and Vincent
Rijmen and became the new Federal Information Processing Standard FIPS-197 [xiv]
standard in the year 2001 after a contest organized by the National Institute of Standards
and Technology (NIST). Due to its flexible design, the AES algorithm can be implemented on
various platforms very efficiently. One result of the crypto primitive comparison in this
Workpackage demonstrates that a dedicated implementation of AES is possible even under
the extremely limited requirements of low cost RFID tags. Software implementations on
small 8-bit microcontrollers and 32-bit processors also exist. The consortium therefore
decided to use AES as cryptographic primitives for the developments of WP4.2. and 4.3. The
free availability of the algorithm allowed the application of AES in numerous standards like
IPSec, TLS, and wireless LAN according to the IEEE802.11i standard [xv].

The main design principle of the authors of AES was the simplicity which results in its
efficient implementation on various platforms under different constraints. This is realized by
using only a small set of basic operations which are based on finite-field arithmetic and by
means of symmetry properties at different levels. The first symmetry level is realized by
applying the same round function to the fixed data block of 128 bits several times. All
operations of the AES algorithm transform a block of data which is referred to as the State. It
is organized as a 4 x 4 matrix of bytes. Depending on the key size which could be 128, 192,
or 256 bits the number of round transformations for encryption and decryption are 10, 12, or
14. In Figure 6 the structure of AES encryption is shown.

Within WP4.2 and WP4.3 we focus on 128-bit keys because this is the mainly deployed key
length with acceptable security level for the next decade.

Figure 6: Structure of AES

The round transformation modifies the State from the initial value which is the input plaintext
to get the output ciphertext after the last round. The round function consists of the
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transformations SubBytes, ShiftRows, Mix-Columns, and AddRoundKey for encryption and
InvSubBytes, InvShiftRows, InvMixColumns, and AddRoundKey for decryption. These
transformations are key-dependent, linear, and non-linear operations defined over different
finite fields. The bytes of the State are either individually, row-wise, or column by column
involved in the operations.

An exception of the round transformation is the initial round and the last round. The initial
round consists only of the AddRoundKey operation while in the last round the MixColumns
operation is omitted. While encryption calculates the ciphertext from the plaintext the
decryption function of AES computes the plaintext from the ciphertext. There are only minor
differences in encryption and decryption where the operations are executed in reverse order
and the round keys are used backwards.

In the following only the AES encryption operations are described in more detail. SubBytes is
the only non-linear operation of AES. It consists of a byte by byte substitution of all 16 bytes
of the State using the same look-up table often referred to as S-box. The values of this S-box
can be calculated by an inversion in the binary extension field GF(2°) followed by an affine
transformation.

There are many possibilities to implement the S-box. For software implementations, the 256
entries are mostly stored in a look-up table. For hardware realizations, the design space is
even larger. A thorough analysis for implementing the S-box for low-power applications and
low chip area can be found in literature [xvi].

ShiftRows simply rotates each row of the State using a specific offset. This offset is given by
the row index of the State which means that in the first row no rotation is performed, the
second row is rotated by one byte and so on.

In comparison to software implementations where appropriate addressing of the bytes in the
subsequent operation is sufficient, in hardware ShiftRows can also be implemented using

appropriate wiring of the signals. MixColumns operates on columns of the State where each
column is interpreted as a polynomial of degree three with coefficients from the field GF(2°).

MixColumns is defined as a multiplication of this polynomial with a constant polynomial
(03 - x3+01-x2 + 01 -x+ 02) modulo the irreducible polynomial x4 + 1. The operation can
also be expressed as a matrix multiplication of a constant 4 x 4 matrix with the input column.

AddRoundKey adds a round key to the State using an exclusive-or operation over all 128 bits
where in each round another key is used. The first 128-bit round key is equal to the cipher
key. All other keys are computed from the previous round key using the key expansion
operation. This operation uses the S-box functionality and some constants referred to as
Rcon-

In systems with sufficient memory resources it is common to calculate and store the whole
key schedule in advance. The other possibility is the on-the-fly key expansion where the
current round key is calculated on demand during the encryption or decryption operation
which allows saving memory resources.

There are many implementations of AES published in literature. Most of them target on high
clock speed and high data throughput using 128-bit architectures. As target technology for
hardware implementations either FPGAs or ASICs are used. Only a few energy-efficient
implementations which use 32-bit architectures are available. A description of an AES
implementation suitable for passive RFID tags can be found in [xvii].

For the semi-passive prototype we plan to use pre-existing assembly implementations of
AES which were developed for small microcontroller platforms. Such implementations are
available as SW libraries that can be included into the firmware. IAIK has access to such SW
libraries that were results from previous research projects [xviii].
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1.4 Security extension for EPC Gen2
1.4.1 Introduction

The following subsections provide information about two different approaches to embed
authentication into RFID communication between tags and readers. While one suggestion
(TU Graz suggestion) starts with the assumption that the secure communication is built upon
an established insecure link, the other suggestion includes the authentication step into the
initialization phase of communication. Both suggestions have their advantages and
drawbacks. While the first one requires more communication overhead, it is more difficult for
the second approach to provide backward compatibility. For both suggestions it was the goal
to investigate how the integration into the communication frames can be performed.

1.4.2 TU Graz suggestion: Custom commands fortaga  uthentication

There are various suggestions for enhancing the security of the EPC Gen2 standard (see
[xix, xx, xxi]). In order to find a suitable approach that can be utilized for further
implementation on the UHF Demo Tag, the various proposals have been evaluated with
respect to their practicability and the level of security they provide. The comparison has
shown that the proposal of Juels presented in [xxi] is most promising. Juels suggests adding
a security layer to the current specification of the EPC Gen2 standard which allows entity
authentication and data protection. By using the example of tag authentication the proposal
illustrates how such a security layer can be integrated to the EPC Gen2 standard. The tag
authentication is achieved by utilizing a challenge-response protocol whereas reader and tag
have to share a secret key K. Using a challenge-response protocol for RFID tags is nothing
new. Already in 2004, Feldhofer et al. have suggested in [xxii] to use a symmetric challenge-
response protocol for the authentication of RFID tags in the HF range. Below is a short
summary of the security enhancements proposed by Juels.

Security Enhancement Proposed by Juels

A challenge-response protocol in its simplest form consists of two messages: a randomly
selected challenge that is transmitted by the reader, and a response which is replied by the
tag. The tag response contains the challenge encrypted under the secret key K. Since the
reader knows the secret key K as well it can also encrypt the challenge using the secret key
K and compare it against the tag response. Only if both values are equal the tag is assumed
to be authentic. The challenge-response protocol that is suggested by this proposal is
derived from the authentication scheme of smart cards as it is defined in the ISO7816-4
standard [xxiii]. In the 1ISO7816-4 standard, data is transmitted in so-called application
protocol data units (APDUSs) which allow negotiation of various parameters such as the
utilized encryption scheme and the utilized key length between the participating entities. In
order to make the APDUs suitable for the usage with the EPC Gen2 standard, they are
“compressed” by reducing their length. This length reduction is achieved by omitting some
parameters inside the APDUs which are irrelevant for the implementation of the security
layer. Three strategies are introduced by this proposal for integrating the challenge-response
protocol to the current EPC Gen2 standard: usage of the BlockWrite command and the Read
command, definition of new commands, and definition of new custom commands.



BRIDGE - Building Radio frequency IDentification solutions for the Global Environment

Figure 7: Tag authentication via  BlockWrite command and Read command as
proposed in [xxi].

When the BlockWrite command and the Read command are reused for implementing the tag
authentication, no new functionality needs to be added to the EPC Gen2 standard.
Therefore, the reader utilizes the BlockWrite command to write the challenge Ck to a fixed
memory location at the tag. Preferably, the fixed memory location is defined somewhere
within the user memory bank that is intended for free usage. When the tag detects that this
memory location has been altered it can encrypt the received challenge Cr and store the
result in the same fixed memory location. Finally, the reader can utilize a subsequent Read
command in order to extract the response from the tag memory and verify whether the tag is
authentic or not (see Figure 7).

The specification of the EPC Gen2 standard leaves space for extending its command set via
new commands or via new custom commands. Thus, the other two strategies in this
proposal address the integration of the challenge-response protocol via dedicated new
commands or new custom commands instead of using the BlockWrite command and the
Read command. When using dedicated commands, the transmission of the challenge to the
tag and the transmission of the response to the reader can be realized with less overhead
and is therefore more efficient. Additionally, no fixed memory location in one of the four
memory banks needs to be defined.

Integration of Security Enhancements in the EPC Gen 2 Standard

In contrast to other proposals that have been evaluated, the suggestion of Juels achieves
security enhancement of the EPC Gen2 standard without changing the existing protocol but
rather by introducing an additional security layer. Thus, reading the EPC of a tag remains the
same regardless whether the security layer is implemented or not. Tags that do not require
security can simply omit the implementation of the security layer. Another advantage of this
proposal is the usage of established security measures that are already successfully utilized
by smart card applications. We assume that the protection level of smart card technology is
comparable, but not lower that it will be for RFID technology.

Explanation of Challenge-Response Protocols

Challenge-response protocols are a well-known mechanism to prove the authenticity of an
entity. Thereby, challenge-response protocols can be realized via symmetric or asymmetric
cryptography. Other than symmetric cryptography which makes use of a single secret key,
asymmetric cryptography uses a key pair. The key pair consists of a private key that has to
be kept secret and a public key that can be freely distributed [xxiv]. Usually, asymmetric
cryptography requires more computational effort than symmetric cryptography. Therefore,
symmetric cryptography is more suitable for applications like RFID tags where limited
resources are available. A definition of challenge-response protocols based on symmetric
cryptography is given in the ISO/IEC 9798-2 standard [xxv].

For authenticating an entity A against an entity B via a challenge-response protocol that uses
symmetric cryptography, both entities have to share a secret key K. Therefore, B starts with
the selection of a random number rg that is sent to A. Entity A encrypts rg under the secret
key K and replies the result to B. Since B knows the secret key K as well, it can do the same
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encryption. Hence, entity A is only assumed to be authentic if B and A use the same secret
key K for the encryption of rg. This is illustrated in Figure 8.

Figure 8: Authentication of entity A against entity B.

Mutual authentication can be utilized if entity A should also be aware of the authenticity of
entity B. Therefore, B starts again with the selection of a random number rg that is sent to A.
Entity A in turn selects another random number ry and encrypts it together with rg under the
secret key K. The encrypted result is furthermore replied to B. Entity B can decrypt the
received message and check whether rg is correct. In the last step, B permutes the position
of the random numbers rg and r, and encrypts them under the secret key K. Finally, A can
decrypt the message from B and check whether rg and r, are correct. The principle of mutual
authentication is shown in Figure 9.

Figure 9: Mutual authentication between entity A and entity B.

Although challenge-response protocols are a powerful instrument for proving the authenticity
of an entity, their implementation requires the consideration of various aspects. For example,
the detection of modified messages and the prevention from reusing messages that have
been recorded during a previous authentication process. Ignoring such aspects could make a
challenge-response protocol vulnerable to interleaved attacks, replay attacks, or man-in-the-
middle attacks.

Tag Authentication via Challenge-Response Protocol in the EPC Gen2 Standard

Tag authentication has been chosen as an example to show how strong cryptographic
security mechanisms can be integrated in the EPC Gen2 standard. Due to the reasons
mentioned above a challenge-response protocol with symmetric cryptography as described
has been selected to achieve the secure tag authentication. Therefore, new custom
commands have been defined and appended to the EPC Gen2 standard. The symmetric
encryption algorithm that has been chosen for the challenge-response protocol is the
Advanced Encryption Standard (AES). The selection of the AES is justified by the outcome of
task 4.2.3.

In the EPC Gen2 standard, reader command and tag response are constrained by strict
timing constraints. Since the EPC Gen2 standard is a high-speed protocol the time between
reader command and tag response is rather short. Depending on the utilized data rate, the
tag has 16 to 250 ps for preparing the response. Hence, for a tag it is not possible to encrypt
the challenge within that short time in order to directly respond with the encrypted challenge.
This problem has already been addressed and solved by the work of Feldhofer et al., which
deals with strong authentication for HF RFID systems. Thereby, the reception of the
encrypted challenge from the tag is decoupled via an additional command from sending the
challenge. Thus, it has been necessary to define two new custom commands: a Challenge
command, and a “GetResponse” command. As the name says the Challenge command
contains the challenge Cg that the reader randomly selects. The tag response to the
GetResponse command contains the encrypted challenge Rt = Ex (Cr) which completes the
tag authentication (see Figure 10). In order to ensure compatibility to the EPC Gen2
standard, all commands use a session identifier denoted as handle. The handle is a 16-bit
random number that is selected by the tag during the inventory round and which has to be
contained by all succeeding access operations. Hence, the tag must first participate in an
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inventory round and furthermore enter the open or secured state before the tag
authentication can be started.

Figure 10: Command sequence for tag authentication in the EPC Gen2 standard.

Structure of the New Custom Commands

The structure of the two new custom commands and the structure of the corresponding tag
responses have been selected in such a way that it follows the logical structure of existing
commands in the EPC Gen2 standard. Figure 11 shows the structure of the Challenge
command which consists of: a command code, a field for the length of the challenge, the
challenge, the handle, and a CRC16. As defined in the EPC Gen2 standard the command
code of a custom command has a length of 16 bits and starts with the bit sequence
11100000. The tag response to the Challenge command is presented in Figure 12 and
consists of: a header bit, the handle, and a CRC16. This is the usual structure of a tag
response as defined in the EPC Gen2 standard. The tag response informs the reader that
the tag has successfully received the Challenge command.

Figure 11: Structure of the Challenge command.

Figure 12: Structure of the tag responsetoa  Challenge command.

Other than the Challenge command, the Get_Response command is rather short and only
consists of: a command code, the handle, and a CRC16. The tag response to the
Get_Response command which finalizes the tag authentication consists of: a header bit, the
encrypted challenge R+, the handle, and a CRC16. Thereby, the length of the encrypted
challenge Ry is equal to the length of the challenge Cr. Figure 13 and Figure 14 illustrate the
structure of the Get_Response command and its corresponding tag response.
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Figure 13: Structure of the Get_Response command.

Figure 14: Structure of the tag responsetoa  Get_Response command.

Adapting the Protocol Implementation of the UHF Dem o Tag

When using the UHF Demo Tag for tag authentication its protocol implementation has to be
adapted in a way such that the new custom commands are recognized and appropriate tag
responses are generated. An overview of the functional blocks of the UHF Demo Tag's EPC
Gen2-protocol implementation is presented in the section "Digital Part of the UHF Demo
Tag" of the BRIDGE WP4 Report " D4.2.1 — Report on first part of the security WP: Tag
security". Looking at this overview shows that mainly the demodulation state machine and
the command-handling state machine are affected by integrating new custom commands.
Due to modularity, the new custom commands are not directly handled by the command-
handling state machine, rather they are passed over to a new functional block called custom-
command handling state machine. The custom-command handling state machine is
responsible for interpreting the custom commands and for generating the appropriate tag
responses. This simplifies the integration of additional custom commands since the
command-handling state machine requires no further modifications.

Another important aspect for implementing tag authentication to the UHF Demo Tag is the
integration of the symmetric encryption algorithm. As mentioned above, the AES has been
selected as symmetric encryption algorithm. It was only necessary to integrate a library
which contains all the encryption functionality. The deployed version of the AES utilizes a key
length and a block length of 128 bits. Thereby, the encryption of a 128-bit data block requires
3,760 clock cycles on an ATMegal28 microcontroller. Operating the ATMegal28
microcontroller at 16MHz results in a duration of 235us for the encryption. Since “real” RFID
tags usually have lower clock speeds, the encryption of a 128-bit data block in hardware can
require more time. The secret key K that is utilized for tag authentication is stored in the non-
volatile EEPROM of the ATMegal28 microcontroller. Figure 15 presents an overview of the
functional blocks that are necessary for the implementation of the EPC Gen2 protocol and
the tag authentication on the UHF Demo Tag. Functional blocks that have been added or
modified are bordered in bold.
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Figure 15: Functional blocks of the UHF Demo Tag's EPC Gen2-protocol
implementation including tag authentication.

1.4.3

1.4.4 FUDAN Authentication scheme

The following section describes an authentication scheme. This scheme is implemented in
the RFID baseband chip described in the section of the WP4.2 report on development of
semi-passive prototypes. Based on a 3-pass mutual authentication using an independent key
for each stage, we propose a scheme for RFID security and privacy issues. In the proposed
authentication process reader and tags verify each other and exchange the key for data
encryption later.
It is assumed that there is a key table for each tag in a database. This key table is comprised
of a UID (the index of the key table) and a (K1, K2, K3) pair (the content of the key table).
Only those principals pocessing the same (K1, K2, K3) pair can pass the mutual
authentication. Readers need to be initialized by loading a copy of key table. Another KO is
used to protect UID which is shared by all valid tags.
The illustration of our proposed scheme procedure between RFID Reader and Tag is shown
in Figure 16. The procedures are described below. In this part, the following operators and
variables are used:

E (X): Conventional encryption result of plaintext X with K as the key.

D, (X): Conventional decryption result of ciphertext X with K as the key;

||: Conjunction of two or more messages;

@: Exclusive OR operation;

f(X): Simple combinational operation, such as decimation or interpolation;

s: Random number generated by Reader to protect UID from replay

nonce: Random number generated by Tag to protect UID from being traced

1;: Random number generated by Reader to verify Tag and, following authentication,
to be communication key in this session;
1z Random number generated by Tag to verify Reader;
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Reader Tag
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else abort 5 msch o
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if ,(rs)="f,(r5) then
valid Reader
sucess

else abort

Figure 16: proposed mutual authentication procedure s

Following communication takes place for authentication of a tag to a reader:
1. Reader requires UID. Reader generates a random number s and sends it to tag.
2. Tag replies UID. Tag encrypts the exclusive or result of UID, s, and nonce with KO
and backscatters the cipher text to reader.
3. Reader sends its random number. Reader gets UID, and searches for specific (K1,

K2, K3) pair. Reader generates and saves a new random numberr,, and sends it to
Tag.

4. Tag decrypts the receivedr,, generates and saves a random number r; and
sends E,{ f, (1) lIrs} -

Reader receives f; (r,)andr,. Reader verifies tag by checking f,(r,)?=f, (r,).If

equal, the authentication process continues, otherwise it fails.

5. Reader sends the encrypted function ofrg. Tag receives fzf(rB) and verifies reader
by checking f,(ry)?="f,(rg). If equal, the authentication process succeeds,
otherwise it fails.

After a successful authentication, reader and tag can exchange data via a ciphered channel.
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1.5 Custom command support for prototype reader

1.5.1 Introduction

To allow easy integration of available RFID readers into the final demonstrator, execution of
unspecified custom commands will be necessary. One approach would be to include support
of specific custom commands into the reader firmware and provide the access to those new
commands via the reader’s API. It turned out that those changes of the reader firmware is an
error-prone task that requires accurate checks and tests after each small change. Since
every requested change leads to communication overhead between the design teams or
reader and tag developers, the WP4 team decided to define a generic support API for any
custom commands. With a single change of the reader firmware it is possible to execute any
custom commands by simply changing the code of the application that controls the RFID
reader. To demonstrate the capabilities of the new reader firmware a simple reader
application that is typically shipped with RFID readers to test their functionality is extended
with straight forward tag authentication functionality based on a challenge-response protocol
that uses AES encryption.

1.5.2 Reader architecture, firmware update

The CAEN RFID UHF reader A828EU firmware implements all the mandatory commands of
the EPC Class 1 Gen 2 air protocol plus some Gen2 optional commands and additional
commands for the reader configuration. The same situation is for the libraries that are merely
a software abstraction of the host-to-reader protocol.

In order to support secure tag enhancements it has been decided to add the custom
command both inside the firmware and in the libraries. The custom command, as stated in
[xxvi] (Table 6.16), consists of a set of codes that must start with the 11100000 sequence
and allow 256 different specialized sub-commands using the remaining 8 bits of the complete
command code. Using the custom command for secure communication with the tag instead
of modifying the existing protocol is advantageous for both the tag and the reader. For the
secure-tag this means that, even if it implements secure communications, it remains a
standard Gen2 tag so that it can be accessed by any Gen 2 reader.

From the reader point of view, this approach does not interfere with the interoperability and
performances with standard Gen 2 tags so that the reader still has the same behaviour with
them and it will be able to access the secure-tags with the special commands.

This means that the firmware developed for this purpose can be installed in all the products,
giving to the user the chance to enable secure features, while still having full Gen 2
compatibility.

As will be extensively shown in the next paragraph, we have implemented a so-called
generic custom command. With this approach the reader firmware and the libraries need to
be updated only once, while the definition and implementation of new commands for the
secure access can be added at any time.

From a logical point of view, the A828EU reader can be considered as being composed of
three modules: the radio-frequency module, the protocol module and the control module.
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Figure 17: Reader Modules

The RF module is in charge of generating the frequencies and their modulation in order to
energize and talk with the tags; the protocols module is the one that generates the correct bit
streams and sequences for a correct air protocol implementation; the control module is
responsible for the communication with the outside world (a PC or any other device).

While the RF is essentially composed by hardware (mostly analog components) the other
two modules are implemented as firmware components inside the microprocessor embedded
in the reader.
The custom command modification affects both the protocols module and the control
module: in the first one we have added the low-level custom command communication
between the reader and the tag while in the control module we have inserted the new host-
to-reader command for accessing the custom command from the user. The user can access
this new command either using directly the communication protocol or using a new library
function that hides the details of the raw communication protocol. Figure 18 provides
information about the necessary parameters of the function:

/ CAENRFID_CustomCmd_C1G2

Parameters:
[in] Handle : The handle that identifies the device.
[in] ID : The tag ID.
[in] SubCmd : The subcommand.
[in] RTLength : The number of bytes to s end to the tag.
[in] RTData : The data to be sent to the tag.
[in] TRLength : The number of bytes to b e received from the tag.
[out] TRData : The data received from the tag.
Returns:
An error code about the execution of the fu nction.
Description:

Special function to implement custom commands.
*
CAENRFIDIib_API CAENRFIDErrorCodes __stdcall
CAENRFID_CustomCmd_C1G2(CAENRFIDHandle handle, CAEN RFIDTag *ID, unsigned char subcmd,
int RTLength, void *RTData, int TRLength, void *TRData);

Figure 18: Generic custom command API

1.5.3 Suggestion for Custom Command API

Only modifying the UHF Demo Tag’s protocol implementation is hot enough for tag
authentication. The UHF reader must also be capable of sending the new custom commands
and interpreting the tag responses. Since the deployed UHF reader (which is an A828EU
compact reader from CAEN) does not support the usage of custom commands by default, an
adaptation of its firmware has been necessary. Therefore, a so-called generic custom
command as it is shown in Figure 19 has been specified for the AB28EU compact reader.
The advantage of a generic custom command is that the reader firmware only needs to be
adapted once.
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Figure 19: Structure of the generic custom command for the AB28EU compact reader.

By using the generic custom command all possible custom commands that are provided by
the EPC Gen2 standard can be realized. In principle, the generic custom command contains
five parameters: the lower byte of the custom command’s command code (sub code), the
length of datagr in bytes, datarr, the length of datarg in bytes, and datarg, where datarr is the
data that should be sent from the reader to the tag and datary is the data that is received
from the tag. Figure 20 and Figure 21 illustrate how to use the generic custom command in
order to obtain the Challenge command and the Get_Response command that are required
for tag authentication.

Figure 20: Realization of the Challenge command via the generic custom command of
the reader firmware.

Figure 21: Realization of the Get_Response command via the generic custom
command of the reader firmware.

1.5.4 Implementation issues and demo application

The deployed UHF reader is controlled via a small demo application that is supplied by the
manufacturer CAEN. By default, the demo application covers the main functionalities of the
reader such as the reading of a tag’s EPC or the switching between different protocol
standards. In order to test and verify the protocol implementation of the UHF Demo Tag more
extensively, the demo application has already been enhanced by additional functionalities.
Such additional functionalities are for example: reading from and writing to the memory
banks, locking or unlocking of the memory banks, and killing a tag. The demo application is
written in VisualC++ and accesses the UHF reader by using function calls. Thus, the generic
custom command that has been added to the reader firmware is also accessible via a
dedicated function call. The only thing that is still missing for the integration of the tag
authentication to the demo application is the symmetric encryption algorithm. For the
symmetric encryption algorithm a freely-available implementation of the AES has been
chosen. A screenshot of the demo application that supports tag authentication is illustrated in
Figure 22.
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Figure 22 Screenshot of the demo application thati s used for authenticating the UHF

Demo Tag.

Before authenticating a tag, it has to be identified via an ordinary inventory round.
Afterwards, tag authentication can take place, which has been integrated into the demo
application in the following way:

1.

At the beginning, a 128-bit pseudo-random number is generated with the help of a
pseudo-random number generator (PRNG), in which the seed value for the PRNG is
derived from current time.

The 128-bit pseudo-random number is sent to the tag via the Challenge command by
using the function call for the generic custom command of the reader.

Furthermore, the demo application encrypts the 128-bit pseudo-random number by
using the AES and a secret key K.

After waiting a predefined time, the Get Response command is sent to the tag, again
using the function call for the generic custom command of the reader.

Finally, the encrypted challenge that has been replied by the tag is compared against
the result of step 3. The tag is assumed to be authentic only if both values are equal.
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1.6 RFID Key Management Architecture

1.6.1 Introduction

In order for a secure RFID tag to perform authentication, encryption of communication (such
as encrypting the identifier into a pseudonym), or access control (such as preventing the tag
data from being overwritten), we require secret keys to be stored on the tag. Our work in
WP4 assumes that the cryptographic functions will use symmetric keys. This means that the
same key must also be stored somewhere within the network. Unless such a key is stored
securely, the tag security is worthless.

If secure tags are used only within a single security domain (where tags, readers and back-
end systems are owned by the same organization) the problem is quite simple. Wherever we
store or use such keys, the system must be secure from external attack. Where such storage
and processing takes place is a trade-off between the security of the system and scalability.
Keys may be distributed to local read points to avoid the reliance on network and system
availability and improve the latency of the tag operation, provided that such local distribution
is secure.

In BRIDGE, the problem is more complex. BRIDGE specifically addresses the barriers to the
adoption of global RFID systems. This means that the secure tags will pass through many
organizations that have different relationships with the tag owner. Some of these parties may
be trusted to have the ability to read the tag indefinitely and hold the key securely, whilst
others may not. We need to look for key management architectures that accommodate these
varying levels of trust, yet still allow local operations to be performed efficiently on the secure
tags.

In this section of the report we outline our proposed work in two directions. The first direction
deals with the development of local points of trust, where efficient operation can be achieved
without compromising security. The second direction we take to the same problem is the
development of key schemes that allow the partial delegation of rights to a secure tag. In this
manner, selected operations, for selected periods of time, can be granted to a local operator
in order to minimize the risk if such trust is compromised. We also show that the two
directions can be complementary with the level of delegation being based upon the
trustworthiness of the point of local operation.

1.6.2 Points of Trust

In this section we examine some of the points within an RFID architecture where we may
securely store tag keys and other secrets or perform security functions within a trusted
environment.

1.6.3 Back-end Systems

The first point of trust is the key repository of the secure tag owner. We define the owner to
be the party who has full knowledge of any tag keys and therefore full control over the tag. In
fact this ‘owner’ may be the manufacturer of the tag itself, who grants only virtual temporary
ownership to a number of custodians in the supply chain over the lifetime of the tag. The
owner has the ability to perform any of the operations on the secure tag, including operations
to reset the keys on the tag when they become compromised. As such we can consider that
any operations desired by local operators on the secure tag can be referred to the tag owner.
For example, if the local operator reads a pseudonym (encrypted identifier) from the tag, then
they can ask the tag owner to identify the tag. Since no tag secrets ever need to be released
by the tag owner, then this can be argued to be the most secure solution. However, from the
view of scalability and dependability this approach may be considered weak. If every secure
tag operation is referred to the owner, this places a load on the central point. The tag must
also remain in the vicinity of the reader during the operation, hence network and system
latencies may severely affect the duration of the tag operation. Lastly, if the network or the
systems fails (perhaps due to Denial of Service attack), then operations cannot be performed
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on the tag. This may mean that the tag cannot be read, or cannot be authenticated as
legitimate at the point of sale. We therefore have to consider how some of these operations
may be securely distributed to local points of operation, while others (such as the re-keying
of the tag) may be maintained centrally.

One problem that we will examine in this work, is knowing who the owner is, in order to be
able to refer operations. Where we know the identity of the tag and wish to be able to
perform tag authentication, this can be easily achieved by referencing the owner’s system
through a directory similar to the ONS (Object Name Service). Where the operation in
guestion is decoding the identifier of the tag this becomes much harder. Introducing an
owner identifier on the tag could be considered, however, this may be considered to reveal
confidential information, especially if the owner does not manage large volumes of tags.
Thus we look for pseudonym schemes that scale to a very large number of tags in our
complementary work on key schemes.

1.6.4 Trusted Reader

A strong motivation for the work in Task 4.4 on a Secure RFID Reader is to develop a local
point of trust to which secure tag keys can be distributed. The use of a Trusted Platform
Module (TPM) allows the owner of the tag to attest that the reader conforms to a known
specification. Such a specification allows the tag owner to deploy secure tag functions onto
the reader along with the keys required for expected tags. The specification of the reader
guarantees that such secrets will not be released, even to the owner and operator of the
reader. The operator of the reader may then use these security functions locally within the
reader instead of referring the operations to the tag owner’s central systems. A similar
trusted local security function platform could also be created outside of the RFID reader on a
computing platform incorporating a TPM.

The development of secure key storage and local security functions on the Secure RFID
Reader is discussed in detail within Task 4.4, and not presented further in this section.

The use of a trusted reader for local security functions relies on the reader having a network
connection to the tag owner’s back-end systems. It also assumes that we know which
readers are likely to come into proximity with the secure tags. To some extent, this can be
achieved on-demand. For example the first sighting of a secure tag may result in
communication to the tag owner’s back-end system. At this point the reader can also retrieve
and securely store keys for tags that may be expected — for example tags in the same batch
or shipment.
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1.6.5 Local Mobile Device
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To avoid the problem of network connectivity and prior knowledge of reader locations in
supply chain paths, we are investigating the use of a mobile device that can accompany the
product shipment through the supply chain. This mobile device can be loaded with the keys
for secure tags that it will accompany, and therefore must implement security controls to
protect these secrets.

In a strict analogy to the back-end system, or Trusted Reader, the mobile device would
implement security functions as well as storing the secure tag keys. However, since the
mobile device must be cost effective, we expect that the operation of these security functions
on the device itself may not be economic. Restricting the computing power of the device
would mean that the RFID reader would be hindered in the processing speed of secure tags.
Thus we imagine that the mobile device will perform authentication of the reader
(organization) and apply access control policies before releasing selected tag keys, or other
secrets such as passwords. Once released, such secrets may be considered compromised
by the secure tag owner. Therefore the mobile device should only know the secrets for
limited numbers of tags that are expected to accompany or travel along the same path as the
mobile device.

The capabilities of each key or secret should also be considered carefully. If selected
operations are granted to different supply chain parties, then different keys should control
these operations. For example, different parties may be able to read or write only selected
memory areas of the tag. Only a recognized customs and excise agency will be able to write
an inspection stamp.

The mobile device must contain sufficient memory to store access control policies and digital
certificates for any party that may come in contact with it. In this manner, the access control
is moved away from the limited capabilities of the secure tags onto the mobile device. The
secure tags themselves do not need to consider the rights of different readers, which would
be extremely difficult to implement for the secure tags. Using symmetric key cryptography we
would need to manage shared group keys for the tag. Revocation of a group member’s rights
would necessitate rewriting the group key on the tag and communicating the new key to all
other group members. Using asymmetric cryptography on the secure tags would mitigate this
problem, but would require large amounts of memory to store the digital certificates and
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access control policies, along with greater processing capabilities. These requirements would
raise the cost of secure tags unacceptably for many applications.

Additionally, the management of access control on every tag would become a huge burden.
We believe that the management of access control on fewer, more powerful devices, is a
sensible compromise. The mobile devices may also have far better network connectivity than
the secure tags themselves. For example the mobile device could be battery powered and
implement wi-fi or zighee capabilities. This enhanced connectivity allows the possibility of
remote management of the access control policies and installation of additional certificates.

1.6.6 Conclusions

It should be clear that the options outlined above need not be exclusive. Cohesive key
management architectures may implement all of these options. Where the reader is not
trusted, or the keys are not yet available, the operation may be performed on the back-end
system of the tag owner. The use of the mobile device can be used as a complementary
alternative to the networked back-end system to locally distribute tag secrets to both trusted
and untrusted readers.

1.6.7 Ability to delegate Key Schemes

The use of a single key that controls all operations of a secure tag for its entire lifetime is
extremely inflexible. Such a key must only ever be released to parties that have a very high
level of trust. Abuse of such trust (such as rewriting the key on the tag) can result in the total
loss of control for that tag.

Instead we need to consider key schemes that allow the delegation of very limited rights to
the secure tags. Operations that have a higher risk, such as rewriting the tag keys, should
not be delegated as freely as the ability to authenticate the tag. Schemes that allow
delegation only for limited periods of time [xxvii] may also prove to be extremely useful.

Key schemes that can restrict the temporal and operational access to secure tags may be
hierarchical. Such an approach can prove extremely useful to aid the management of key
release and subsequent access to secure tags. Using such an approach, rights can be
delegated initially from the tag manufacturer to the tag purchaser. The tag purchaser, such
as the goods manufacturer, may then delegate a subset of their access rights to known
players in their supply chain. These main partners can then delegate rights to sub-
contractors such as logistics operators. In this manner the tag owner need not know or
manage the rights of every participant who needs to perform operations on the secure tags.

The use of hierarchies can also allow the revocation of rights to a secure tag. For example,
although the ability to read a tag may be delegated to a supply chain partner, the key that is
used to rewrite the delegated read key may be maintained by the tag owner.
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1.6.8 Tag Ownership

Along with delegation, we also need to consider key schemes that allow the transfer of
ownership of a secure tag. Where delegation is the ability to grant access rights to other
parties, transfer of ownership implies that rights are removed from one party and given to
another.

One method we have investigated so far to achieve this is the use of a tag key authority.
Such an authority has absolute control over the tag and can grant virtual ownership to a
supply chain operator. Since the tag authority is higher in the hierarchy than the virtual tag
owner, a transfer of ownership can be performed by rekeying the tag to revoke the rights of
the first owner, before releasing the new keys to the new owner.

Another approach is to grant access rights that automatically expire [xxvii]. Keys that are
dependent on a counter of operations on the tag, or an onboard clock, can cease to become
valid. A new owner of the secure tag can be granted a new set of temporary keys from the
tag key authority with the expectation that the access rights of the previous owner will shortly
expire. Where such fuzzy handover is not suitable, the counter or clock may be deliberately
advanced.

1.6.9 Conclusions

Within BRIDGE we will continue to develop key schemes that allow the selective delegation
of secure tag abilities to both trusted and untrusted points of storage and operation within the
architecture. The delegation of keys to these points in the architecture should be based on
automated access control policies, similar to those developed within Task 4.5 to control
access to other networked RFID services and data. These access control policies can allow
release of keys themselves, or alternatively may grant access to security functions where
sufficient trust does not exist to release the keys themselves.
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1.7 Conclusions and next steps

The technical developments of task 4.3 were described in this section. The different aspects
of the work to perform are documented in separated subsections. While the first part dealt
with the tag emulator and its extension with cryptographic functionality, the technical work
towards a security extension of the communication protocol is covered later on. After a short
description of the reader modifications, we presented a new RFID emulator that allows
modelling of different approaches with minimal effort. In the last subsection, key
management issues were discussed.

The intermediate results of WP4.3 are well in line with the DoW. Current progress towards
the successful development of the anti-cloning prototype tags documents that the final
results can be delivered within the planned timeframe. So far the main work was performed
on separated sub systems - from now on the focus will be on combination of the subsystems
to a fully working system. Especially the successful development of the RFID emulator is a
very important step for such a task. Instead of trying different approaches on final
technology, which would imply work intensive adaptations of the subsystems and following
measurements in demo installations, we can perform simulation of different scenarios and
take important design decisions on the basis of the simulated results.

Increased discussion about the finally implemented suggestions for a security layer will be
necessary in the next period. Whereas in the first period different suggestions were
developed in a separated way, it is now time to assess the advantages and disadvantages of
the different suggestions and to propose security extensions that perform best in the
scenario for supply chain applications. The outcome of this discussion should not only be the
final implementation of the anti-cloning prototype, but also a suggestion of the security layer
to standardization bodies e.g. for integration into new versions of the EPC standard. The
demonstrator will facilitate these activities, since it proves the feasibility of implementation.

Although the anti-cloning prototype dies only need a very limited set of security services (tag
authentication, maybe mutual authentication), our suggestion will take other security services
into account. It is our goal to provide a suggestion for security extensions that allows
integration of anti-tracing and anti-eavesdropping protection. Backwards compatibility is
another issue that is considered in all our suggestions.

Participants with very different technical backgrounds are involved in the work of task WP4.3.
All of them participate actively in the generation of the security layer. We are therefore very
optimistic that we can come up with a solution that is appreciated and integrated by
standardization bodies in upcoming versions.
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