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Information Society

1 . 1 AbStraCt Technologies

The task RFID Tag Security of WP4 is dedicated to development towards secure RFID tags.
Those developments include protection measures of the tag itself, but also of the wireless
communication link between the tag and the reader. The protection of the wireless link
requires the development of technical protection measures on both, tags and readers.
Depending on the final application, the developed measures can be used to build anti-
tracing and anti-tracking mechanisms for RFID technology or to provide secure
authentication of the tags by secure authentication of the data that is generated by the tags.
The goal of the task is to provide suggestions and proof of concept for successful
implementation of cryptographic protection that can be applied in open loop RFID systems
and that do fully comply with the restricted computing resources of low-cost RFID tags.

Task 4.2 “Tag security” - Secure Tags and protection of the wireless Tag to Reader Link
(WP4.2)

The aim of task 4.2 “Tag security” is to provide suggestions for enhanced RFID tag security
by means of cryptographic measures. In the context of BRDIGE WP4.2 we understand the
term “lightweight crypto” as lightweight implementation of state-of-the-art cryptographic
solutions, in such a way that they can be computed on future RFID tags (restricted power
and area). To allow development of open systems, we need to rely on standardized
solutions using established cryptographic algorithms and protocols whenever possible,
instead of proprietary solutions without known security level. Within task 4.2 several
subtasks were defined because research on several independent levels is hecessary to
achieve the overall goal. To provide a solution that is based on comprehensive investigation
we assess the characteristics of different crypto primitives for their application on passive
contactless devices like RFID tags. A thorough assessment of the threat of side-channel
analysis is necessary to judge about the importance of countermeasures against those
attacks. Semi-passive demonstrators that are fully compatible with EPC Gen2 tags are
developed to serve as a prototyping platform for our suggestions. Additionally, we suggest
implementing a proposal of a privacy preserving pseudonym scheme established upon a
standardized communication between tag, reader and computing center, in order to
demonstrate that our suggestions are practically usable and not just results of academic
research. We are aware that security on the tag will not only add additional costs to the tag
themselves due to additional silicon area, but also during personalization of tags when
secret keys need to be stored. To estimate these costs a survey of those additional activities
and arising costs is also included in the workpackage. During the first phase of BRIDGE,
development of three semi passive tag prototypes was performed. To suggest the most
promising cryptographic primitive, a fair comparison of different algorithms was performed
by implementing eight cryptographic algorithms in a low power approach under the same
design assumptions. A metric to compare the results was defined. To assess the
susceptibility to side channel analysis, the data depending emanation of UHF tags was
investigated. The results of the first phase of WP4.2 clearly demonstrate that
countermeasures need to be applied on tags that perform cryptographic operations. To
demonstrate meaningful application of cryptographic primitives available on tags, a privacy
preserving pseudonym scheme that was published by researchers of WP4, was
successfully implemented as a demonstrator.

This report was collected from inputs by all contribution partners to WP4.3.
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1.2 Introduction RFID Tag Security

The task RFID Tag Security of WP4 is dedicated to development towards secure RFID tags.
Those developments include protection measures of the tag itself, but also of the wireless
communication link between the tag and the reader. The protection of the wireless link
requires the development of technical protection measures on both, tags and readers.
Depending on the final application, the developed measures can be used to build anti-
tracing and anti-tracking mechanisms for RFID technology or to provide secure
authentication of the tags by secure authentication of the data that is generated by the tags.
The goal of the task is to provide suggestions and proof of concept for successful
implementation of cryptographic protection that can be applied in open loop RFID systems
and that do fully comply with the restricted computing resources of low-cost RFID tags.

The suggested security measures are based on symmetric cryptographic primitives, which
can be implemented in a way so that the reading distance of low-cost tags is not reduced.
The additional cost due to marginally increased chip area of the tag chips is justified by the
additional value such protection functionality can provide. Cryptographic functionality
together with proper management of secret keys can be used as “PET” (Privacy Enhancing
Technology) and is suggested as such by the Article 29 data protection working party* as a
measure to protect “personal data” stored on the tag. Additionally such functionality can be
used to provide tag and reader authentication with the capability in principle to provide a
proof-of-origin of tags and readers. Tags which can provide such authentication facilitate
anti-cloning applications, while reader authentication provides the possibility to allow specific
access to the tags’ content only for authorized readers (and in turn to prevent that illicit
readers read tags or get access to specific data stored on a tag). The suggested solution will
therefore provide technical measures for RFID tags to allow complying with data security
regulations and principles and to prevent eavesdropping and cloning or the illicit modification
of the tag’s memory. Especially for low cost RFID tags, where power consumption and
silicon area are extremely restricted resources, a careful selection of protection measures is
a very critical task.

Several subtasks were defined to tackle the problem from different perspectives. After a
short definition phase, where the participants agreed on the protection principles, and task
distribution, several subtasks were defined and executed:

o Development of prototyping platforms: To be able to build demonstrators for
our developments that allow us to integrate our suggestions into
demonstrators we agreed to develop semi-passive tag prototypes that can
be easily extended with additional functionality. Those semi-passive tag
prototypes are fully compatible with the EPC Generation 2 Class 1 protocol.
To demonstrate the technology independence of the suggested solutions,
three different prototypes are developed. Additionally, one prototype is
developed as a tag chip prototype that can then be operated as fully passive
tag.

0 RFID pseudonym scheme: Using a semi passive-prototype with extended
security functionality a RFID system is developed that prevents tracking and
tracing by using of pseudonyms sent by the tag instead its unique ID. The
pseudonyms are generated by the cryptographic primitive available on the
tag.

o Comparison of crypto primitives: A fair comparison of cryptographic
primitives is performed to provide a solid basis for decision. Hash, encryption
and stream cipher primitives were included into the comparison.

! WP105: “Working document on data protection issues related to RFID technology”,
http://ec.europa.eu/justice_home/fsj/privacy/workinggroup/wpdocs/2005_en.htm#wp105
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o Implementation attacks: Security of cryptographic tokens is not only based
on the security level of the crypto algorithms they implement, but also
depends on the dedicated implementation. The task involves investigation of
the threat of “Side-Channel Attacks” to find out whether RFID technology is
susceptible to those attacks and to what level of security the tags need to be
protected.

o Key management: In a first step, we treated a subtask of the overall
necessary key management, namely the problem of storing secret keys on
tags. Due to the high number of RFID tags this process should not be
neglected, and since the problem is different from other areas in IT, the costs
of this effort are estimated on the basis of a concept for key storage during
tag personalization.

The consortium agreed on basic principles for protection of the tags and the tag’'s
communication. Symmetric encryption primitives were selected as protection technology. To
allow later standardisation of our suggestions, we will rely on the security level of
standardized cryptographic algorithms and protocols, whenever it is feasible to use
standardized solutions. Attacks and security evaluation are an accompanying activity during
all our developments, to ensure that security flaws are not overlooked; attacks are
performed on a protected system.

The following subsections provide detailed information about the ongoing developments in
WP4.2. The subsections are separated according to the defined subtasks.

1.3 Development of semi-passive prototypes

1.3.1 Motivation and Introduction

The overall goal of WP4.2 is to provide the appropriate technology that allows cryptographic
protection of the tag — reader link. Cryptographic measures are used to protect the
communication; therefore implementation of that cryptographic functionality on the passive
tag is one important issue of the workpackage. Nevertheless, integration of the additional
functionality into the overall tag reader system is another important fact that must not be
neglected. The proof of our concept to demonstrate that the suggested solutions are
feasible with existing infrastructure is an essential part of our development to make sure
that the proposed solutions are aligned with existing technology and not only academic
results. To demonstrate cryptographic functionality to decision makers without deeper
knowledge in IT-security, it is necessary to provide a demo system that implements the
suggested measures. Development of such a system requires iterative steps that imply re-
design of its components for an optimal output. For the reader development, extension of its
functionality is possible by inexpensive firmware extension. Passive tags are limited in their
functionality to their basic operation without the possibility to re-program or re-configure their
functionality after production. Changes in the system and communication prototypes would
therefore mean a complete tag design cycle (including semiconductor chip design) before
the functionality can be demonstrated. Chip production is a cost-intensive and time-intensive
task; neither the costs nor the time for two or three design cycles are feasible with the
planned resources for this task. To allow prototype design with the available budget the
decision for programmable semi-passive tag prototypes was taken. Semi-passive tags use a
power supply for their operations; therefore application of a powerful microcontroller instead
of low-power chip design is possible for the implementation of the functionality. To the
reader, such tags appear like passive tags, this means that a reader cannot distinguish if it
is communication with a passive or a semi-passive tag. The development of a semi-passive
tag which provides later configuration possibility is possible with a fraction of the costs of a
prototype design of a passive RFID tag. Additionally semi-passive tags are currently
discussed as a platform for mid-cost RFID tags that are attached with sensors or other
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extensions. This raises the chance of successful exploitation of the designed components
not only for prototyping purposes, but also as future semi-passive RFID products. The fact
that three partners agreed to develop independent semi-passive prototypes platform justified
the decision for this approach. Although development of the prototypes happened
independently, the developers re-used components and experience from each other. The
following sections document the development of the semi-passive prototypes.

1.3.2 1AIK UHF Demo Tag

In order to demonstrate the integration of additional security mechanisms to the EPC Gen2
standard, a programmable tag is useful to allow the practical implementation of new
commands in a cost efficient way. Ordinary EPC Gen2 tags available as products do not
provide the possibility to implement new commands since a re-design of the whole chip
would be necessary. Thus, a prototype tag called UHF Demo Tag has been implemented to
allow the integration of additional security mechanisms and to furthermore evaluate and
verify them together with readers. A preexisting HF Demo Tag operating at 13.56MHz has
served as a starting point for the design of the UHF Demo Tag.

The UHF Demo Tag consists of four parts: an antenna, an analog front end, a digital part
with a microcontroller and various connectors, and a protocol implementation (see Figure 1).
The antenna converts the energy that is available in the RF field to a voltage that is fed to
the analog front end. In the analog front end the voltage is rectified, demodulated, and
prepared to enter the microcontroller. The program that is stored inside the microcontroller is
responsible for proper handling of the protocol which is the EPC Gen2 standard in the case
of the UHF Demo Tag.

Figure 1: Overall structure of the UHF Demo Tag.

A question that arose during the development of the UHF Demo Tag was whether it should
be semi passive or completely passive. Answering this question is relevant for the further
design of the digital part which contains the microcontroller. For a passive tag a
microcontroller with much lower power consumption is required than for a semi passive tag.
First experiments about the maximum power that can be transmitted from the A828EU
compact reader to the UHF Demo Tag have shown that only a semi-passive approach can
be realized.

Antenna Design

The antenna of an RFID tag is a very important component. With the help of the antenna the
energy that is available in the RF field is converted to a voltage that can be used by the tag.
Thus, a well-designed antenna is capable of extracting more energy from the RF field which
results in an increased read range. Designing the tag antenna independently of the tag is
not possible. In order to maximize the power that can be utilized by the tag, the tag antenna
and the tag must be matched. A tag antenna is matched to a tag if the impedance of the tag
antenna is the complex conjugate of the input impedance of the tag. An impedance is the
complex conjugate of another impedance if both have the same real part, but they have
imaginary parts of opposite sign but the same magnitude. Thus, the antenna design and the
design of the analog front end have to be done in parallel. Professional antenna design
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requires a network analyzer. A network analyzer allows determining the impedance of the
antenna and the input impedance of the analog front end. For the design of the antenna of
the UHF Demo Tag no network analyzer has been available, rather a digital storage
oscilloscope has been deployed. The lack of a network analyzer has made it necessary to
develop the antenna empirically.

For the UHF Demo Tag various antenna shapes have been tested in order to find the most
suitable approach. Typical antenna shapes that are deployed for UHF systems are for
example: dipole antennas, folded-dipole antennas, meandered antennas, patch antennas,
and slot antennas. Figure 2 shows an overview of some prototype antennas that have been
created and tested for the UHF Demo Tag. Finally, it has turned out that the dipole antenna
is the most suitable antenna shape for the UHF Demo Tag. A dipole antenna is easy to
produce and a slight variation of its length can be used for antenna matching.

Figure 2: Various prototype antennas that have been created for the UHF Demo Tag.

A dipole antenna is the simplest antenna shape that is deployed for electromagnetic
coupling and can be seen as an unfolded capacitor [i]. Only two wires are necessary to
create a dipole antenna. In order to make the dipole antenna resonant for a certain
frequency f, the overall length of the two wires should be about half the wavelength . The
wavelength equals the speed of light ¢ in vacuum divided by the frequency f.

In practice, dipole antennas are approximately 5% to 10% shorter than half the wavelength.
This length reduction results from the finite diameter of the antenna wires [ii]. The A828EU
compact reader which has been used for the development of the UHF Demo Tag operates
at a frequency of 868MHz which corresponds to a wavelength  of about 34.5 cm. Thus, the
theoretical length of a dipole antenna for 868MHz is 17.3 cm.

The impedance of a dipole antenna that operates at its resonance frequency has an
imaginary part which is equal to zero. When the length of the dipole antenna is decreased or
increased, a capacitive or an inductive component is added to its impedance. As mentioned
above, this convenient property of the dipole antenna can be used for antenna matching.
Additionally, a small capacitor can be connected in parallel to the dipole antenna if the
length variation is not enough for antenna matching (see Figure 3).

D4.2.1 —Tag security Dec. 2007 Page 8/55



BRIDGE - Building Radio frequency IDentification solutions for the Global Environment

Figure 3 Basic principle of matching a dipole anten na to the input impedance of the analog
front end.

For a dipole antenna the variation of its length is quite easy to achieve which is a big
advantage for empirical antenna design. Figure 4 shows the voltage that is available at the
rectifier output of the analog front end as a function of the length of the dipole antenna. It is
clearly visible that the range is quite small in which the dipole antenna provides a high
voltage at the rectifier output.

Figure 4 Voltage at the rectifier output of the ana  log front end as a function of the length of the
dipole antenna.

Analog Front-End Design

Another essential component of the UHF Demo Tag is the analog front end. The analog
front end of a typical RFID tag has three main purposes: generation of the power supply for
the tag, providing “clean” digital signals that can enter the digital part, and giving a possibility
for tag-to-reader communication. Due to the fact that the UHF Demo Tag operates semi
passively, the generation of the power supply is not relevant in this particular case. Figure 5
shows the principal overview of the analog front end that is deployed by the UHF Demo Tag.
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Figure 5 Principal overview of the UHF Demo Tag's a nalog frond end.

Signal Demodulation

The EPC Gen2 standard [iii] utilizes amplitude-shift keying (ASK) for reader-to-tag
communication. As the name says, an ASK-modulated signal stores the information in its
amplitude. Thereby, the reader modulates a carrier of high frequency with the data that
should be transmitted to the tag. In order to demodulate an ASK-modulated signal the
following steps are necessary: rectification, envelope detection, and filtering. The rectifier
removes the negative portion of the ASK-modulated signal which furthermore passes the
envelope detector and the filter. Envelope detector and filter remove the ripple noise from
the signal that is caused by the carrier. As a result, an ASK-demodulated signal is leaving
the filter (see Figure 6). The ASK-demodulated signal is still an analog signal which is not
suitable for entering a digital circuit like a microcontroller. Therefore, a hysteresis
comparator is required in order to obtain a “clean” digital signal (DEMOD) [iv]. Additionally,
the “clean” digital signal is used to generate another digital signal that indicates whether the
RF field of the reader is switched on or not (RF ON).

Figure 6 Demodulation of an ASK-modulated signal.

For the analog front end of the UHF Demo Tag various rectifier structures have been tested.
Examples for such rectifier structures are: a single-diode rectifier, a bridge rectifier, a
Greinacher rectifier, and a charge-pump rectifier. In the end, a charge-pump rectifier has
been selected as it can be found in [v]. The charge-pump rectifier that has been deployed
consists of several stages and it does rectification, voltage multiplication, and envelope
detection all at once. A schematic diagram of this charge-pump rectifier is presented in
Figure 7. The more stages the rectifier contains the higher is the resulting output voltage.

The selection of suitable rectifier diodes requires special attention. RFID tags typically make
use of so-called Schottky diodes for the rectification of the modulated signal to keep the
voltage drop across the diodes low. Due to the high frequencies in the UHF range, ordinary
Schottky diodes are no longer suitable. Thus, special detector diodes have to be selected
which are fast enough. The capacitors that are utilized in the charge-pump rectifier influence
the envelope detection. Therefore, correct envelope detection enforces proper dimension of
the capacitors’ values.
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Figure 7 Schematic diagram of a 2-stage charge-pump rectifier.

Deciding whether the UHF Demo Tag is implemented as a semi-passive approach or as a
completely passive approach is relevant for the further design of the digital part which
contains the microcontroller. Figure 8 illustrates the amount of power that can be extracted
from the RF field that is emitted by the A828EU compact reader for various load resistances.
From this, the voltage drop across various resistive loads at the output of the charge-pump
rectifier has been measured. It can be seen that the maximum transmittable power amounts
to 2.4mW which is not enough for a passive tag that is built-up from discrete components.

Figure 8 Maximum power that can be transmitted from the AB28EU compact reader to a
resistive load at the UHF Demo Tag's rectifier outp  ut.

Backscattering

Backscattering is the underlying principle for tag-to-reader communication of RFID systems
in the UHF range and in the microwave range. The reflected power of the tag antenna is
varied according to the transmitted data. The reflected power of the tag antenna can be
changed by changing the input impedance of the tag. As the EPC Gen2 standard [iii] states,
tags can use ASK modulation and/or PSK modulation for backscattering. ASK modulation is
achieved by changing the real part of the tag’s input impedance, PSK modulation by
changing the imaginary part. The real part of the tag’s input impedance can be altered by
switching a resistor in parallel to the antenna, the imaginary part by switching a capacitor in
parallel. For the UHF Demo Tag it has turned out that a combination of ASK modulation and
PSK modulation works best. Hence, the backscatter of the UHF Demo Tag simply consists
of a resistor, a capacitor, and a fast-switching transistor which is controlled by the
microcontroller (see Figure 9). Experiments have shown that the backscatter is most
effective if it is placed close to the antenna. Placing the backscatter after the charge-pump
rectifier works too, but results in shorter read ranges.
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Figure 9 Backscatter of the UHF Demo Tag.

Digital Part of the UHF Demo Tag

The digital part of an RFID tag contains all the logic and memory which is necessary for
proper protocol implementation. Depending on the application and the protocol the digital
part of RFID tags can be more or less complex. Simple tags may only contain a state
machine implemented in hardware with some bytes of read-only memory (ROM). For RFID
tags that implement more sophisticated protocols like the EPC Gen2 standard, additional
functionality such as a random number generator and writeable non-volatile memory is
required.

Other than the antenna and the analog front end of the UHF Demo Tag, the digital part is
more or less the same as the one of the HF Demo Tag which has served as the starting
point for the design. Having the same microcontroller platform for the UHF Demo Tag and
the HF Demo Tag allows reusing existing tools for programming and debugging as well as
reusing parts of the HF Demo Tag’s programming framework.

Figure 10 Circuit schematic of the digital parttha  tis deployed by the UHF Demo Tag.

Principally, the digital part of the UHF Demo Tag consists of: an ATMegal28
microcontroller, a JTAG connector, a UART transceiver module, a serial-interface
connector, and a connector for an FPGA board (see Figure 10). Due to the high frequency
of the RF field that is emitted by the UHF reader, directly recovering the clock signal from
the RF field is no longer practical. Thus, the clock signal for the microcontroller is obtained
by an external crystal oscillator which generates a 16MHz clock signal.

The analog front end and the microcontroller are connected via three signals: DEMOD, RF
ON, and MOD. Thereby, DEMOD is the demodulated signal from the UHF field transmitted
by the reader, RF ON indicates whether the RF field is present or not, and MOD controls the
backscatter which is used for tag-to-reader communication. Additionally, those three signals
are also available at the FPGA connector which allows connecting an FPGA development
board to the UHF Demo Tag. Hence, implementation of UHF protocols on an FPGA is
possible too. The UART module of the microcontroller is connected to a serial-interface
connector via a transceiver module. This transceiver module is responsible for converting
the voltage levels between the microcontroller and the serial interface. Another important
connector is the JTAG connector, which provides a possibility for programming the
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microcontroller and for program debugging. Since the UHF Demo Tag is a semi-passive tag,
the whole digital part is powered by a battery or alternatively by an external power supply.

In order to integrate functionality like a protocol implementation to the UHF Demo Tag, the
ATMegal28 microcontroller needs to be programmed. Before programming the
microcontroller the required functionality has to be defined with the help of a programming
language. For the UHF Demo Tag a combination of C code and assembly code has been
used.

After developing the firmware, it has to be stored in the flash memory of the microcontroller.
For this, the program is translated to machine code via a compiler and a linker and
transferred to the flash memory via a special download cable. When programming the
ATMegal28 microcontroller via its integrated JTAG interface, a JTAG download cable is
used. The JTAG download cable that has been deployed connects the computer’s serial
interface with the JTAG interface of the ATMegal28 microcontroller (see Figure 11). Beside
the ability to program the microcontroller, the JTAG download cable can also be utilized to
read the complete status of the ATMegal28 microcontroller during program execution. This
feature is named on-chip debugging and requires the usage of a special tool that supports
such kind of debugging.

Figure 11 Programming of the ATMegal28 microcontrol ler via its integrated JTAG interface.

Implementation of the EPC Gen2 Standard

Other than conventional RFID tags the UHF Demo Tag has implemented its protocol
handling in software on a microcontroller. When implementing a high-performance protocol
like the EPC Gen2 standard [iii] in firmware, the adherence of the defined timing constraints
could become a problem. Whereas in a dedicated hardware implementation several things
can happen in parallel, a microcontroller like the ATMegal28 can only execute a single
instruction at a time.

The Programming Framework of the HF Demo Tag

As mentioned above, the programming framework of the HF Demo Tag has been used for
implementing the EPC Gen2 standard. The programming framework makes it easier to
implement new protocols for the ATMegal28 microcontroller by providing functionality which
is common to most protocol implementations like: basic modulation and demodulation
routines, the CRC computation, the tag-response timing, and the user interface. Figure 12
shows an overview of the programming framework. The basic modulation and demodulation
routines interface the microcontroller’s 10 ports in order to receive the demodulated signals
from the analog front end and to control the backscatter which is necessary for modulating
the tag response. Since the tag response in RFID protocols often is protected by appending
a CRC, the programming framework contains a separate assembly-optimized module for
CRC computation. Furthermore, the tag response has to fulfill strict timing constraints
according to the standard specification, which is achieved by using the internal timer of the
microcontroller. The user interface utilizes a UART interface of the ATMegal28
microcontroller and allows retrieval of certain information about the status of the HF Demo
Tag and to adjust various parameters.
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Figure 12 Overview of the programming framework.

Integration of the EPC Gen2 Standard to the Program  ming Framework

Since the EPC Gen2 standard is quite different from the protocols that are implemented on
the HF Demo Tag, less code from pre-existing protocol implementations could be reused
than initially expected. The length of commands in the EPC Gen2 standard for example is
not restricted to a multiple of eight bits and command codes are parsed bit by bit which have
different lengths. Furthermore, various data rates have to be supported for reader-to-tag
communication and tag-to-reader communication which enforces a certain synchronization
mechanism. Additionally, data rates are quite high and response times are rather short. All
these aspects make the implementation of the EPC Gen2 standard on a microcontroller a
challenging task.

The implementation of the EPC Gen2 standard on the UHF Demo Tag comprises all eleven
mandatory commands and can principally be subdivided into the following functional blocks:
a demodulation state machine, a pseudo-random number generation unit, a modulation unit,
a command-handling state machine, and a memory module (see Figure 13). Since the
demodulation state machine and the modulation unit are time critical they are written in
assembly code, all other functional blocks are written in C code.

The demodulation state machine takes the demodulated signal (DEMOD) from the output of
the analog front end, samples it and converts it to bytes which are stored in a receive buffer.
Hence, the receive buffer contains the command that is transmitted from the reader to the
tag. Furthermore, the demodulation state machine is responsible for the synchronization
between reader and tag and checks the CRC of the received data on the fly if necessary.
The demodulation state machine is interrupt driven and only starts with the sampling if a
falling edge at the demodulated signal from the output of the analog front end is detected.

After the received command has been stored in the receive buffer it is processed by the
command-handling state machine. As the name says, the command-handling state machine
is responsible for handling the received command and for performing the appropriate
actions like writing to the memory or generating the data that should be sent to the reader.
As defined by the EPC Gen2 standard, the memory is organized in four memory banks
which have to be non volatile. Thus, the memory banks and some other non-volatile flags
are stored in the EEPROM of the microcontroller. The generation of the 16-bit random
numbers as it is required by the EPC Gen2 standard is done by the pseudo-random number
generation unit.

D4.2.1 —Tag security Dec. 2007 Page 14/55



BRIDGE - Building Radio frequency IDentification solutions for the Global Environment

Figure 13 Functional blocks of the UHF Demo Tag's E  PC Gen2-protocol implementation.

The command-handler state machine places the data that should be sent to the reader in a
transmit buffer. In the modulation unit the content of this transmit buffer is converted to a
modulated signal which is furthermore used to control the transistor of the backscatter
(MOD). In order to fulfil the timing constrains of the EPC Gen2 standard the modulation unit
is triggered by the interrupt of an internal timer of the microcontroller.

Prototypes of the UHF Demo Tag

In the sections above, an overview of the implementation steps are given that have been
necessary to obtain a working prototype which is named UHF Demo Tag. Altogether, two
prototypes of the UHF Demo Tag have been developed: a first prototype on a prototyping
board and a final prototype on a double sided printed circuit board (PCB).

Figure 14 First prototype of the UHF Demo Tag that  has been implemented on a prototyping
board.

First Prototype of the UHF Demo Tag

The first prototype of the UHF Demo Tag has been implemented on a prototyping board. A
prototyping board has the benefit that it allows quite easy test and comparison of various
implementation strategies.

This is especially necessary for the development of the antenna and the analog front end.
During the development of the analog front end for example, several rectifier and antenna-
matching strategies have been implemented and tested on the prototyping board in order to
find the approach that suits best. Furthermore, the first prototype on the prototyping board
has also been helpful for the verification of the EPC Gen2 standard. By using a simple self-
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made pattern generator, commands of different data rates and with freely-selectable
parameters could be generated and applied to the input of the microcontroller instead of
using the demodulated signal from the output of the analog front end. Figure 14 shows an
illustration of the first prototype that has been implemented on a prototyping board and
which is built-up from discrete components that are connected via soldered wires or via
pluggable wires. Experiments have shown that the first prototype can achieve read ranges
up to about 60 cm if the AB28EU compact reader with an ERP of 57mW is used.

Final Prototype of the UHF Demo Tag

Another prototype called final prototype has been implemented after finalizing the
development and the optimization of the first prototype. Since the first prototype is a loose
setup which uses unsoldered wires, its parameters are varying and it is not robust for
transportation. Therefore, the implementation of a final prototype has been decided. The
final prototype of the UHF Demo Tag is a double-sided PCB having its antenna integrated in
the layout of the PCB. In order to keep the dimensions of the final prototype small, surface
mount device (SMD) components have been deployed. Unfortunately, it has not been
possible to exactly reuse the same schematic of the first prototype for the final prototype,
rather slight modifications have been necessary. After applying the slight modifications to
the final prototype, read ranges of about 1m can be achieved if the AB28EU compact reader
is used. An illustration of the UHF Demo Tag's final prototype is given in Figure 15.

Figure 15 Final prototype of the UHF Demo Tag that  is powered by a 9V battery block.

1.3.3 Confidex semi-passive tag

The reason for starting the development of this programmable platform was very similar to
the ones for TU Graz/IAIK: to demonstrate and validate concepts which are developed
during BRIDGE-project. Although the reason is totally the same, the design principles were
quite different. The target for Confidex was to design a tag which could be manufactured in
low volumes for demonstration and piloting purposes. This causes several limitations to
design. Power consumption has to be very low to achieve reasonable lifetime. Another
concern is the price of the tag. BOM (bill of materials) has to be kept as low as possible and
the tag has to be easy to manufacture. It was known that all the requirements of EPC Global
standard can't be fulfilled with this approach (all data rates will not be supported). Also the
performance is compromised with power consumption and read range. The target was to
achieve similar performance to fully passive UHF RFID tags although a semi-passive
approach might enable significant improvement to read range. The tag design is not ready
yet and the tag is not fully functional at the time of writing this document. Anyway, all the
main parts are working and we believe that this approach is feasible. This same platform will
be used in WP1 in Task 1.1. Several different prototypes have been made this far, with quite
similar characteristics. One of these prototypes is shown in Figure 16.
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Figure 16: Confidex semi-passive tag prototype

Overall view
The basic physical elements of tag platform are presented in Figure 17.

Figure 17: Basic elements of semi-passive prototype design

External component count is minimized to keep component cost low. Internal peripherals of
microcontroller are utilized very efficiently. This is the reason why the physical block diagram
and circuitry of the tag is very simple and plain. An internal comparator is used for detecting
reader signal. An internal RC-oscillator is used for generating the system clock. An external
crystal oscillator is used for “wall clock time” if needed (essential in sensor functionality with
logging capability). Internal memory is used for saving data (external memory can be used
also). Internal timers are used to measure and generate timings. An internal serial interface
unit is used for interfacing with external memory (it is also possible to connect sensors to the
same bus). Internal pull-up resistors are used also in some cases instead of external
discrete resistors. Currently the battery is 3V lithium button battery (CR2025) with
approximately 170mAh capacity. An ISP connector is used to download the compiled
firmware into flash memory. The logical block diagram is shown in Figure 18.

Figure 18: Logical block diagram

Firmware
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A conceptual block diagram of firmware is presented in Figure 19. Firmware is mainly coded
with the C language so it should be portable to another microcontroller if needed (only some
small time critical tasks are done with assembler). However, the microcontroller must have
all the same peripherals with similar capabilities.

Figure 19: Conceptual block diagram of firmware

There are five different conceptual blocks in firmware (actually there is more but all software
modules can be included under these blocks).

The command handling state machine is handling the tag state and controlling the
behaviour of tag (receiver, transmitter, memory, power saving, etc). Both demodulation and
modulation are done on-the-fly so buffer size won't limit the length of commands. This is the
main reason for data rate limitations. Higher data rates would require a faster system clock.
The maximum frequency of the internal oscillator is around 8MHz.

The memory module provides services for storing and retrieving data from memory. It
implements the memory structure of Gen2 tag regardless of the underlying memory. This
allows flexible usage of internal and/or external memories.

The sensor handling module provides services related to sensor handling and measuring.
The module is sensor specific, but the interface to the rest of the firmware won't change
even if the sensor is changed.

The crypto unit provides services for encryption and decryption. Implementation of crypto
primitives is made by IAIK (TU Graz). These implementations are speed optimized
specifically for AVR architecture. The crypto unit is not implemented at the time of writing
this document. Implementation should be straight forward when crypto primitives are already
implemented.

The demodulation unit takes care of bit-wise decoding of the received signal. It measures
the timing parameters for operation and decodes the received signal on-the-fly. Receiving is
always done with interrupts disabled to achieve maximum performance and accuracy.
Timings are measured with a hardware implemented timer so the accuracy is the same as
the clock frequency and not dependent on software execution.

The modulation unit provides services for transmitting (i.e. back-scattering) data back to
reader. Transmitting is done directly from memory with only one or two bytes buffer. Timing
accuracy is around 1-2 clock cycles even though it is not interrupt driven.

Antenna design

As already mentioned in the introduction section, this tag prototype is not performance
optimized. More important is to get moderate performance and small size with low cost.
Antenna size is proportional to wavelength. Dipole antenna (like in the IAIK demo tag) is
proportional to half the wavelength, which is around 15cm in 900MHz band. Gain of an
optimal dipole is 2.15 dBi. A 15cm long tag is too large for many applications. For this
reason, an IFA antenna was designed for this tag prototype. IFA length is proportional to a
guarter wavelength and in this design the length is still reduced with a meandered element.
The simulated current distribution of designed antenna is shown in Figure 20. The size of
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the whole antenna structure is only 42x15mm (excluding the ground). IFA antenna gain is
lower than dipole antenna. In practice the gain is around 0-1 dBi.

Figure 20: Simulated current distribution of IFA antenna at 869MHz

Several other antenna types have also been tested with quite good results. This indicates
that there is no one single solution for the tag antenna and it can be modified according to
tag size requirements.

Front-end design

The basic idea of the front-end is similar to Figure 6. However, the filter block is tuned to
filter out also the DC part of baseband signal. A block diagram of the front-end is presented
in Figure 21.

Figure 21: Front-end block diagram

Because of the DC-block, the front-end is capable of detecting only the edges of the
baseband signal. ISO18000-6C is using PIE (pulse-interval encoding) which can be
decoded when edges are detected. Baseband signal '0' and the SPICE-simulated front-end
response is presented in Figure 22. This response signal is then connected to comparator.
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Figure 22: Front-end response to PIE coded reader s  ignal (upper: envelope of RF power,
lower: detector output voltage)

This approach leads to several disadvantages. Tag logic (in this case the software) has no
means to detect if the RF field is present because it can only detect the sharp edges. Also
when entering the reader field (moving physically), the raise speed is not enough to create a
signal out of the front-end. Advantages are a simpler structure and that the sensitivity target
can be achieved relatively easily.

Power source and means for power saving

The current power source is a 3V lithium battery with approximately 170mAh capacity (as
noted earlier). According to initial calculations this should give a lifetime from 5 months up to
two years depending on usage. Operating current is of course meaningful and the
microcontroller is chosen accordingly. Anyway, more important is the non-operational
current consumption. Operational time is almost meaningless compared to idle time. When
a semi-passive tag prototype is not operating, it will power down all the modules except the
comparator (i.e. reader signal detector) and the timer (for the real time clock). Note that
even the CPU is turned off, interrupts will awake the system. Interrupts are coming
periodically from the timer and the comparator will awake the system in the case that an RF
signal transition is happened. Due the limitations of the front-end design, the RF carrier can't
be detected as such. The tag won't wake until a reader issues the first command. Waking up
takes some time so the tag will not be able to answer to the first issued command. This
should not be a problem since RFID readers usually are repeating commands (i.e. new
inventory rounds) all the time.

A simple detector receiver is not frequency sensitive. A sufficiently strong RF signal will
awake the tag regardless of the RF source and thus consumes its battery. A more sensitive
front-end would lead to a shorter lifetime. This is one of the reasons why the front-end was
cost optimized and not performance optimized. All power saving means are not
implemented at the time of writing the document so measurement data is not available yet.

1.3.4 CAEN semi-passive tags

CAEN's product portfolio includes a semi-passive tag demonstrator (model A927) that it was
decided to be used inside the BRIDGE project as a starting point architecture for
investigation about the secure tag prototype implementation.

The A927 demonstrator is based upon a MSP430F1121A microcontroller from Texas
Instruments, running at 3,156 MHz, that includes 4 kbytes of Flash memory and 256 bytes
of RAM. It implements also a 32,768 kHz quartz oscillator that provides the standard clock
reference.

The tag is designed to work at 869.5 MHz with a reading/writing range up to 3 meters with
500 mW ERP (Effective Radiated Power) power. The tag implements the DSB-ASK
(Double-sideband amplitude shift keying) modulation with the FMO (bi-phase space)
encoding with a bit-rate of 10 kbit from the reader to the tag and 40 kbit from the tag to the
reader, as shown in Figure 23.

Figure 23: A927 block-diagram
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The A927 semi-passive tag was originally programmed with the 1SO-18000-6B air protocol.
In order to enhance BRIDGE interoperability, it has been decided to port the EPC Global
Class 1 Generation 2 air protocol on the device. This will permit the use of the prototype with
the protocol used overall in the projects (e.g. the low cost reader from WP 1.4) and will
permit an easier comparison with the other prototypes developed in this task.

During the work progress on the device we realized that the resources available in the
current demonstrator were not enough for a secure tag prototype implementation. So we
decided to go further making a new device based on the same architecture but with the right
resources in terms of CPU power and memory size. The CPU power and the RAM size
enhancement will be useful both for speeding up the execution of the cryptographic
algorithm and to permit a faster communication between the reader and the tag. The flash
memory size upgrade is strictly needed because in the current implementation almost all the
memory is used to store the firmware that implements the air protocol. Considering that:

o the EPC C1 G2 protocol is more complex than the 1ISO18000-6B,
0 we have to include additional commands,
0 at least one cryptographic algorithm should be embedded on it,

we need to add a considerable amount of memory.

The new device that we are currently designing will include a more powerful microcontroller
with an increased memory size, the TI MSP430S2370, which includes 32 kbytes of Flash
memory, 2 kbytes of RAM and runs at 8 MHz. In the new device we also decided to include
a circuit that permits the monitoring of the battery status so that it will be possible to predict
the remaining lifetime of the battery itself. We are currently evaluating two types of battery,
one with a 3 year lifetime and another one with 5 year lifetime; the final choice will depend
on cost/benefit analysis since the battery cost is an important amount of the overall device
cost. The reading range of the new tag prototype should exceed 5m in free air, at 500 mW
ERP. The tag will be able to support both the DSB-ASK and the PR-ASK (Phase-reversal
amplitude shift keying) modulations and both FMO and Miller encoding. With the DSB-
ASK/FMO configuration the tag will support a bit-rate of 40 kbit from the reader to the tag
and vice-versa while with the PR-ASK/Miller combination the bit-rate will be 40 kbit reader to
tag and 250 kbit tag to reader. Table 1 provides a comparison of the characteristics of the
two devices.

The firmware that we are developing for the secure tag will implement all the mandatory
EPC Class 1 Generation 2 commands and the custom commands defined in the WP 4.3 in
order to support the access to the security features from the reader through the air protocol.
In addition to that, AES will be implemented as cryptographic primitive for the secure
operation. We plan to include the AES code available from TU Graz.

Current implementation New implementation
CPU Clock 4 MHz 8 MHz
Flash size 4 kbytes 32 kbytes
RAM size 256 bytes 2 kbytes
Battery Monitoring No Yes
Modulation DSB-ASK DSB-ASK + PR-ASK
Encoding FMO FMO + Miller
Bit rate Tx10/Rx40 Tx40/Rx40 + Tx40/Rx250

Reading range up to 3m @ 500 mwW up to 5m @ 500mwW

Battery life 3 years 3 or5years
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Table 1: Comparison of CAEN's semi passive tags

CAEN expects to go beyond the prototyping phase and obtain a final product to be included
in the company product portfolio. Furthermore CAEN will pay particular attention to
engineering aspects such as the reliability, the reproducibility, the mechanical specification
and so on. In this way, even in a pre-production phase, the devices will be ready to be used
in pilots within the BRIDGE project itself. We expect to join the efforts of this workpackage
together with the other task concerning the RFID trusted reader and network to realize a live
demonstration of a complete trusted and secure flow of information from the tag to the
backend servers.

1.3.5 UHF Baseband Chip development

In this part we will introduce the tag developed by Fudan University. This tag is designed to
be compatible with EPC Class 1 Generation 2 protocol (EPC C1G2), and extended to
support mutual authentication and encrypted communication between Reader and Tags. A
mutual authentication scheme is proposed in task 4.3, and low cost cryptographic algorithm
cores are implemented in the tag to accomplish authentication and encrypted data
exchange. This tag has the resistance to tracing and common attacks. Both RF/analog front
end and digital core of this tag (EEPROM included) has been taped out on SMIC 0.18um
process respectively, and a whole chip with font end will be taped out early 2008.

The description is organized as follow. The proposed mutual authentication scheme is
proposed in a subsection of a WP4.3 chapter. The following part compares some popular
cryptographic algorithms from the perspective of cost, efficiency and security, and also
introduces the chosen algorithm, Tiny Encryption Algorithm (TEA). Afterwards more details
about secure tag, both RF/analog front end and digital baseband core are included,
including a presentation of architecture, implementation and power analysis.

Encryption Algorithm

The performance of the cryptographic algorithm will directly affect the performance of the
secure tag, so it is important to choose a suitable cryptographic algorithm, where “suitable”
means that the algorithm should provide sufficient security, and must have the ability to
complete operations at the required time, but cannot consume more size and power than a
passive tag can afford.

Generally speaking, the security of symmetrical crypto algorithm is determined by its key
length. However, different algorithms in the same security level have different key length
and plaintext data width. National Institute of Standards and Technology (NIST, USA)
recommends the different crypto-key length according to alternative algorithms in the same
security level, which is shown in Table 1. The 128 bit crypto-key is considered to have
enough security. Another constraint is the response time limits. A low power RFID tag will
work no faster than 2 MHz, because the maximum data rate required in the current protocol
is no higher than 640 Kbit per second. It is reasonable to require an operating time shorter
than 100 cycles (deduced from the response time restriction of EPC C1G2) at a frequency
below 2 MHz. There are different estimations about the size restriction of the cryptographic
algorithm core embedded in RFID tag. In total, the size of cryptographic algorithm core
should be constrained below 5000 equivalent gates.

Security Symmetric Hash Mini Size of Public keys
(bits) Encryption Algorithm (bits)

Algorithm DSA/DH | RSA | ECC
80 - SHA-1 1024 1024 | 160
112 3DES 2048 2048 | 224
128 AES-128 SHA-256 3072 3072 | 256
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192 AES-192 SHA-384 7680 7680 | 384

Table 2: NIST Guidelines for the equivalent strengt  hs of various cryptographic algorithms [vi]

To make an evaluation for the feasible algorithms, the same interface to make integration in
the tag's system is adopted. A universal baseband platform is connected with these
algorithms to produce the data and control signals to crypto modules. Design Compiler of
Synopsys is utilized to obtain the required number of logic gates of every module. The
power results are acquired from HSPICE (All modules are operating at 100 KHz).

Key .

Enc. Algorithm Length Pla_untext Cyclt_a‘s Gates Average tech.
(bit) (bit) required Num Power (um)

AES 128 128 1016 3595 8.15 UA 0.35

TEA 128 64 64 3130 1.2347uW 0.18

SHA-1 192(in)

(No internal RAM) / 160(out) 955 4244 0.4339 uW 0.18
Random

Stream-cipher num

(1 LFSR) width 64 92 685 0.1582 uw 0.18
(max: 32)

Table 3: Performance of some popular cryptographic algorithm

The comparison in Table 3 shows that the Tiny Encryption Algorithm (TEA) is a good

choice. TEA [vii], considered as one of the fastest and most efficient cryptographic

algorithms, is widely used in the internet. The security of TEA is based on the number of

rounds rather than the algorithm's complexity, and 32 crypto rounds are supposed to ensure

the algorithm's security. Each round of TEA applied to the block Y; and Z; consists of:
c=c+d

Y.=Y+F(z 0.9
Z.=7+F(Y.. K24 .9

Where the iteration function F is defined by:
F(zK[iil.c)=(sL(3+ {1)A(z $A( SR P K])
Here K [0...3] denotes the 128-bit key, SL4(z) denotes the result of shifting (not rotating) z to

the left by 4 bits, and SRs(z) denotes a shift to the right by 5bits [viii]. In this process, c is
used to make the F function different every round.

Figure 24: TEA structure

The advantage of TEA lies in that:
1. TEA is a Feistel block cipher with a 128-bit master key and provides sufficient
security level.
2. TEA uses ADD, XOR, and SHIFT to provide nonlinearity, which is very easy to be
implemented in hardware.
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3. TEAs fast. It can encrypt or decrypt 64-bit text in 32 rounds.
Operations in every round are of high regularity, which significantly facilitates hardware
implementation.
Architecture of TEA core is shown in Figure 24. This design multiplexes the basic calculation
unit, which accomplishes iteration function F in equation 2. This core consumes about 3000
equivalent gates and can output 64 bit cipher text per 64 cycles.

Tag Architecture

' 1 RF/ -end
| | N
|

L
_-?I-_Cs | |
= |

Figure 25: Tag architecture
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Figure 25 depicts the architecture of our tag, where the circuit in the dotted line frame
represents the RF/analog front-end. The circuit derives its power supply by rectifying the
interrogating RF energy. A low voltage reference generator provides voltage and current
references for the whole system. The system clock is generated by a current controlled ring
oscillator [ix]. The forward link data are demodulated from the extracted envelope of the
carrier [X]. They are sent to the digital base-band for signal process with the clock and
power-on reset signals. Backward modulation is achieved by utilizing the backscatter
mechanism. According to the input FMO coded signal, the backscatter modulator changes
the input impedance of the tag to cause simultaneous phase-shift keying (PSK) and
amplitude-shift keying (ASK) modulation of the backscattered electromagnetic wave. An
energy storage capacitor Cs is employed to supply the chip in case there is a gap in the
energy provided by the interrogator (reader)..

The baseband core supports 8 most frequently used EPC C1G2 commands and 4 custom
commands. This chip can achieve a basic mutual authentication and ciphered
communication with Readers and can operate at 3 different security levels (see Table 4).

operation Authentication data I|nl_< available memory
mode encryption bank *
C1G2 std No No only EPC
Cl1G2 All except
Plus No ves RESERVED
. mutual -
Security authentication Yes Al
Note *: there are 3 banks in memory: RESERVED, EPC, and USER,;
Keys are stored in RESERVED bank.
Note **: RESERVED bank can be readable only.

Table 4: Security levels of baseband

The architecture of the baseband is shown in Figure 26. In this architecture micro-processor
(uP core, a RFID application specific processor module) and RAM are used to take charge
of control and data processing. Periphery modules are mostly used to do coding and
decoding. Data received from the analog front end is firstly demodulated and decoded, and
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an interrupt is generated to the processor when a valid command is detected (modules
“demodu”, “CRC” and “interrupt” are involved). Data to be replied is stored in RAM, coded to
FMO and Miller code and sent to the analog front end (modules “p2s”, “CRC” and “modu”
involved). We use TEA and a A5/1 stream cipher to provide security for authentication and
data ciphering respectively. This design enjoys high flexibility and is easily extended to
additional functions. All modules in this design work very independently, so it is easy to
manage power in a higher level. Module level cloak-gating strategy is adopted. The power
management module generates and gates the clock signal for every other module and the
processor does an accurate power control by controlling the switches in the power
management module.
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Figure 26: digital baseband core architecture
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Figure 27: Instruction using frequency

The processor is designed and optimized for application in RFID Tags. Figure 27 shows the
analysis result of instructions used to control the behavior of a tag. It is shown that data
transmission instructions and branch instructions are used most frequently. So the two sets
of instructions are strengthened. This processor supports data transmission between
internal or external registers and memories. There is also an instruction that can transmit
data to two different destinations in one single instruction. To simplify the branch operation,
an internal register is specified to store the operating mode and tag’s states, and a specific
branch instruction can achieve complex control based on this register. To lower the power,
the processor can enter a sleep mode, in which clocks of all internal registers are switched
off.

The digital baseband core is taped out in Feb 2007 on SMIC 0.18um process. Figure 28 is
the layout of the chip, the top-left of which is a 640-bit EEPROM. The whole chip area is
0.64 square mm (all memories included) and the cryptographic core consumes about 4000
equivalent gates (3000 by TEA core and another 1000 by A5/1 stream cipher). The specified
operating frequency is 1.28 MHz, and when supplied by a 1.5 V power, the average power
consumption is 9.618 micro watts (simulated by NanoSim, EEPROM excluded).
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Figure 28: layout of digital baseband core

Future Work

Both RF/analog front end and digital baseband core has been taped out, in June and Feb
2007. The whole tag chip with RF/analog front end, baseband and memory will be taped out
in Dec 2007.

Summary

A solution of secure tag for RFID system is being implemented. The tag can not only
communicate with EPC C1G2 Readers but can also work in a higher security level, which
contains mutual authentication and encrypted data exchange. Some cryptographic
algorithms are analyzed and compared; The Tiny Encryption Algorithm is chosen to be used
in low cost RFID tags. This tag can be applied in RFID systems where privacy and security
are required.
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1.4 Comparison of crypto primitives

In recent years, many papers about RFID security protocols have been published that
should help RFID system designers to make their RFID systems more secure. Most of the
published articles make assumptions of the required resources on the passive RFID tag that
do not hold in the real world. Some of them require high memory resources or very high
computing power. Only a few publications are available that give details about the
implementation of a security concept. It is difficult to implement strong cryptography on RFID
tags and to meet the tight area and power requirements. Additionally it is difficult to compare
the suggested approaches in literature due to different assumptions researchers take for
their designs.

The development of dedicated hardware modules for RFID security is definitely necessary
for protection of RFID tags, but the decision which cryptographic primitive to be chosen is
not straight forward. Established approaches for protecting other networks cannot be
applied without modification because of the special characteristics of RFID systems. The
speciality of RFID systems lies in the properties of communication which makes the
communication link (the air interface) very susceptible to eavesdropping and active attacks.
Additionally, the different computing capabilities of RFID readers which have nearly
unlimited computing power and the passive RFID tags which are very limited makes the
implementation of security protocols challenging.

Computation of cryptographic primitives is typically very cost intensive compared to the
simple tasks of an unprotected tag. Hence, security measures have to be designed very
carefully to take the special requirements of RFID tags into account.

Nevertheless, the application of cryptographic protocols is the only useful approach for
protecting RFID tags against threats like eavesdropping, unauthenticated access, illicit
change of messages, and cloning of tags. Cryptography can help to provide the following
security assurances which are necessary for protecting against attacks. The goal of
WP4.2.3 is to assess the implementation characteristics of several different cryptographic
primitives. Rather than searching literature for published results that are based on different
design assumption and technologies, we implemented different algorithms under the same
requirements to allow fair comparison of the results.

Implementation of circuits for application on passive RFID tags requires optimization for
several parameters. The most critical one is power consumption. The power consumption of
the tag determines the operation distance of the tag from the reader; high power
consumption therefore reduces the reading distance, which is not acceptable for supply-
chain applications. The second important parameter is chip area consumption of the circuits.
The cost of RFID tags is determined by the silicon area, additional area therefore means
additional costs per tag. The time for computation of a cryptographic primitive is additionally
an important characteristic of an implementation. The comparison between different
implementations of crypto algorithms is only possible when a clear optimization goal is
stated. Many publications use the area-delay product or the power-delay product to
compare their results with each other. The multi-dimensional optimization problem to keep
the cost parameters (chip area, power consumption, energy consumption, number of clock
cycles, clock speed, and others) at a minimum depends on the field of application. Different
applications (e.g. a HF application versus an UHF application) might favour different
solutions. Two parameters are often orthogonal while others are correlated. In battery-
powered devices for example, the energy consumption has to be minimized while other
parameters like chip area and throughput are not as crucial. In RFID systems, we have two
major design objectives which do not correlate. These are the reduction of power
consumption and the reduction of the chip area. Important as well is the number of clock
cycles for executing the algorithm. Of minor relevance are the energy consumption and the
maximum clock frequency.
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Suggested Metric: (I mean [ Al, Area [GE], Clock cycles [#])

The above equation defines a triple of parameters for optimizing hardware modules in RFID
systems. It allows comparison of different implementations. This triple does not map all cost
factors to a single one-dimensional value (a real metric). Instead, the individual cost factors
remain unweighted. This allows calculating compound metrics like the area-delay product by
others. The first parameter of the equation is the mean current consumption which is given
in A. The average current depends approximately linearly on the clock frequency. The
supply voltage is usually not a free design parameter because it is chosen to be the
minimum anyway. In our case, 100 kHz and 1.5V are nominal operation conditions for all
implementations. The second parameter is the chip area of the implementation given in gate
equivalents (the multiple of the area a NAND gate consumes). The third parameter is the
number of clock cycles to execute the algorithm. The cycle count and the circuit size
measured in gate equivalents are nearly independent of the process technology. On the
contrary, the power values given in this report are only valid for a 0.35 m CMOS process
technology. They cannot be mapped to a different technology easily.

Cryptographic protocols for protection of RFID tags are based on cryptographic primitives or
algorithms. There are three different categories of cryptographic primitives: unkeyed
primitives, symmetric primitives, and asymmetric primitives. The best known unkeyed
primitives are hash functions. Hash functions produce a fixed-length message digest from a
message of arbitrary length and are mostly used to provide data integrity. The first important
property of hash functions is that it should not be possible to find two messages such that
their hashing produces the same hash value. This property is known as collision resistance.
Pre-image resistance is another feature of cryptographic hashes that assures that it is
impossible to generate a message that produces a given message digests. Symmetric
primitives or alternatively symmetric-key ciphers are based on the concept that the sender
and the receiver of a message use the same key (secret key). The computed
transformations are called encryption and decryption. Block ciphers and stream ciphers are
the best known symmetric primitives but keyed hash functions (MACSs) are also part of this
category. The major advantage of symmetric primitives is their limited computational
complexity compared to public-key primitives. This makes them an interesting choice for
protection of RFID tags. The security of symmetric-key algorithms is based on the
establishment and the management of secret keys which is also the major drawback of such
systems. Asymmetric primitives use different keys for encryption and decryption
functionality. Although these pairs are generated at the same time, the private key is kept
secret while the public key is published. In contrast to symmetric keys, it is not possible to
generate the private key from the public key due to underlying hard mathematical problems.
For encryption of data the sender uses the public key of the receiver. Only the owner of the
private key can decrypt that message. The major drawback of public-key cryptography is the
high computational complexity. Most algorithms rely on finite-field arithmetic with word sizes
up to several hundred bits and require large amounts of memory which is costly on small
microcontrollers or in dedicated hardware.

Until a few years ago it was believed that public-key cryptography is not possible on RFID
tags. Nevertheless, newer publications also propose the use of public-key primitives for
protecting RFID devices. The developments in WP4 focus on symmetric primitives.

The security level of a cryptographic primitive is not easy to assess. Standardized
cryptographic primitives usually undergo a public evaluation before standardization, which
detects obvious or intricate security flaws and protection against known attack techniques.
Another measure for the security level is the effective key-length which provides a measure
about the feasibility of brute-force attack, where an attacker would simply try all possible
key-values within an attack. For asymmetric algorithms the necessary key length is typically
determined by the difficulty of the underlying mathematical challenge the algorithm is built
on. A key length of approximately 160 bits is currently enough for the discrete logarithm
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problem which elliptic curve cryptography is based on, but the factorization problem in the
case of RSA requires 2048 bit to be treated as secure [xi]. For the comparisons performed
in WP4 we have chosen algorithms and suggested key lengths so that the primitives
achieve a similar security level. Some of the chosen algorithms are standardized; others are
currently in a standardization/evaluation phase with a good chance for acceptance (the
chosen stream ciphers). Some of the chosen algorithms were included because they have
been proposed as promising candidates for application in RFID systems, although their
security level is doubted in the crypto community (e.g. TEA) or simply as a reference
although they are expected to be successfully attacked in near future (SHA-1).

Hash primitives SHA-256, SHA-1, MD5:

The standardized hash functions SHA-256, SHA-1, and MD5 were implemented as system-
on-chip modules having an AMBA interface for external communication. The algorithms
have some common features like a 32-bit datapath and flip-flop based RAM circuits for
storing the message expansion, the state variables, and the chaining variables. Depending
on the algorithm, the number of state variables and chaining variables varies from four 32-bit
words to eight 32-bit words. The datapath consists of an arithmetic unit which comprehends
a 32-bit adder in case of SHA-256 and a 32-bit adder with XOR functionality for SHA-1 and
MD5. Additionally, MD5 requires a circuit for rotations which is realized by a barrel shifter.
Figure 29 provides details about the SHA 256 module.

Figure 29: SHA 256 datapath

Symmetric Encryption Primitives:

The hardware module of the AES-128 was implemented with an 8-bit microcontroller
interface and was realized in 0.35 um CMOS process technology on real silicon. This
module? is to the best of our knowledge the smallest and most power-saving implementation
of AES encryption and decryption published so far.

The European Network of Excellence ECRYPT has started a contest called eSTREAM in
order to identify new stream ciphers for future standardization. In addition to a high security
level, the ciphers should be suited for efficient implementation in software and/or hardware.
So far there have been several interesting stream cipher designs published. The most
promising approaches targeting hardware implementation are Trivium, Grain, Mickey-128,
and Phelix. Trivium and Grain were selected for implementation for this comparison. See
Figure 30 for a datapath sketch of the implementation.

The Tiny Encryption Algorithm was invented by David Wheeler and Roger Needham who
published the algorithm in the year 1994 [35]. TEA is a Feistel block cipher that is famous for
its simple description and implementation. It works on 64-bit blocks of data and uses a 128-
bit key. The number of rounds is suggested to be 32 and the used operations are additions

> M. Feldhofer, J. Wolkerstorfer, and V. Rijmen, “AES Implementation on a Grain of Sand,” IEE
Proceedings on Information Security, vol. 152, no. 1, pp. 13-20, October 2005.
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modulo 32, XOR operations, and shift operations. No explicit permutation and substitution
boxes are necessary. The rather simple key schedule uses the same mixing strategy in
each round. A magic constant that is summed up is used to prevent attacks that are based
on the symmetry of the rounds. Although some weaknesses are found in the TEA algorithm
it seems that it is resistant against differential cryptanalysis. The most problematic weakness
is that every key has three equivalent keys which reduce the effective key size to 126 bits.
Because of this and other problems there are a number of revisions. The most popular one
is called XTEA which consists of some minor extensions which make the cipher more
secure. The main differences lie in the more complex key schedule. The authors of the
algorithm argue that TEA and XTEA are very suitable for implementation under fierce
constraints like RFID systems. Only the architectural details of XTEA are presented in
Figure 31 because the TEA implementation looks very similar. For a comparison the results
of both algorithms are shown in detail.

Figure 30: Grain implementation architecture

We will not go into details of the implementation of asymmetric cryptography within this
report, since the defined task did not involve development of a full ECC module. At this
point, only a short coverage of elliptic-curve cryptography (ECC) will be given in order to
classify the results achieved for symmetric cryptography. ECC is the only technology
providing standardized asymmetric cryptography that could fulfil the hard requirements of
passive RFID tags. ECC operates on word sizes of roughly 160 bits. Word sizes of w=113 to
w=192 bits are proposed for use in RFID systems. Similar to the implementation of
symmetric cryptography, the storage requirements of ECC mainly determine the circuit size
of ECC. At least six registers of full word size w are needed to store intermediate results. In
addition, some curve parameters of same size need to be stored in a ROM. In total, an ECC
circuit has to store roughly 1500 bits. The combinational circuit of ECC is dominated by a
multiplier. Most reported hardware implementations operate on the full word size using digit-
serial multipliers. In order to keep the silicon area small, bitserial multipliers are preferred.
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Figure 31: XTEA implementation architecture

Multiplication dominates the timing of ECC computations. Bit-serial multipliers need roughly
w cycles per multiplication, where w is the number of bits per word. Up to ten multiplications
are needed per point operation. 1.5 - w-point operations make up an ECC point
multiplication—the central operation of ECC.

Thus, the total number of clock cycles is roughly 15 - w?. So ECC requires 200,000 to
600,000 clock cycles for computation. The computation time is not only much larger than the
one of symmetric algorithms, but the power consumption is also higher because in most
clock cycles three w-bit registers have to be active. The results given in the table are based
on those estimations.

The results and a comparison of the different hardware modules of cryptographic algorithms
can be seen in Table 5. The algorithms AES-128, TEA/XTEA, SHA-256, SHA-1, MD5,
Grain, and Trivium are compared concerning their security level, power consumption, chip
area, and required number of clock cycles. Only algorithms that have a high and
comparable level of security of at least 80 bit key size have been analyzed. In addition to the
standardized algorithms AES, SHA-1, SHA-256, MD5, and ECC, where the security of the
algorithm is well scrutinized, the new stream cipher algorithms Grain and Trivium were
selected for comparison. Although there are some doubts about the security of TEA and
XTEA these algorithms were implemented because it is often stated in literature that their
implementation is very resource efficient. The mean current consumption in the third column
is given in A at a nominal clock frequency of 100 kHz and a supply voltage of 1.5 V. The
current values were obtained by power simulations with Synopsys NanoSim which was
verified by measurements in the case of AES- 128 where a test chip on silicon is available.
The chip area results are based on synthesis and are given in gate equivalents (GEs). For
the used 0.35 m CMOS process technology one gate equivalent compares to a NAND2
cell of 55 m? The number of clock cycles is stated for encryption of a 128-bit block of data
for AES, XTEA, TEA, Grain, and Trivium. For the hash functions the number of clock cycles
for hashing a 512 bit message is given. For the EC module the estimated values for a point
multiplication over ECC-192 are used.
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Algorithm Security Imean Area Clock
[bits] [MA@100kHZ] [GE] Cycles
AES-128 128 3.0 3,400 1,032
XTEA 128 3.86 2,636 705
TEA 128 3.79 2,633 289
SHA-256 128 5.86 10,868 1,128
SHA-1 80 3.93 8,120 1,274
MD5 80 3.13 8,001 712
Grain 80 0.80 3,360 (130)+104
Trivium 80 0.68 3,091 (1603)+176
ECC-192 96 18.85 23,600 502,000

Table 5: Results of symmetric crypto hardware modul es for passive RFID tags.

The comparison of the hash functions with the block cipher AES shows that they require
more than twice as much chip area. This is due to the high number of registers required for
the internal state. Also the power consumption in case of SHA-256, which has the same
security level, is nearly twice as high while requiring a similar amount of clock cycles. A
direct comparison of the block ciphers XTEA and TEA with the AES shows that it is not that
advantageous to use these algorithms, which do not have high confidence from the
cryptanalytic point of view. The required hardware resources are only slightly smaller while
having a little bit high power consumption. The upcoming stream ciphers Grain and Trivium
could be an interesting alternative to AES because of their outstanding low power
consumption while having nearly the same chip area. It depends on the application whether
it is worth to use the, until now not standardized, algorithms where the security is not
analyzed as intensively as for AES. ECC could be an interesting option in future when
newer process technologies allow more hardware resources on RFID tags. The high
number of required clock cycles should be considered here.

Figure 32: Comparison of crypto primitives
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1.5 Demonstrator of a pseudonym scheme for RFIDtag s

1.5.1 Introduction

Due to the wireless nature of RFID communication, a tag can be read without the knowledge
of the owner in today’s RFID systems. This enables the interrogator to record the tag ID and
correlate multiple occurrences of a certain tag to perform tracking through space and time.

On the one hand, this can be a very powerful feature - for example enabling tracking and
tracing of pallets and goods within a supply chain. On the other hand, as tagging on item
level becomes more widespread, tracking of single items can also become a threat to
confidentiality. Unwanted tracking of tags carried by a person can violate customer privacy.
Likewise, generating an unauthorized inventory of a warehouse or shop store can violate
business confidentiality.

Several approaches have been made to cope with these privacy protection issues [xii].
Some very promising approaches in terms of computational complexity, communication
overhead and ease of implementation can be subsumed as “pseudonym
approaches”[xiii][xiv][xv][xvi][xvii]. In such an approach, confidentiality is achieved by
responding to every query using a token that is different on every query instead of
responding with the constant tag identifier or Electronic Product Code. This token, or
pseudonym, can be generated using various mechanisms. The focus of this work is to
demonstrate the use of strong encryption and standard communication protocols to
generate and manage pseudonyms. Only a reader that is authorised to read the tag
possesses the key needed to decrypt the pseudonym and identify the tag.

The threats to confidentiality described above can all be avoided using a scheme like this:
The ID is never transmitted and the tag responds with a different seemingly random
pseudonym to every query. With this approach, it is useless to attempt to build an inventory
because it does not contain any relevant information. Nor does it make sense to attempt to
correlate occurrences of a certain pseudonym since it is very unlikely that one tag uses the
same pseudonym twice.

Additionally, pseudonym schemes also offer other security benefits: a tag cannot be forged
without knowledge of a valid combination of key and ID. Only tags issued with keys that are
approved by a Trusted Third Party will be used in the system and every key will only be
used for one tag. Hence, cloning of tags (e.g. through cryptographic attacks on a valid tag)
and replay attacks (where an attacker eavesdrops on communication and re-uses it later)
can be detected through the centralised structure of a pseudonym system. Unauthorized
access to tag memory cannot be prevented directly; however, the pseudonym can act as
part of a challenge-response protocol for access control to tag memory.

Any of the pseudonym approaches requires increased computational power from both the
RFID tag and the reader, which raises another concern: Scalability. In a naive approach to
this kind of system, the reader has to try to decrypt the pseudonym using every single key it
knows. Considering systems with millions of tagged items, finding the right key to identify
the tag might take too long to be useful. Another related problem is that the reader may not
be able to distinguish between not having the correct key, and not performing enough
pseudonym computations.

The goal of this work was to implement different pseudonym schemes, especially the one
introduced by Molnar et al. [xvii]. During implementation work, some drawbacks of the
Molnar et al. scheme led to a redesign and the development of a new approach, which will
now be implemented instead of this scheme. For comparison reasons and to test design
factors like the optimum branching factor and truncation, several schemes will be
implemented in a test environment and analysed for their communication overhead,
computational complexity, power consumption etc.

D4.2.1 —Tag security Dec. 2007 Page 33/55



BRIDGE - Building Radio frequency IDentification solutions for the Global Environment

1.5.2 Scope of Work

The setting of this work are RFID systems compliant to the ISO 18000 series of standards
[xviii], which define Communication Interfaces for Radio Frequency ldentification for Item
Management. In particular we concentrate on two standards that are most widely used at
the moment:

ISO 18000 Part 3 Mode 1 (ISO 18000-3M1) is based on the older standard ISO 15693 and
defines “Physical Layer, Anti collision System and Protocol Values at 13.56 MHz". RFID
systems operating at this HF frequency are very popular in libraries, but can also be found
on items like champagne bottles or on luggage tracking ribbons at airports.

ISO 18000 Part 6 Mode C (ISO 18000-6MC) is based on the specification for EPC Class 1
Generation 2 (EPC C1 Gen2) RFID systems by EPCglobal [iii]. Such UHF systems are
intended for supply chain management with pallet and item level tagging.

1.5.3 Objectives
During this sub-task we have had the following objectives:

Implementation of pseudonym based security protocols for an ISO 18000-3M1 HF system,
building a complete infrastructure that models a possible real-life application;

Analysis and comparison of different variants including evaluation of feasibility and efficiency
of the implemented protocols;

Potential design or extension of a new pseudonym protocol;

Implementation of a demonstrator for the most promising pseudonym protocol;

Porting the HF system to an UHF system, i.e. porting the HF DemoTag source code to the
UHF DemoTag and integrating the HF reader application into the Trusted Reader of Task
4.4 (see next subsection for more detail).

1.5.4 Theory/Background

Both ISO standards mentioned above cannot be considered “secure”; ISO 18000-3M1 tags
do not feature any means of security at all. EPC C1 Gen2 tags feature an access command,
which limits tag access to readers knowing the access passwords, and a kill command,
which allows permanently disabling of a tag. These passwords are only 32 bits long and
therefore very weak. Furthermore, they are transmitted in plaintext and can be easily read
and re-used by an eavesdropper.

However, the standards offer quite some flexibility to extend them and build a security layer
on top of their anti-collision protocol. Generally, these anti-collision protocols are quite
similar, which should make it easy to port security mechanisms. In a very simplified view,
both consist of the following four steps:

1. The reader initialises the anti-collision sequence (reader talks first).

2. Tag and reader exchange anti-collision information, usually based on random
numbers and slots to separate tag responses.

3. During this so-called inventory procedure, the reader also receives the tag-ID (or
EPCs in EPC C1 Gen2 systems) and is able to build an inventory of the tags.

4. After this, the reader can either use a handle (EPC C1 Gen2) or “select” a tag by its
ID (ISO 18000-3M1) to access it.

As was mentioned before, in the pseudonym approach to security and privacy used in this
work, the only thing that would be changed within this sequence would be the substitution of
the tag-ID or EPC with an anonymous pseudonym p. The term pseudonym refers to a token
that is sent out by a tag upon a query for its ID. It consists of a plain, random part, denoted r,
and an encrypted part that is computed using r and a key k, denoted F(r). These two parts
are connected through concatenation, denoted |. l.e.

p=r[Fd()
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p can also consist of multiple encrypted parts, using different keys k;, k, and so on. In the
case of three keys, the pseudonym can be written as

P=r]Fa() | Fe(r) | Fea()

Having a tag responding with a pseudonym, the reader is unable to use this information to
directly build an inventory. Two conditions apply:

1. The reader has to know the policy on how to decode pseudonyms;

2. The reader needs the key to apply the encryption algorithm.

Even an authorised reader is usually not able to identify every single tag in a system, but
only those for which it already has keys. Hence, the reader needs to contact a Trusted Third
Party, which we call the Trusted Centre to request the key if necessary. This extends the
usual communication chain to: singulate tag  reader communication with tag  reader
communication with Trusted Centre.

All steps necessary to extend the standard compliant protocols can be done after the anti-
collision sequence has been finished by using Custom Commands. Both standards reserve
some command codes for optional standard custom extensions and proprietary commands.

The HF system that will be implemented as a first step in this work consists of the
components depicted in Figure 33:
0 The DemoTag generates pseudonyms;
0 The HF reader acts as a relay for commands and is controlled by a back-end
system;
0 The back-end is able to decrypt valid pseudonyms if it owns the key or to
contact a Trusted Centre if it is does not;
0 The Trusted Centre decides whether a reader is allowed to read a tag or not.

Figure 33: HF System Components

The reader component does not necessarily need to be one closed system, but can be split
up into several read points and a back-end system, that manages keys and pseudonyms
and connects to the Trusted Centre.

In a later step, the system will be ported to the UHF DemoTag and reader as shown in
Figure 34. Therefore, the back-end system module has yet to be integrated into the Trusted
Reader OSGi interface of Task 4.4 as an end-user application. Hence, a separation
between back-end and reading hardware is necessary and has been considered in the
design for the HF reader module design.

For details on the criteria, why components have been chosen, see subsection 4.
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Figure 34: UHF System Components

1.5.5 Considered Pseudonym Schemes

No key management

The most obvious approach: A tag produces the encrypted part of a pseudonym with a
unique shared key k. The reader may also hold k and be able to decrypt the pseudonym. If it
does not hold the key, it has to hand over the pseudonym to the Trusted Centre, which will
search through a list of keys as well, decide whether this specific reader is allowed to read
the tag and respond accordingly.

The main advantages of this scheme are the ease of implementation and a very low
computational load on the tag, since only one encryption is necessary. In addition, the
pseudonym can be truncated such that it is the same length as the tag-1D, avoiding
additional communication overhead.

The term truncation describes a pseudonym in which bits of the encrypted part have been
cut to reduce communication overhead. Truncation Factor denotes the number of bits that
have been cut. Truncation is resolved by the reader or the Trusted Centre by encrypting the
random part and comparing the outcome with the remaining bit string of the pseudonym. If
the random number generator is reliable and the Truncation Factor is chosen well, the
number of collisions and false positives should still be low enough for the system to work.
For example, a 128 bit string can be easily truncated to 32 bits and still be uniquely
identified in a system with more than 2 billion (2*%) tags under these conditions. This would
yield a truncation by 96 bits and a reduction of length of 75 %.

The disadvantage of this scheme is that in both cases, at reader level and in the TC, a linear
key search has to be performed. This means that in a worst-case scenario, all keys have to
be tried out until the tag was successfully identified. Also it is impossible to validate that the
key is not possessed by the reader, or whether the pseudonym search has been too
shallow.

A Tree-Based Approach

Molnar and Wagner introduced a tree-based key management approach [7]. To reduce the
computational complexity for the Trusted Centre, the secrets are not stored in a linear list
but in a tree structure. Every tag stores not only one k, but several k; that correspond to a
unique secret in each layer of the tree structure. Upon a request by the reader, the tag
generates the random number, encrypts it using each of its secrets and concatenates the
results as described previously.

For example, in a tree with two layers as depicted in figure .3, every node except for the root
corresponds to a key and the leaves correspond to the tag-ID. Upon reception of a query,
the tag located in leaf 01 encrypts r using first ko, and afterwards secret ky;. The pseudonym
sent back to the reader could look like this:

P =r|Fuo() | Frou(r)
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In this scheme, the reader is always unable to decode the message and forwards it to the
TC. Using the tree structure to perform a depth first search instead of a linear search, the
computational complexity of finding the right secrets and the corresponding tag-ID reduces
from O(n) to O(log(n)). In the binary tree of Figure 35, tag 01 will be identified in just three
steps with only one wrong choice at level 2 of the tree.

O

Figure 35: Key discovery in a tow-layer binary tree

This reduction of computational complexity resulting in increased scalability is the main
advantage of this kind of tree scheme. Without consideration for the computational cost for
the tag and the communication overhead, a binary tree would be the optimal. In a system
with 2°° = 1073741824 tags, 30 layers would be necessary to accommodate all tags, leading
to at most 60 steps to identify the tag in the worst case (secret k; at each layer). Whereas for
example in a tree with a branching factor of 1024 that only has 3 layers, 3072 steps are
necessary in the worst case (secret kg3 at each layer) for the same maximum number of
tags.

Still, this scheme requires some further considerations: Firstly, one has to compromise
between computational complexity at the TC and computational complexity on the tag. A
tree with 30 layers implies 30 keys stored on each tag and 30 encryptions to produce a
pseudonym 10 times longer than the pseudonym of the 3-layer tree. Hence, less
computational complexity at the Trusted Centre also means more communication overhead,
although this could be reduced to a certain extent by using truncation as described before.

One problem remains: Every reader has to contact the TC to get authorization for every
single tag it spots. This is necessary since releasing the keys to identify a tag will mean that
the reader possesses this ability for the life of the tag.

Delegation and Transfer of Ownership

To cope with the distribution problems of the Molnar and Wagner scheme, Molnar et al.
introduced delegation of identification abilities away from the Trusted Centre [8]. They avoid
heavy load on both the TC itself and the connection channel between the TC and local
reader system. The tree, which is called Static Tree from now on, consists of secrets that
can be used to uniquely identify the tag. Additionally, every tag maintains an additional tree
of secrets unique to each tag. This tree is derived from the Static Tree using its last secret
(which is the only secret unique to each tag) and a counter ¢ as parameter. The leaf secrets
of this Dynamic Tree are used only once to produce a single pseudonym and thrown away
afterwards. The TC is able to pre compute some of these secrets and delegate them to
readers to enable them to identify a tag locally. Since each of these secrets is only used
once, the reader will lose the ability to decrypt the tag identifier after a number of read
operations.

This scheme was originally intended to be implemented during the course of this work.
However, it has some disadvantages:

D4.2.1 —Tag security Dec. 2007 Page 37/55



BRIDGE - Building Radio frequency IDentification solutions for the Global Environment

o Communication overhead: Either, the pseudonym gets even longer through
concatenating the encrypted values from both trees or the reader has to
request the pseudonyms from each tree separately.

o Computational complexity: The tag has to perform even more encryptions.

0 Maintaining state: The counter value on the tag makes the system vulnerable
to denial-of-service attacks.

o0 Revocation of delegated secrets: There is no satisfactory mechanism to
invalidate secrets that have been delegated to a reader after the tag passes
on to another reader.

To cope with these problems, the scheme was adapted. It is still based on the Static Tree,
but does not use the Dynamic Tree to delegate the ability to decrypt a pseudonym. Instead,
new commands are introduced for delegation and ownership transfer.

1.5.6 Designing the Trusted Centre

To model a realistic approach to a real-life trusted authority that stores keys for thousands of
tags in a system with hundreds of readers, the Trusted Centre needs to run on a different
machine than the reader system, even for testing purposes. It has to be available for key
requests over the Internet while still offering a certain amount of availability and reliability.
Additionally, it needs to perform three kinds of operations:

1. Key management using the tree structure;

2. Policy management — what access a reader is allowed to a tag;

3. Secure communication with the reader systems over the Internet.

The TC has been implemented as an Apache Axis Web service, modelling a chain structure
consisting of an incoming handler, an endpoint and an outgoing handler. It operates as
follows:

1. The reader/back-end system establishes a secure HTTPS connection with the
Trusted Centre, which checks the reader’s certificates for validity.

2. The reader/back-end composes a SAML assertion, wraps it into the header and
includes the pseudonyms of the unknown tags in the body of a SOAP envelope and
transmits it to the TC.

3. The incoming handler of the TC is a policy handler: It converts the SAML from the
SOAP header into XACML, checks the policy database for the ID-ranges the reader
in question is allowed to read and replaces the information in the header.

4. The endpoint uses the adequate (linear or tree-based) key discovery algorithm to
decrypt the pseudonyms and store the information in the SOAP envelope.

5. The outgoing handler matches the decrypted tag-IDs with the ID ranges in the
header and responds to the reader with one of:

o Deny
o Allow — Read only once: Only the IDs are returned
0 Allow — Take Ownership: Also additional information is returned

1.5.7

1.5.8 Implementation

Choosing the Tag

A system supporting a pseudonym scheme based on things like strong encryption and
random number generation can not be implemented using any of today’s off-the-shelf RFID
tags [xii]. As was mentioned earlier, most common UHF tags do have a random number
generator, because it is needed for the EPC C1 Gen2 anti-collision sequence, but none of
them support strong encryption. 13,56 MHz HF tags usually support neither random number
generation nor strong encryption, although some of them like NXP Mifare DESfire
implement some basic encryption [xix].

Implementation also needs to be done using custom commands that are not yet supported
by off-the-shelf tags. This leads to a list of requirements to the tag:

D4.2.1 —Tag security Dec. 2007 Page 38/55



BRIDGE - Building Radio frequency IDentification solutions for the Global Environment

Strong encryption;

A Random Number Generator for pseudonym generation;
Sufficient storage for several keys (tree-based scheme);

A certain amount of programmability for Custom Commands;
Portability;

Support for debugging.

O O O0OO0OO0OOo

While the first points are obligatory, the last two are optional. After implementation of the
pseudonym scheme for ISO 18000-3M1, it would be an advantage to be able to easily port
the implementation to EPC C1 Gen2.

Figure 36: TU Graz / IAIK HF Demo Tag

Considering a seventh point, availability, the most obvious choice that met all requirements
was the TU Graz/IAIK HF DemoTag. Itis a 13,56 MHz tag that is driven by an Atmel
ATMEGA128 microcontroller that can be programmed in C and Assembler and offers

128 Kbytes of flash and 4 Kbytes of EEPROM storage. It is fully compatible with the

ISO 18000-3M1 (ISO 15693) standard and allows not only implementation of a wide range
of custom commands, but also offers many possibilities to implement encryption and
random number generation. Additionally, it can be debugged using the on-board JTAG
interface and the software should be portable with minor adaptations to the EPC Gen2
DemoTag that is currently in development, which also features an Atmel ATMEGA128.

A further advantage of the DemoTag was that a speed optimised assembler implementation
of the AES was already available for the ATMEGA128 from TU Graz/IAIK.

Choosing the Reader
Generally, the same requirements as for the tag apply for the reader:
o Decryption of pseudonyms;
0 Possibility of implementing Custom Commands;
0 Storage of read keys for several tags;
o Portability.

However, the choice for the reader depends on which tag is used. The DemoTag has
already been used for several projects together with the ACG MultilSO reader module,
which can be found in several hardware implementations. For this work, mainly the
Tagnology TagScan reader (Figure 37) with serial interface and the ACG TagFlash reader
(Figure 38) with compact flash interface were used.
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Figure 37: Tag Scan HF Reader Figure 38: ACG Tag Flash reader

These hardware implementations do not support the requirements listed above, but offer a
direct connection to the serial interface of the reader module. Thus, it is possible to
implement a controller communicating directly with the reader module on the host system.
Any programming language or environment that supports a serial interface can be chosen.
Since the main programme modules have to be implemented suitable for a PC as well as a
PDA and features like XML processing and web service interfacing will be needed to
communicate with the TC, Java is used to program this reader controller.

Current Status

Implementation on the DemoTag is finished and encryption, random number generation and
communication with the reader through custom commands is working. About 20 hew custom
commands have been implemented, enabling control about different types of inventory
responses, pseudonym generation modes (different schemes) etc. Additionally the serial
port user interface of the DemoTag has been extended to support configuration commands
as well.

“Low-level” reader implementation is finished. It includes the Java implementation of the
serial ACG reader interface and classes encapsulating the standard reader functionality
(distinguishing between the different versions of readers available), basic (off-the-shelf) and
advanced (pseudonym-enabled) tag features.

The back-end system is partly working. It already executes a basic GUI that allows scanning
for tags in the field of the ACG reader and displays the results. It distinguishes between
basic and advanced tags, searches its local key storage and is able to decrypt inventory
response pseudonyms, if it owns the key.

The Trusted Centre is already partially working: The end-point that is going to perform the
key search has been implemented and the Axis web service descriptor is defined.

Further Work

The communication channel between the back-end system and the Trusted Centre is being
finalised: Incoming and outgoing handlers are being debugged and minor changes need to
be done to the web service interface on reader/back-end side.

The next step will be analysis and evaluation to find the pseudonym scheme and parameter
settings (such as tree depth and truncation) most suited for real-life applications, especially
in a supply-chain setting.

After the analysis phase, some adaptations to the implementations could be made and/or
additional tests could be run, depending on the overall project progress.

Finally, a thesis and maybe some papers containing the results will be published.

1.5.9 Results and Conclusions

The subtask is still work in progress, so not many results are already available to be
presented. Especially the comparison between the different algorithms still needs to be
done. It is not yet sure that the system to be implemented for the demonstrator will be able
to respond fast enough to key enquiries for a real-life scenario.
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Some results from the early implementation indicate that it will not be possible to implement
on-demand encryption on the tag. Even when using the optimised implementation of the
AES, the overall process of handling a request, moving memory blocks and encrypting takes
too long to still fit into the 1ISO 18000 timing constraints. However, calculations showed that
this might also be true for future tags featuring dedicated encryption hardware [xx]. Still, it
might be possible to perform on-demand encryption in a future EPC Gen2 system.

Two alternatives exist for encryption in HF systems:

0 Interleaved commands. An encryption request from the reader does not
expect a response and the response is explicitly collected with a response
request after a timeout long enough for the tag to perform encryption;

o Pre computation.

For the sake of simplicity and compliance to standards, the second option is implemented.
ISO18000 standard timings allow quite a large amount of time for a tag to power up after it
appears in the field. This is enough to perform all necessary pre-computations for the
second alternative, although the tag is also prepared for the first alternative. Since the first
option would offer the possibility to enhance security by integrating random numbers from
the reader into the protocol as well, it should also be investigated towards the end of the
project.

As described in subsection 2, the delegation tree scheme from Molnar et al. will not be
implemented, mainly due to performance issues. The new scheme will be published and
documented in the course of this work.

In the beginning, it was intended to implement a basic policy management first. However, in
the meantime, also due to progress in the Trusted Reader subtask, it was decided to
implement a policy engine based on SAML and XACML right from the beginning because
many components are re-usable.

1.6 Implementation Attacks

When security primitives are embedded into electronic devices not only the security against
cryptanalytic techniques is important, but also the overall security of the implementation
needs to be evaluated. The goal of task 4 in WP4.2 is to evaluate the risk of successful side-
channel attacks (SCA) against RFID tags equipped with cryptographic functionality. Since
the implementation of cryptographic primitives differ from other devices due to the stringent
operational resources for RFID tags, the attack scenarios from other devices like contact-
less smart cards cannot be mapped directly. Although some simple attacks against RFID
tags have been published already, a clear understanding of the risk of SCA for future secure
RFID tags was missing at the beginning of BRIDGE.

With the introduction of power analysis by Kocher et al. in 1998, a wide field for new and
effective side-channel attacks has been opened [xxi]. Power analysis makes use of the
circumstance that the power consumption of CMOS devices is dependent on the data and
instructions that are executed. Measuring the power consumption of a CMOS device and
deploying statistical methods allows cryptographic secrets to be revealed. Beside power
analysis, measuring the EM radiation of CMOS devices is also useful for side-channel
attacks. In [xxii], Gandolfi et al. describe the practical implementation of EM attacks and
furthermore compare them with conventional power analysis. Gandolfi et al. come to the
conclusion that EM measurements, although they are noisier, can lead to better differentials
than power measurements.

A first focus on UHF RFID devices and EM measurements is given by Oren and Shamir in
[xxiii] which describes a new attack called parasitic backscatter attack. This attack is
possible since the amount of power that is reflected by UHF RFID tags is related to the
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power consumption of its internal circuit. Furthermore, Oren and Shamir explain how the
parasitic backscatter attack can be used to extract the secret kill password from EPC Genl
tags.

Relying on the results in [xxiii], the implementation attacks described below show the
susceptibility of EPC Gen2 tags to differential electromagnetic analysis (DEMA). For
performing the DEMA, two different types of UHF RFID tags have been used. Firstly the
semi-passive tag prototype (IAIK UHF Demo Tag), and secondly commercially-available
UHF RFID tags that operate passively.

1.6.1 Measurement Setup for UHF RFID Tags

Measurements for revealing data-dependent emanation have been done some centimeters
away from the UHF RFID tags in the near field and up to 1m away from the UHF RFID tags
in the far field. The RF field of the UHF RFID reader has been switched on during all the
measurements. Initial measurements have detected data-dependent emanation of the UHF
Demo Tag. Measurements on passive UHF RFID tags could also be used to reveal side-
channel leakage.

Figure 39 Measurement setup for examining the emiss  ions of a passive UHF RFID tag (DUT) in
the far field.

The automation of the measurement setup is important for performing differential side-
channel analysis. Only an automated measurement setup allows the gathering of thousands
of individual measurements within an acceptable time. In addition to the examined UHF
RFID tag which is called device under test (DUT), the main components of the
measurement setup are a digital-storage oscilloscope, a UHF RFID reader that is compliant
with the EPC Gen2 standard, and an EM measurement probe. The digital-storage
oscilloscope and the UHF RFID reader are connected to a computer. A program on the
computer controls the whole measurement flow and performs the subsequent analysis of
the recorded data. Depending on the measurement, different EM measurement probes are
used to obtain the EM signal that is radiated from the DUT. Figure 39 shows the
measurement setup for examining the emanation of a passive UHF RFID tag in the far field.
It is important to note that the equipment used is definitely not high cost equipment, but uses
standard lab devices, easily accessible for anybody at reasonable costs.

Acquiring a single measurement always follows the same scheme and requires several
steps. After initializing the DUT, the computer sends the command to the UHF RFID reader
that is used for detecting the data-dependent emanation. The UHF RFID reader in turn
communicates with the DUT via the air interface. While the DUT processes this command,
its radiated EM field is recorded by the digital-storage oscilloscope with the help of an EM
measurement probe. The data acquisition of the digital-storage oscilloscope is started by a
trigger signal. When examining the UHF Demo Tag, this trigger signal is directly generated
by the UHF Demo Tag that operates in an eavesdropping mode. Passive UHF RFID tags
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are not suitable for directly providing a trigger signal. Thus, the software of the UHF Demo
Tag is modified such that it can be placed in parallel to the passive UHF RFID tag into the
RF field to generate the external trigger signal (compare Figure 39). Modifying the reader
circuit would be another solution to derive a proper signal for signal triggering. Acquiring a
single measurement is finalized by transferring and storing the recorded data from the
digital-storage oscilloscope to the computer.

Near-Field Measurements

For measuring the emanation of UHF RFID tags in the near field, special near-field probes
are used. Near-field probes are available in various sizes and shapes depending on the
frequency range and the application they are dedicated for. During the measurements the
three near-field probes presented on the left in Figure 40 have been used to detect magnetic
fields. One near-field probe works for frequencies from 100kHz to 50MHz, the other two
near-field probes work for frequencies from 30MHz to 3GHz.

Figure 40 Near-field probes (left), and self-made d ipole antenna (right)

Since the signal amplitudes that can be obtained with near-field probes are rather small, an
additional preamplifier has been applied. The preamplifier has a voltage gain of 30 dB and is
connected between the output of the near-field probe and the input of the digital-storage
oscilloscope. When doing measurements in the range of some tenths of megahertz, it is
helpful to enable the internal bandwidth limitation of the digital-storage oscilloscope. Limiting
the bandwidth has the advantage that the strong RF field from the UHF RFID reader is
suppressed, which furthermore increases the quality of the measurements.

Far-Field Measurements

Near-field probes are not suitable for far-field measurements; rather, electromagnetic
antennas are required. The UHF RFID tags that have been examined operate at a carrier
frequency of about 868 MHz. Since the far-field measurements have concentrated on
detecting data-dependent emanation of UHF RFID tags around their carrier frequency, no
special broadband antenna is necessary. It is sufficient to use a self-made dipole antenna
whose length is tuned to the carrier frequency — this is shown on the right in Figure 40 .
Other than measurements in the near field, far-field measurements require no additional
preamplifier in order to obtain acceptable signal amplitudes. A spectrum analyzer with
special band-pass filters can be used to transform the 868MHz signhal to baseband which
allows reduction of the required sampling rate of the digital-storage oscilloscope. A reduced
sampling rate results in measurements that consume less storage space on the computer
and can be analyzed in a faster way.

Side-Channel Analysis of UHF RFID Tags

Differential electromagnetic analysis (DEMA) attacks have been used for analyzing the
susceptibility of UHF RFID tags to side-channel analysis (SCA). Originally, DEMA attacks
have emerged from differential power analysis (DPA) attacks [xxii]. Both attacks are a
powerful instrument to reveal secrets from crypto devices. The difference between DEMA
attacks and DPA attacks is the method how measurements are acquired. For DEMA attacks
measurements of the electromagnetic field that is emmited by crypto devices are exploited.
DPA attacks use power traces that are obtained by directly measuring the power
consumption of crypto devices. Both attacks have the advantage that only a simple model of
the analyzed crypto device is necessary and that even very noisy measurements are
sufficient [xxiv].
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The tags used for the investigation do not provide cryptographic functionality, the “attacks”
are therefore not used to detect secrets, but to investigate about the data-dependent
emanation that could be exploited in case that crypto was available. Before starting a DEMA
attack an appropriate operation needs to be selected that is suitable for revealing data
dependencies. The UHF RFID tags which have been examined are EPC Gen2 tags. For
those tags, it has turned out that the Write command is a useful operation to detect data
dependencies. The Write command as it is defined in the EPC Gen2 standard [iii] allows
writing of a 2-byte value to the non-volatile memory of a UHF RFID tag. Since the 2-byte
value is a freely selectable parameter of the Write command, the 2-byte value can be used
as chosen input data of the DEMA attack.

By using the measurement setup and the measurement-acquisition strategy described
above, various electromagnetic traces have been obtained. The electromagnetic traces are
recorded while the examined UHF RFID tag executes a Write command with a chosen 2-
byte value. Thereby, always the same memory location of the UHF RFID tag is used. This
memory location is initialized with the value zero before a new chosen 2-byte value is
written. Initializing the memory location has the purpose of setting the UHF RFID tag always
to the same initial state.

After recording the electromagnetic traces, a hypothetical model is used to map the chosen
2-byte values to hypothetical values that try to predict the electromagnetic emanation of the
UHF RFID tag. There exist various hypothetical models like the Hamming-weight model or
the Hamming-distance model, which are not explained here in more detail (see [xxiv]).
Taking the hypothetical values from all 2-byte values that have been used during the
measurements results in a hypothesis that is assumed to be correct. Additionally, another
several hundred hypotheses are created that are assumed to be wrong. Wrong hypotheses
are determined by applying the hypothetical model to randomly chosen values that are
different from the 2-byte values that have been used to obtain the electromagnetic traces.

Having all the hypotheses allows comparison with the electromagnetic traces that have
been recorded previously. Comparison is done with the help of statistical methods. A well
known statistical method for DEMA attacks and DPA attacks is the correlation coefficient.
The correlation coefficient shows the linear dependency between different values [xxiv]. The
higher the absolute value of the correlation coefficient the higher is the linear dependency
between the values that are compared. Based on the correlation coefficient, a correlation
trace can be computed for each hypothesis. For the side-channel analysis, we call a DEMA
attack successful if the comparison between the electromagnetic traces and the hypothesis
that is assumed to be correct leads to significant peaks in the corresponding correlation
trace.

Side-Channel Analysis of the UHF Demo Tag

The UHF Demo Tag that has been built to evaluate security enhancements of the EPC
Gen2 standard operates semi passively and contains a microcontroller. Compared to a
conventional passive UHF RFID tag, the power consumption of the deployed microcontroller
is much higher. Higher power consumption brings along higher electromagnetic emanation.

Results of Near-Field Measurements

The main part of the electromagnetic field that is emitted by the UHF Demo Tag'’s
microcontroller is located in the frequency range of some hundreds of megahertz. Since the
strong RF signal of the UHF RFID reader is located around 868MHz, the RF signal can be
easily suppressed by applying a low-pass filter. There are two possible ways for low-pass
filtering: directly with the help of the digital-storage oscilloscope during the measurement
acquisition, or via software in an additional preprocessing step before performing the DEMA
attack. The left side of Figure 41 shows the result of a successful DEMA attack on the UHF
Demo Tag in the near-field during the execution of a Write command. Thereby, recording
1000 individual electromagnetic traces has lead to a maximum absolute value of 0.63 for the
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correlation trace of the correct hypothesis. Low-pass filtering has been directly done on the
digital-storage oscilloscope during measurement acquisition. For comparison, the right side
of Figure 41 shows the result of the same DEMA attack by doing low-pass filtering of the
electromagnetic traces in software. In this case, the maximum absolute value of the
correlation trace reduces to about 0.21.

Figure 41 Results of the DEMA attacks on the UHF De  mo Tag by doing low pass filtering
directly on the digital storage oscilloscope (left) and via software in an additional
preprocessing step (right).

Results of Far-Field Measurements

Besides analyzing the emanation of the UHF Demo Tag in the near field, its emanation in
the far field has been examined as well. The far-field measurements have concentrated on
the frequency range around the RF signal’s carrier which is located at about 868MHz. With
this measurement strategy, no data-dependent emanation of the UHF Demo Tag has been
detected in the far field.

Side-Channel Analysis of Passive UHF RFID Tags

Other than the UHF Demo Tag, passive UHF RFID tags have a power consumption of only
some microwatts. With the available measurement equipment it has not been possible to
directly measure the electromagnetic field that is emanated by the microchip of a passive
UHF RFID tag. Therefore, an indirect effect named parasitic backscatter has been used to
detect data-dependent emanation of the microchip. Passive UHF RFID tags deploy
backscatter modulation to transmit data do the UHF RFID reader. As described in [xxiii], the
power consumption of passive UHF RFID tags modulates the backscatter which results in
parasitic backscatter. The most important observation is that the backscatter of a passive
UHF RFID tag can be detected via a simple dipole antenna within several meters.

Figure 42 Results of DEMA attacks on passive UHF RF  ID tags from different tag vendors in the
near field.

Results of Near-Field Measurements

Measuring the emanation of the microchip of passive UHF RFID tags in the near field has
led to no useable results. However, using the backscatter of passive UHF RFID tags has
allowed DEMA attacks to be performed successfully. When utilizing a near-field probe, its
placement towards the passive UHF RFID tag that is examined is an important factor for the
success of the DEMA attack.

Favorable placement of the near-field probe strongly attenuates the RF field that is emitted
by the antenna of the UHF RFID reader. The stronger the RF field is attenuated the fewer
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measurements are necessary for a successful DEMA attack. In this way it has been
possible to perform successful DEMA attacks by measuring less than 100 electromagnetic
traces. Figure 42 on the left shows the result of a DEMA attack on a passive UHF RFID tag
by using 1000 measurements. In order to ensure that this is not a phenomenon of a specific
tag vendor, passive UHF RFID tags from various tag vendors have been tested. Figure 42
on the right illustrates the result of the same DEMA attack by using a passive UHF RFID tag
from a different tag vendor. Although the two correlation traces in Figure 42 are quite
different, both show that there is a strong data dependency.

Results of Far-Field Measurements

For the passive UHF RFID tags, the same measurements have been performed in the far
field as for the UHF Demo Tag. Other than the UHF Demo Tag, the passive UHF RFID tags
that have been examined show data dependent emanation in the far field as well. Thereby,
the electromagnetic field has been analyzed with a self-made dipole antenna at various
distances of the passive UHF RFID tags, starting from 20 cm up to 1 m.

All performed DEMA attacks in the far field of the passive UHF RFID tags have been
successful, even at a distance of 1 m. Figure 43 on the left shows the result of a DEMA
attack on a passive UHF RFID tag at a distance of 20cm using 1000 measurements.
Regardless of the distance, the peaks in the resulting correlation traces always look similar.
For comparison, Figure 43 on the right presents the correlation traces of the same passive
UHF RFID tag at a distance of 1m. When the distance increases, the maximum absolute
value of the correlation coefficient decreases. Figure 43 on the left shows a maximum
absolute value of the correlation trace of 0.27, which decreases to 0.08 in Figure 43 on the
right. As a consequence, the number of measurements must be increased to clearly identify
the data dependency at greater distances. The correlation traces in Figure 43 on the right
have been obtained by using 10000 measurements.

Figure 43 Results of the DEMA attacks on a passive ~ UHF RFID tag at a distance of 20cm using
1000 EM traces (left) and at a distance of Im using 10000 EM traces (right).

Conclusions

The analysis results clearly show that current RFID tags emit data-dependent signals that
can be detected with standard equipment. This is not a problem as long as the tags do not
perform secret operations. We are convinced that this leakage could be used to attack e.qg.
the tag’s password verification in a more sophisticated way than presented in [xxiii].
Although the noise of the reader field is very high compared with the data-dependent
signals, SCA attacks are feasible with a very low number of necessary measurements due
to the parasitic backscatter effect. The results clearly show that future RFID tags with
cryptographic functionality need to include countermeasures against this class of attacks.

1.7 Key Management and tag Personalization

Symmetric schemes will require that individual key information has to be stored inside the
tag. This might mean that each tag, reel or batch will get an individual key stored in it. The
most cost efficient method programming the key information to the tag is in the tag
manufacturing process. How the keys should be managed during the tag manufacturing
process has not been studied before. Therefore this study looks into the challenge that
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programming an individual key information to the tag brings to the tag manufacturing
process. Furthermore, a concept of how this key information should be managed in the
production is also introduced. This concept can also be re-used for programming other data
to the tag.

1.7.1 Introduction

There are at least three levels of key information that can be stored in the tag during its
manufacturing process: Tag level key information, reel level key information, batch level key
information and all or some of these levels combined as a combinatory level.

The focus of this study is how the key information should be managed in the production and
the challenge its management brings to the tag manufacturing process. The key
management concept also includes programming and verifying methods of the key storage
at a conceptual level. The assumption is that the keys need to be stored in some database,
where they remain stored during the whole processing cycle of the tag manufacturing
process. The stored key information needs to be linked to the tags during the manufacturing
process. In some cases it is necessary that the key information should also be linked to the
tags after the manufacturing process. In these cases, the key information will have to be
managed on an enterprise-to-enterprise level.

At the tag level, the key information linking is done by linking the key information in the
database to the tag itself. It can be done by linking the key information to the EPC
(electronic product code) or to some other information in the tag. In reel and batch levels the
key information does not have to be linked to the tags itself. The key information can also be
linked to the reel or batch number, which might not be stored within each of the tags. The
reel and batch number can be written to the shipment where it is accessible by anyone. For
an outsider, it won't reveal any key information stored within the tag. The customer can use
this number to retrieve the key information from a database. The same information about the
reel and the batch can also be stored within the tag's memory. Then the reel or batch will
include both the key and the reel/batch information. In this case the tags will contain
combinatory level key information.

1.7.2 Tag level information

Tag level information means that each tag is stored with individual key information regarding
the specific individual tag. The information in the simplest form is the EPC. It can also be an
encryption key or even information that is stored within the tag’s secured memory area.

One of the possible applications for the individual programming of the tags is tag encryption.
At the moment it is planned to use symmetric cryptology. Symmetric cryptology uses the
same key in encrypting and decrypting of the tag. Encryption key programming is one of the
possible applications, where tag level information can be used. When each tag is
programmed with an individual key, some other information needs to be programmed to the
tag as well. This information is used to identify the tag so that the right key can be chosen to
unlock the tag. In this study we consider the other information to be the EPC. The EPC
needs to be programmed to the tag during the manufacturing process, because normally the
IC is pre-programmed during its manufacturing process to contain the same EPC as many
other ICs on the same wafer.

Another application for tag level information comes if it is thought to be similar to an IMEI-
code (international mobile equipment identity code) in mobile phones, meaning that all tags
would have truly unigue information that would separate it from others. This level of
individual information is something that has to be organized and supervised from above. In
this work we will not study it.

1.7.3 Reel level information

In reel level information each tag is stored with information about the reel. It might mean that
each tag in a reel has the same information stored in the tag. When this information is the
encryption key, all of the tags in the reel are programmed with the same encryption key.
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Because all the tags in the same reel have the same key information stored in them, the
tags will not require any other information to identify them other than the key that is stored
inside them. In this case, we can use the reel number to identify the reels and the key stored
to the tags in the reel. If the information is not the key, it can be used for tracing the reel
supply chain.

If the information is something other than the encryption key, one can use the reel level
information in different applications. For example, one other application is when we consider
the reel as a box on a pallet. Within this box, all tags would contain information regarding
this box. This would enable easy tracing of item/tags to the reel where they came from. This
is particularly convenient, when some items are found damaged and there is a reason to
suspect that other items in the same reel/box might be damaged as well.

1.7.4 Batch/pallet level information

In batch level information each tag in the same batch has the same key information
programmed in them. In this level, all the tags in the same batch have the same encryption
key programmed in them. Also in batch level information no other information is needed in
the tag itself to identify the key stored inside the tag. Batch number can be used to identify
the key information. The batch level information can also be just some information that is the
same in each tag in the batch.

In cases where the information is not the encryption key, the information can be used to
track the tags that are from the same production batch. In this way, it is convenient to trace
the items/tags back to certain production batch. This is particularly handy, when some items
are found to be damaged and there is a reason to suspect that other items in the same
batch might be damaged as well.

1.7.5 Combinatory level information

In combinatory level, each tag has individual information stored within it. However, at the
same time it might also have information about the reel and batch where they are produced.
This is the most challenging level of information that can be stored to the tag. In this level,
the tag could contain tag level key information and also the same tag could contain
information from another level. In other words, the tag could contain information that could
be accessible by most partners in the network and some other information that could be
accessible by fewer partners in the network.

Also when the information is something different than the encryption key, it can be used to
track the tags within a supply chain network. When the tag would contain some or all there
previous levels of information, item level tracing back to pallet and box will become easier.
This is particularly handy, when some items are found damaged and there is a reason to
suspect that other items in the same reel/batch might be damaged as well.

1.7.6 Database

The assumption is that the stored information is also stored in a database. The database is
used to hold the information before it is programmed to the tags and it will keep a copy of all
the stored information after the key programming. The copy of the programmed information
is needed when verifying the success of the programming stage. In some cases, the copy of
the information can be deleted from the database after successful verification. Naturally the
information can not always be deleted from the database. It can only be deleted when the
nature of it allows it. The information can not be deleted after the verification when it will be
delivered to the customers. When the information can not be deleted, it will remain stored in
some other database for as long as necessary.

When we consider the stored information, we should also consider its lifespan. Meaning that
if the tag has only one individual piece of information in it and it operates in broad supply
chain network, there is a chance of collision where two tags have the same information
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within them. This can be avoided by generating a system where the information can be
reserved before using it and after using it, it can be freed to be used in other tag. This is a
matter of its own study and we do not go any further in it.

1.7.7 System setup

In this chapter the needed conceptual system setups for mass customizing the tags for each
levels of information are presented. The assumption in each setup is that the information is
stored in a database where it can be retrieved for programming.

1.7.8 Tag level information system setup

Databas { ) EPCIS { ) EPCD¢

Programme Verifier / reade

iI Productiol ﬁ
TAG
] )

Figure 44: system setup for programming individual information to the tag

The information is stored in a database from where it is retrieved for programming. After
programming, the tag is moved to another production stage, where the tag is converted to
the right delivery format. After these process stages the tags are tested and verified once
more in order to guarantee good performance. After verification, the information is moved
from the database to the EPCIS of the factory and an ASN can be sent to the customer.

1.7.9 Batch and reel level information system setup

Database ( ) EPCIS ( ) EPCDS

LAY

Programmer Verifier / reader

ﬁ Production ﬁ
TAG [> TAG

Figure 45: System setup for storing reel or batch | evel information to the tag

Operator

The system setup for reel and batch level information is the same. The information is stored
in a database from where it is retrieved for programming. This information can be the reel or
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batch number, the key or something else, which is explicit to the produced reel or batch. If
the information is the reel or batch number, it is inputted to the database by the operator.
After programming, the tag is moved to another production stage. During this stage the
writing process of the tag has to be tested once again. After the verification and testing, the
information is moved to the manufacturer's EPCIS.

1.7.10 Combinatory level information system setup
Operator

Database ( ) EPCIS ( ) EPCDS

Programmer Verifier / reader

ﬁ Production ﬁ
TAG E> TAG

Figure 46: setup for storing combinatory level info rmation to the tag

The information is stored in a database from where it can be retrieved for programming. This
information can be the reel and/or batch number and the key. The reel and batch number is
entered into the database by the operator. The programmer writes at least two different
pieces of information to the tag’s memory. The information is normally the key and reel or
batch information. After programming, the tag is moved to another production stage. The
final stage is the testing, where the writing process of the tag is tested once more. After
verification and testing, the information is moved to the manufacturer’'s EPCIS.

1.7.11 Key programming method

The programming in a production environment is always a challenge. Tags are closely
placed in the reel; therefore sufficient isolation is needed in order to avoid coupling between
inlays. This means that instead of far field, the programming has to be done in near-field
(NF). The range of near field communication can be limited by choosing a suitable method
for the "antenna" structure. In reel-to-reel programming applications this has to be done by
using a matched transmission line. The matched transmission line generates a very limited
range of near field. Normally the transmission line is constructed as a microstrip line. The
range of the near field is typically in the scale of a couple of centimetres. The range and its
form can be adjusted by adjusting the ground plate of the microstrip transmission line.
Because the range of NF is very limited, the tag has to be stationary for the programming
period. Also the tags have to be designed in a way, which is suitable for the NF
communication. This means that the tag antenna needs to have some kind of loop structure
within it. Most of the UHF tags have a loop structure within them, so the programming of
them in near field is possible.

1.7.12 Tag customization verification

After tags have been customized, the customization needs to be verified. This is done by
verifying the stored information in the tag’s memory against the stored information in the
database. When the information is the encryption key, test data has to be sent to the tag for
encryption. After this the information is read from the tag and decrypted by using the same
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key. If the information is correct, the writing process has been successful and the tag has
passed the verification.

The verification has to be done at the final stage of production, because the tags might be
damaged during the processing stages of the production. It is best to do the verification
when the final testing is done. When a tag is found to fulfill its requirements in terms of
performance and stored information, the information about the tag can be sent to the
customer.

1.7.13 Key programming effort

The programming effort is evaluated by the amount of time it takes to program and verify
during a tag’s customizing process. The time is a good indicator of the additional cost that
tag customizing will generate, since different manufacturers have different machines and
facilities. And the cost that individual tag customizing generates depend on the machines
used in production. Some machines can be updated to mass customizing much easier than
others. The time taken to customize one tag is the same regardless of the manufacturing
facilities and machinery.

Storing information to the tag takes time. For example, we approximate how long it takes to
program 128 bit information to the tags memory. Programming 128 bit information to the tag
takes approximately 100 — 200ms. Programming time varies greatly on the IC
characteristics. After programming, some testing and verification has to be done to the tag.
At the minimum, some test information has to be written to the tag and then read from it, in
order to test the tag functionality. This stage can take anything from 200ms up to 1s. The
time is greatly dependent on the IC capabilities. After the programming and testing, the next
inlay has to be moved under the programmer. It takes roughly 200ms. Again, this is
something which is strongly affected by the machinery used. Therefore, the whole combined
programming and testing period of one tag can be anything between 500 ms to 1.4 s.
Therefore the throughput of one programmer is between 7250 tag/hour and only 2800 tag /
hour.

Therefore it can be said that the throughput of one programmer is not enough for a modern
production line. Therefore, multiple programmers are needed in order to keep up with the
production. Also because the line has to be stopped during the programming period, extra
buffers are needed to sustain the flow of the overall process.

The cost that tag customization incurs is due to the time needed for programming and
verifying and the additional components (e.g. buffers, multiple programmers) that the
machinery will need. At the minimum production lines will need extra buffers and
programmers to be installed in them. Also the testers have to be configured in a way that
they can verify the key programming process. A database and the some extra IT
infrastructure will also have to be installed in the factory. From these the most expensive
part is the extra buffer, followed by the IT infrastructure and programmers. The extra buffer
also adds length to the overall production line and therefore it is not always possible to use
it. Then the whole programming has to be done with individual printers, which cost even
more.

1.7.14 Key transfer between enterprises

New problems arise when information that has to be shared with other partners in the supply
chain is programmed to the tag’s memory. The problems are related to the security of the
information transaction and the authentication of the partners. Therefore it is natural that
when keys and other relevant information are transferred between the enterprises,
authentication and encryption methods are needed to secure the transaction of information
between enterprises. The mass customization information can be stored within the EPCIS,
from where it is accessible by authenticated partners.

Moreover the enterprises have to trust each other or in other cases, a third party (i.e
EPCDS) is needed for authenticating the partners. A trusted third party is a good choice for
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networks where there are many different companies and organizations. With a trusted third
party, companies can have standardised protocols for authentication and the joining of new
companies to the network is much easier.
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1.8 Conclusions and next steps

Considerable effort has been spent on research towards secure RFID tags and protection of
the tag reader link. Protection of tags by means of cryptographic algorithms was agreed as a
starting point of our activities. A variety of approaches for protection is possible and
therefore fair comparison of different cryptographic primitives was performed. The
comparison is based on a metric that was defined according to the optimization goals for
implementations of cryptographic algorithms dedicated to passive RFID tags. Several
dedicated implementations of different algorithms (hash and encryption primitives) were
developed and compared. The result of this activity was that implementations of the
standardized encryption primitive AES (Advanced Encryption Standard) comply with the
requirements of low cost RFID tags. Other primitives like hash (SHA-1, etc) use more chip
area but provide less security. Although more primitives like the newly presented stream
ciphers can be implemented in even smaller chip areas, we suggest relying on standardized
and established algorithms due to the assured security level of established solutions.
Another task was the implementation of prototyping platforms for demonstration of the
research results of this task. The team at FUDAN developed a dedicated tag chip with
protection measures. The other approaches will be implemented on semi-passive
programmable tag prototypes that were developed within this task. The development of
those prototype tags is nearly finished. Those prototypes also allow demonstration with
standardized readers and are interesting platforms for future semi-passive tag products with
extended functionality (sensor enabled tags), due to their programmability and flexible
design.

To show the usefulness of cryptographic functionality of RFID tags on the application level in
RFID systems and to prove that it is possible to integrate the approach with state-of-the-art
readers, a prototype system for a pseudonym scheme was implemented. In such schemes,
the cryptographic functionality of the tags is used as PET (privacy enhancing technology)
that protects the users of tags from tracking and tracing by illicit eavesdroppers. The
pseudonym scheme including secure tag, extended reader and a backend system was
implemented on the basis of semi-passive prototypes. A working demonstrator is the result
of this task.

Secure implementation of cryptographic functionality is another aspect that was covered
within this task. So-called side-channel analysis (SCA) attacks were investigated for their
effectiveness in the context of UHF RFID technology. The goal of such attacks is to reveal
the secret key of secure tokens by measuring e.g. the continuous power consumption of
computation time. The threat of SCA attacks, using measurements of the electromagnetic
(EM) emanation, was known to be critical for smart-cards. Within task 4.2 we assessed
whether UHF RFID technology is susceptible to this attack. The result of the first
investigation is that it is possible to measure the data-dependent emanation of RFID tags
from a distance of several meters, which means that the tags are highly susceptible to this
kind of attack. According to our results, we suggest including countermeasures into RFID
tags as soon as they carry a secret key. The first results of the investigation shows that EM-
analysis is a very effective way to mount SCA attacks on RFID tags.

Key management is a crucial topic when designing systems with cryptographic protection.
Symmetric crypto primitives require that a secret key is available for both communication
parties. In the context of RFID this means that those keys need to be stored on the tags in a
secure way, e.g. that they cannot read out or overwritten by unauthorized parties. The costs
for storing secret keys on tags during the personalization process are estimated on the basis
of a concept for storing keys on a high number of produced tags.

In the next period the semi-passive prototypes will be finalized. We will perform cross
platform tests to show the compatibility of the developed devices. Furthermore we will
promote the results to the other work packages, since we think that the devices are useful
for a variety of other demonstrators within BRIDGE. The subtask “Comparison of crypto
primitives” is so far completed, but if a reasonable suggestion for additional primitives to be
investigated is made, we will consider further comparison. In the area of implementation
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security we will foster our activities and try to disseminate the results so that developers of
future RFID tags become aware of the threats. Additionally we plan to perform an attack on
the tag-chip with cryptographic support that was developed by the project parther FUDAN.
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